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Summary

The Internet of Things (IoT) is a rapidly growing ecosystem that encompasses often con-
strained IoT devices, featuring limited processing power, storage resources, and low energy
consumption, allowing them to be deployed for specific use cases, e.g., to automate tasks or
collect data. At the same time, fostering constrained devices in different environments may
require to execute real-time computations onboard, due to scarce Internet connection and
no mobile coverage or real-time constraints, without the possibility to involve trusted third
parties (T'TPs). Such challenging scenarios require the IoT operator or the user to store sen-
sitive information onboard the IoT devices, e.g., data associated with Intellectual Property
(IP) rights or Personal Identification Information (PII). This leads to major security and pri-
vacy concerns both for users and Service Providers (SPs), due to the ease of accessing and
hijacking IoT devices. An adversary could collect and use the PII to impersonate the user.
Furthermore, regulations such as the General Data Protection Regulation (GDPR) and the
upcoming Cyber Resilience Act (CRA) mandate that SPs keep user data fully private, making
SPs responsible for any unauthorized disclosure.

Privacy-Enhancing Technologies (PETs) are a valuable tool to address such privacy concerns
in traditional IT domains. PETs include a wide range of techniques that allow to achieve in-
put privacy, privacy-preserving computation, and output privacy. However, PETs introduce
additional computational burden caused by the underlying cryptographic techniques. This
overhead is often manageable in the traditional IT domain, while such a burden represents a
problem when integrated in the IoT domain. To address privacy concerns in the IoT ecosys-
tem and to avoid the computational overhead of PETS, IoT devices usually delegate complex
computations to TTPs, e.g., the Cloud or powerful Edge nodes. However, in scenarios where
TTPs are unavailable, it is necessary to understand how to re-design and engineer PETs to
enable their usage directly on IoT devices. Note that integrating PETs on IoT devices comes
with different challenges and trade-offs, depending on: (i) the environment where IoT de-
vices are deployed, e.g., locations with scarce Internet connection, (ii) the type of data they
access, e.g., real-time data evaluation, and (iii) the limited available resources, e.g., battery
life. The mentioned challenges lead to the following main research question:

How can we design and deploy Privacy-Enhancing Technologies effectively and efficiently
so to be supported on constrained IoT devices and networks?

We answer the question by investigating relevant privacy concerns in real-world IoT use
cases. First, we identify privacy concerns emerging when two closely-deployed IoT networks
use the same communication technology and working on the same spectrum at the same
time leads to interferences, packet losses, and Quality of Service degradation. However, un-
controlled disclosure of the internal channel usage could lead to confidentiality issues. To
solve this problem, we design a protocol that allows two networks to discover interfering
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viii Summary

operations without revealing any internal confidential details. Another IoT-based applica-
tion scenario we consider is the one of Autonomous Vehicles (AVs). To guarantee the safe
deployment of AVs in daily life, we need to detect in advance mutual occurring collisions
in their path. However, identifying collisions requires the exchange of the mutual trajec-
tories, potentially leaking private path information, e.g., the location of storage sites, and
may also reveal private users’ data. To address the problem, we propose a fully-accurate
interactive protocol allowing privacy-preserving trajectory matching among AVs. Another
problem we address is the secure attestation for IoT devices that run multiple software for
various tasks onboard. Therefore, integrating the Trusted Platform Modules on IoT devices
allows to remotely attest the authenticity and integrity of all such programs. Enabling tradi-
tional binary remote attestation reveals all the running processes on the system and raises
privacy and intellectual property concerns. To address this problem, we propose a remote
attestation method with constrained disclosure. Another problem we consider is the shared
usage of emerging technologies such as Unmanned Aerial Vehicles (UAVs), a.k.a. drones.
Drone-as-a-Service (DaaS) is an increasingly adopted business model, which enables pos-
sibly unskilled users with no background knowledge to operate drones and run automated
drone-based tasks. Therefore, the resources provided by drones are typically managed by
multiple parties, which requires the integration of multi-party access control solutions. In
this context, the leakage of the access control policies might disclose confidential informa-
tion. To address this privacy problem, we propose a privacy-preserving multi-party access
control solution tailored to the application scenarios of Third-Party UAV Services. Finally,
another real-world IoT-based application we consider is the deployment of drones for goods
delivery and humanitarian operations in hard-to-reach areas characterized by scarce or ab-
sent Internet connection. Such drones use state-of-the-art biometric face verification tech-
niques to hand out goods securely. However, adversaries active in the field could capture the
drone and access all the information stored therein, including sensitive biometric informa-
tion of the goods’ recipient. To address the concern, we propose Obscura, the first solution
for privacy-preserving face verification on commercial drones. Overall, this thesis provides
manifold contribution: (i) we identify many real-world IoT-related use cases generating pri-
vacy concerns; (ii) we identify privacy-enhancing technologies suitable for addressing these
challenges; (iii) we design new algorithms and strategies to integrate such PETs on real-world
constrained IoT devices while dealing effectively and efficiently with the constraints of the
IoT ecosystem; and finally, (iv) we extensively evaluate such solutions on relevant real-world
IoT devices to showcase their effectiveness and efficiency.
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Introduction

1.1. Scope and Motivation

1.1.1. Context

The concept of IoT was introduced for the first time in 1999 by Kevin Ashton, to describe
how “things connecting to the internet” could impact our lives [15]. This paradigm revolu-
tionized academia and industry. It all started by connecting simple Radio-Frequency Identi-
fication (RFID) tags, sensors, and actuators based on unique identifiers to communicate with
each other to accomplish a common task [16] and since then, over the years, the coverage of
the Internet of Things paradigm has expanded significantly to cover new emerging domains,
e.g., health care, smart cities, and cyber-physical systems, to name a few [29, 123, 152, 245].
We use Internet of Things devices extensively in our day-to-day lives, e.g., through smart ac-
cessories. Smartwatches may collect heart rate data, smart doorbells provide a video feed, a
smart central thermostat regulates the temperature and controls automatic blinds in a pre-
programmed way. This showcases how IoT devices collect information and allow us to au-
tomate tasks. According to Grand View Research [99] the market size for IoT in 2024 was
estimated to be USD 1.39 billion, and is projected to reach USD 2.65 billion by 2030. More-
over, based on the report in [197], by 2030, there will be 40 billion connected IoT devices.

Today, Internet of Things devices and technologies are very heterogeneous. Most of the scien-
tific literature considers IoT devices to be resource-constrained, characterized by very lim-
ited computational, bandwidth, memory, and energy availability [16]. Such devices are typ-
ically connected to a gateway that collects all the sensed data and interacts with the devices
to let them perform actuation tasks [6, 91]. However, new emerging technologies such as
Autonomous Vehicles (AVs) and Unmanned Aerial Vehicles (UAVs) are today considered
part of the IoT ecosystem. Although AVs and UAVs are as computationally powerful as
full-fledged laptops, they still feature limited battery life. Since performing more compu-
tationally intensive tasks requires more energy, they still need to calibrate the number of
computations performed against the available energy budget [46, 54, 113, 203].

Due to the nature of the data collected as part of their intended tasks, IoT devices typically
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2 1.1. Scope and Motivation

collect sensitive private information, e.g., data about the user’s health, routines, or have ac-
cess to important configuration parameters of the network they belong to. This information
may contain details regarding Personal Identifiable Information (PII) or data associated with
Intellectual Property (IP) rights. Although data communication to the intended receiver
could be protected through the establishment of secure channels, this is not enough to fully
protect information against unauthorized disclosure from legitimate parties or other form
of data leakage, e.g., via physical access to the devices [10, 246].

Opverall, operating on sensitive information raises privacy concerns for both users and Service
Providers (SPs). Users face the threat of an adversary that could collect and use the PII in an
unauthorized way, e.g., to infer private data or impersonate them. Looking at SPs, consider
that recent regulations such as the General Data Protection Regulation (GDPR) [230] and
the upcoming Cyber Resilience Act (CRA) [83] mandate SPs to keep the data provided by the
user fully private. Thus, in many scenarios, SPs could be held responsible for any disclosure
of such data to unauthorized parties [77].

Therefore, both users and SPs should implement effective measures to fully protect sensitive
information from unauthorized use by any party involved in the system.

1.1.2. Privacy-Enhancing Technologies

In the context of traditional IT applications, such privacy concerns are usually addressed
successfully through the use of Privacy-Enhancing Technologies (PETs). The concept of
PET's was coined in 1995 in reports of the Information and Privacy Commissioner of On-
tario and the Dutch Data Protection Authority [48, 108]. In the cryptography community,
David L. Chaum paved the way for the first PET-related application, which was published in
1981 [48, 52], by introducing a scheme for email systems to hide the identity of the partici-
pant communicating [52]. The scheme achieved anonymity while allowing for observability
of the corresponding network traffic [48, 52], and this idea is still used in various domains,
albeit in adapted forms. Since then, various PETs have been introduced to achieve two main
classes of privacy properties, i.e., input privacy and output privacy. Input Privacy ensures
that no computing parties can learn or derive input data during the computation from any
involved party, including other parties providing input [12, 221]. Techniques that guarantee
input privacy include Multi-Party Computation (MPC), Homomorphic Encryption (HE),
and Zero-Knowledge Proof (ZKP) [12, 221]. Output Privacy ensures that intermediate in-
formation and results of the computations do not reveal any input or identifiable data. It also
protects from intermediate computations [12, 221]. For example, Differential Privacy (DP)
preserves output privacy for statistical results or data aggregation, preventing disclosure of
identifiable input data [12, 221]. We summarize below the main PETs.

Trusted Execution Environment Trusted Execution Environments (TEEs) are an isolated
and secure area within the memory of a host device or designated area in the main processor,
known as enclave [91]. TEEs allow the execution of sensitive operations in a secure portion of
the host system, while guaranteeing confidentiality and integrity of the code and data in the
presence of an adversary or a distrustful host operating system. To this aim, TEE provisions
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privacy by providing safe storage and safe code execution, which is already integrated with
various chip manufacturers, e.g., Intel SGX or ARM Trustzones [170].

Anonymization and Synthetic Data Anonymization techniques remove identifiable in-
formation or attributes from the dataset, so preventing individuals’ identification from the
(anonymized) dataset [180]. This approach is vulnerable to re-identification attacks through
cross-referencing datasets. An alternative technique involves using synthetic data, which
generates randomly sampled data that has a distribution similar to the actual dataset. The
main challenge is retaining the statistical properties while ensuring its privacy. Meanwhile,
the work by Stadler et al. [200] shows that anonymization-based schemes and generative
data still leak information, compromising the utility of the data. A promising alternative
technique for concealing or masking datasets is Differential Privacy.

Differential Privacy Differential Privacy is a technique that adds noise to the data to pre-
vent identification of the underlying individual record of the dataset while allowing to re-
trieve meaningful statistical evaluation results [76]. The hardness of Differential Privacy lies
in the right choice of the level of noise added to the original dataset while retaining mean-
ingful results. Therefore, this depends on the dataset itself.

Homomorphic Encryption HE is an encryption scheme that allows to performs multi-
plicative and additive operations on encrypted data (ciphertext). After decryption, we obtain
the same results as if we performed the same operations on the underlying plaintext [180].
The key benefit is that we can encrypt the input and forward the ciphertext to another party
to perform the operations over the ciphertext. Afterward, the output of the performed oper-
ations can be sent to another party or the same party that holds the secret key to understand
the result. Meanwhile, the third party who performed the operations does not know the in-
put nor the output. There are three types of HE schemes: (i) Fully Homomorphic encryption,
(ii) Partial Homomorphic encryption, and (iii) Leveled Homomorphic encryption.

Fully Homomorphic Encryption (FHE) allows an unlimited number of unrestricted multi-
plicative and additive operations on encrypted data. This makes it the most powerful form of
HE, enabling general-purpose computation without the need for any loss of privacy. How-
ever, it comes at a significant computational cost, often making it impractical for many real-
world applications. Partial Homomorphic Encryption (PHE) refers to a set of encrypted
computation schemes that support only a single type of operation, either addition or mul-
tiplication operations, but not both. In the very limited use cases where PHE schemes are
applicable, they can be quite efficient. As a middle ground, Leveled Homomorphic Encryp-
tion (LHE) enables both addition and multiplication operations on encrypted data, but only
up to a predefined multiplicative depth. Beyond this depth, the accumulated noise in the
ciphertexts becomes unmanageable. LHE offers more computational flexibility than PHE,
while being more efficient than FHE for tasks with known and limited depth of operations.

Secure Multi-Party Computation MPC schemes allow several mutually distrusting par-
ties to jointly compute a function over their private inputs without disclosing their inputs [206].
MPC can be realized with various constructions, e.g., Oblivious Transfer (OT) [174], HE,
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garbled circuits [241], or additive secret sharing [163]. Three example schemes are: (i) Pri-
vate Set Intersection, (ii) Private Information Retrieval, and (iii) Secure Function Evalua-
tion. Private Set Intersection allows set operations between two parties without revealing
the non-intersecting elements of their sets. Private Information Retrieval enables querying
a database without the database knowing what has been queried or the result of the query.
Secure Function Evaluation [97] permits generating circuits that represent the function, and
through additive secret sharing or OT, each party can evaluate the circuit and reconstruct
the result at the end.

Zero-Knowledge Proofs The concept behind ZKP is that a verifier can verify the authen-
ticity and integrity of the data, as well as the computation over the data by a prover, without
disclosing any information regarding the data [180]. ZKP systems are characterized by three
properties [98]: (i) completeness, i.e., the prover is capable of convincing the verifier that the
statement is correct, (ii) soundness, i.e., the prover is capable of convincing the verifier that
the statement is incorrect, and (iii) zero-knowledge, i.e., the prover does not reveal any ex-
tra information from the data it wants to hide, except the correctness from the statement.
ZKP schemes can be interactive or non-interactive. The non-interactive characteristics al-
low sending the statement/proof to multiple parties [91].

1.1.3. Research Gap

Despite the privacy benefits and properties discussed in the earlier subsection, PETs also
introduce significant computational burden, mainly caused by the underlying cryptographic
techniques. Although such a burden typically does not significantly affect the performance
of services running over traditional IT networks, it represents a problem when integrated in
the IoT domain, where resources are scarce.

Looking at the scientific literature, a few scientific contributions considered integrating PET's
in the IoT ecosystem. However, in most of these proposals, IoT devices delegate complex
computations to the Cloud or to more powerful Edge nodes [48, 91, 142].

As an example, Bhati et al.[28] recently designed a scheme for an IoT-to-cloud setting for the
smart-metering scenario. They assume that the resource-constrained devices record sensi-
tive information, which may expose users household habits. To address the privacy concern,
they designed a lightweight encryption scheme for the IoT device and a distributed decryp-
tion protocol via MPC for the Cloud servers. The Cloud servers receive only a secret share
of the plaintext, where the information is further processed while preserving the privacy of
the data. The final result can only be reconstructed by an authorized party.

At the same time, we observe that many IoT devices, especially in the context of new emerg-
ing technologies, operate with a scarce or absent connection to the Internet, or may want
to avoid exchanging data with entities available over the public Internet for various reasons.
For example, UAVs and AVs often operate in remote and hard-to-reach areas, e.g., deserts,
open seas and areas subject to natural disasters, which are characterized by scarce or absent
Internet connectivity [101, 145]. Moreover, we should also consider that interaction over
the Internet is not always desired by such devices. Many operations, e.g., collision detection,
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face recognition, and access control, need to happen possibly in real time, i.e., with mini-
mal latency. By design, the public Internet is best-effort, i.e., it guarantees that packets are
delivered to the destination but it does not provide any guarantees in terms of Quality of Ser-
vice (QoS), including latency and delay [192, 201]. Therefore, relying on the public Internet
for real-time services is not desirable, and operations should be executed locally as much as
possible.

In this thesis, we identify several privacy concerns related to real-world IoT use cases:

1. We identify privacy concerns emerging when two closely-deployed IoT networks use
the same communication technology. Having two networks working on the same
spectrum at the same time leads to interferences, packet losses, and Quality of Ser-
vice degradation. Such situation could be solved by exchanging information, e.g., how
many devices are in the network and at what time on which time channel they are com-
municating. However, the uncontrolled disclosure of such information could lead to
confidentiality issues and, in turn, enable targeted attacks.

2. We identify privacy issues connected with the identification of collisions in the path of
two Autonomous Vehicles (AVs). To guarantee the safe deployment of AVs in daily life,
we need to detect in advance mutual occurring collisions in their path. However, iden-
tifying collisions requires the exchange of the mutual trajectories, potentially leaking
private path information, e.g., the location of storage sites, and may also reveal private
users’ data.

3. We identify privacy issues arising when remotely attesting the trustworthiness of pro-
prietary software running onboard IoT devices. Integrating the Trusted Platform Mod-
ule on IoT devices allows us to remotely attest the authenticity and integrity of all run-
ning software. However, deploying traditional binary remote attestation protocols
may reveal metadata of all running software, allowing a passive adversary to identify
software vulnerabilities based on the metadata to deploy tailored attacks.

4. We identify privacy issues connected with the deployment of multi-party access con-
trol models on drones used by several parties, according to the Drone-as-a-Service
(DaaS) paradigm. Although these services provide significant advantages, the resources
provided by drones are typically owned by multiple parties, requiring the integration
of multi-party access control solutions. In this context, the leakage of the access con-
trol policies specified by the data owners might disclose confidential information.

5. Finally, we identify privacy issues connected with the adoption of face recognition on
drones used for delivering goods and humanitarian operations in hard-to-reach areas
characterized by scarce or absent Internet connection. Such drones use state-of-the-
art biometric verification techniques to hand out goods securely, e.g., by verifying the
face of the recipient of the goods. However, adversaries active in the field could capture
the drone and access all the information stored therein, including sensitive biometric
information of the goods’ recipient.

Use cases 1 and 2 highlight that two IoT devices must identify matches among locally stored
data records. Exchanging data records in plaintext reveals sensitive information, e.g., path
information or configurations. Private Set Intersection (PSI) (see Sec. 1.1.2) is a technique
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used in many other IT-related use cases to address similar privacy concerns. However, off-
the-shelf PSI variants seldom consider the challenges that arise within the IoT domain for
real-time data evaluation.

As stated in use case 3, traditional remote attestation discloses the measurements of all run-
ning software. The challenge is to design an architecture that still preserves the principles of
traditional remote attestation while only selectively disclosing measurements and maintain-
ing confidentiality.

Use cases 4 and 5 show that IoT devices might require computing a decision over their private
inputs. Secure Function Evaluation (SFE) or HE are techniques guaranteeing input privacy
and addressing this need. However, such techniques come with communication and com-
putation overhead, so being not suitable for IoT devices. Thus, it is necessary to investigate
optimization strategies within the techniques and how they can be tailored to IoT devices
with limited available resources, e.g., battery life.

Opverall, integrating PETs on IoT devices comes with different challenges and trade-offs as
mentioned before. In many of the aforementioned use cases, IoT devices operate in environ-
ments with scarce Internet connections, reducing the possibility of offloading computation-
ally heavy tasks to Trusted Third Parties (TTPs). Therefore, it is necessary to investigate how
to compute locally privacy-aware operations without relying on TTPs, while considering the
IoT constraints.

The aforementioned privacy issues demonstrate the necessity of deploying PETs on IoT de-
vices while striking a balance between energy consumption and privacy.

1.2. Research Question

The above considerations lead to our main research question:

Main Research Question (MRQ)
How can we design and deploy Privacy-Enhancing Technologies effectively and efficiently
so to be supported on constrained IoT devices and networks?

We can further refine such overarching research questions into several sub-questions.

One first major privacy concern we identify is related to IoT devices which need to exchange
sensitive information for various purposes, i.e., increasing safety or providing real-time ser-
vices. Examples include sharing of information about channel access in constrained IoT de-
vices, e.g., to avoid interferences, and sharing of trajectories, to avoid collisions. Therefore,
it is necessary to identify solutions that enable finding matches among the sensitive input
information while guaranteeing data privacy, leading to the following research question:

SRQ1: How can we effectively and efficiently identify matches in private input data stored
onboard two IoT devices?

We address the research question above by investigating the mentioned IoT use cases and
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devising methods to let IoT devices bilaterally identify matches in their internally stored
private inputs, with no cooperation from external entities at runtime. We investigate which
PET is applicable, allowing us to disclose only the identified matches in the private input.
Apart from understanding the applicable PET, we design auxiliary algorithms which allow
IoT devices to efficiently and effectively state if any matches exist.

We also consider that IoT devices often run proprietary software, subject to Intellectual Prop-
erty (IP) rights. To verify that the device is trustworthy enough to host and run such propri-
etary software, remote attestation protocols are normally used. However, traditional remote
attestation protocols leak confidential information about the running proprietary software,
introducing a confidentiality problem. This leads to the following research question:

SRQ2: How can we remotely attest the trustworthiness of the proprietary software running on
IoT devices while preserving its confidentiality?

To address the question, we investigate the privacy and confidentiality issues of the tradi-
tional binary remote attestation. We design an architecture that allows for the selective dis-
closure of masked measurements. This allows any verifier who verifies the attesting system
only to understand the associated measurements. Simultaneously, the verifier can verify the
entire chain of trust of all the measurements without understanding the underlying propri-
etary software.

Another angle we consider is that PETs should run on somehow constrained devices, with
less computational and energy availability than traditional IT devices. This leads to the fol-
lowing research question:

SRQ3: Which design strategies allow reducing the computational overhead while guaranteeing
input privacy in IoT devices?

To address this question, we investigate various protocol design strategies, e.g., using pre-
deployed data to reduce computational overhead while still guaranteeing input privacy.

Finally, we should also consider the networking characteristics of the IoT, e.g., the availability
of scarce or even absent Internet connectivity. Thus, it is hard to involve TTPs or any cloud-
assisted system in the protocols. This leads to the following research question:

SRQ4: How can we realize privacy-aware operations on IoT devices without relying on trusted
third parties?

To address this research question, we redesign and engineer several PETs to preserve the
privacy of input data without relying on a TTP. However, by doing so, we confront other
consequences, e.g., no computational outsourcing capabilities, local computational and com-
munication overhead, and increased energy consumption. Mitigating the impact of such
aspects is not trivial, and will be addressed in this thesis through specific application-based
design choices.




8 1.3. Thesis Outline and Contributions

1.3. Thesis Outline and Contributions

This thesis provides answers to the main research question and sub-questions through three
main parts:

1. Part I designs and formalizes privacy-preserving protocols to identify matches in pri-
vate input. This part answers SRQ1 and SRQ4.

2. Part II designs and evaluates a solution for remotely attesting IoT devices while dis-
closing only necessary information. This part answers SRQ2.

3. PartIII investigates 2-Party Computation in the context of emerging IoT technologies
and addresses the research questions: SRQ3 and SRQ4.

In chapter 2, we propose PRM (an acronym for Private RST Matching), a novel protocol en-
abling private interference discovery among IEEE 802.15.4 networks to answer the research
questions SRQ1 and SRQ4. PRM aims to allow two nodes, e.g., the gateways of two IoT
networks, to identify which radio cells are used by both at the same time, without sharing to
the other party the whole Radio Scheduling Table (RST). Identifying such cells and resolving
the conflict beforehand helps reduce interference, while improving reliability and preserving
the secrecy of the radio resources assignment. The underlying PET of PRM is PSI, and we
design an auxiliary algorithm called the Iterative Set Division strategy to reduce significantly
the computational overhead on constrained devices. We also evaluate the performance as-
sessment of PRM on heterogeneous IoT devices.

In Chapter 3, we contribute to answer the research questions SRQ1 and SRQ4 by proposing
ePPTM, an enhanced interactive protocol for private spatiotemporal trajectory matching
among Autonomous Vehicles, i.e., detection of collisions without revealing to the remote
party anything else than the colliding points and timestamps. To this aim, ePPTM inte-
grates two main building blocks, i.e., the Incremental Capsule Matching algorithm, analyzing
co-location between trajectories at an increasing level of granularity, and privacy-preserving
proximity testing, allowing comparison among private sets without revealing anything more
than colliding elements. We also implemented a proof-of-concept and deployed ePPTM on
two testbeds characterized by heterogeneous processing capabilities and tested its accuracy
and runtime overhead using actual vehicles’ trajectories from the city of Porto, Portugal,
available at [156]. Our results demonstrate the perfect accuracy of ePPTM (100% collision
detection) and the capability of running on relevant devices with reasonable overhead.

In Chapter 4, to answer SRQ2, we design a scheme called Remote Attestation with Con-
strained Disclosure (RACD), enabling traditional binary remote attestation to mask and
selectively disclose event log entries. We achieve this by extending the Linux Integrity Mea-
surement Architecture (IMA) concept and adding a non-interactive zero-knowledge (NIZK)
proof based on Schnorr signatures. Our RACD approach complies with the third principle
of remote attestation—constrained disclosure, which states that a target should be able to
enforce policies governing which measurements are sent to each verifier. We also imple-
ment a proof-of-concept of RACD and demonstrate the feasibility of running our solution
on relevant devices with reasonable overhead through performance measurements.
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Chapter 5 addresses the research questions SRQ3 and SRQ4 by investigating the feasibil-
ity of privacy-preserving multi-party access control schemes for Third-Party UAV Services.
Our scheme builds on top of an existing approach based on the SFE paradigm [195], fur-
ther adapting its architecture to meet the constraints and requirements of the Drone-as-a-
Service (DaaS) scenario. Through the proposed scheme, drones can evaluate complex multi-
party policies without relying on a persistent Internet connection and without inferring user
policies specified by data owners. We deployed a proof-of-concept of the proposed scheme
and performed an extensive experimental assessment to evaluate the performance of our ap-
proach w.r.t. several key metrics for constrained devices. The results show that our scheme
can support privacy-preserving multi-party policy evaluation on a processing-constrained
device in realistic configurations while requiring a very limited energy toll.

Chapter 6 tackles the research questions SRQ3 and SRQ4 by introducing Obscura, a novel
protocol for privacy-preserving face verification on constrained drones. In a nutshell, Ob-
scura allows a drone, potentially deployed in areas with no Internet connectivity, to verify the
identity of a person without storing locally any PII, i.e., the facial features provided by such
person to the SP. We design Obscura by smartly combining the MPC paradigm with the
latest additive secret sharing techniques. Moreover, we provide an extensive performance
evaluation of Obscura on a proof-of-concept deployed over two relevant testbeds. The re-
sults promise significant savings in terms of execution time and energy consumption.

In Chapter 7, we draw attention to the limitations of our solutions and provide prospects
for addressing them while opening new avenues for future research. In particular, we fo-
cus on the details of our privacy-preserving protocols underlying the privacy-enhancement
technique. Moreover, we explore possible ways to update our schemes to be quantum-safe.
Finally, we propose investigating the direction of integrating multiple privacy-enhancing
techniques while ensuring they are computationally efficient and addressing privacy con-
cerns.

Finally, Chapter 8 provides answers to the research questions and concludes this work.

1.4. Publications

Our research has led to valuable findings that have been presented in both conference and
journal publications, thus contributing to address the identified research gap:

1. Dominik Roy George, Savio Sciancalepore: “Obscura: Privacy-Preserving Face Verifi-
cation on Constrained Drones”, Submitted and Under Review.

2. Dominik Roy George, Savio Sciancalepore: ’ePPTM-Enhanced Privacy-Preserving
Trajectory Matching on Autonomous Vehicles” IEEE Internet of Things Journal (IoT-
]), 2025.

3. Michael Eckel, Dominik Roy George, Bjorn Grohmann, Christoph Krauf: "Remote
Attestation with Constrained Disclosure”. Annual Computer Security Applications
Conference (ACSAC), 2023, pp. 718-731, Austin, TX, USA.
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1 4. Dominik Roy George, Savio Sciancalepore, Nicola Zannone: “Privacy-Preserving Multi-
Party Access Control for Third-Party UAV Services”. ACM Symposium on Access Con-
trol Models and Technologies (SACMAT), 2023, pp. 19-30, Trento, Italy.

5. Savio Sciancalepore, Dominik Roy George: “Privacy-Preserving Trajectory Matching
on Autonomous Unmanned Aerial Vehicles”. Annual Computer Security Applications
Conference (ACSAC), 2022, pp. 1-12, Austin, TX, USA.

6. Dominik Roy George, Savio Sciancalepore: "PRM - Private Interference Discovery
for IEEE 802.15.4 Networks”. 1 IEEE Conference on Communications and Network
Security (CNS), 2022, pp. 136-144, Austin, TX, USA.
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I n multi-tenant IoT deployments, networks managed by different administrators may share
the same spectrum, possibly experiencing packet loss and degradation of the Quality of
Service (QoS). As highlighted in Chapter 1.1.3, identifying interferences within the same
spectrum raises confidentiality concerns, due to the sensitivity of information connected to
the channels assigned to various devices. In this chapter, we address this issue by present-
ing PRM (Private RST Matching), the first scheme to identify potential interferences among
multi-tenant wireless networks in advance, without exposing the entire scheduling informa-
tion of each network to untrusted parties. This contributes to achieving input privacy and
addresses SRQ1 and SRQ4.

2.1. Introduction

IEEE 802.15.4 is emerging as the leading communication technology for constrained devices,
thanks to the capability of minimizing energy consumption [148]. In a IEEE 802.15.4 net-
work, the time is divided into time-slots, and the nodes communicate deterministically on
a given frequency and time slot according to a RST, established through radio scheduling
algorithms [107].

However, scheduling algorithms usually apply within IEEE 802.15.4 networks managed by
the same network administrator. Due to the mobile and pervasive nature of modern IoT, of-
ten, networks managed by different administrators work on the same spectrum, at the same

15
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time. For example, IEEE 802.15.4 networks installed within cars or on-board of drones may
need to work in area where another IEEE 802.15.4 network is already deployed. Similarly,
two static IoT networks may need to be deployed in proximity, while being managed by
different administrators. In such cases, the application of traditional radio scheduling algo-
rithms would require the sharing of the local Radio Scheduling Table (RST) to arrange an
optimized communication schedule and prevent interferences, packet losses, and Quality
of Service (QoS) degradation. However, sharing the RST might generate significant threats.
Indeed, through the RST, a malicious adversary might gain knowledge of the number of
devices, the used frequencies, their deployment, and the communication patterns, to name
a few. Using such information, the adversary can capture the devices, or launch more ad-
vanced attacks, jeopardizing the service provided by the IoT network. Thus, RSTs should
remain private, and an interference-free schedule has to be arranged without knowing the
details of the scheduling of the remote IoT network.

To the best of our knowledge, no contributions in the scientific literature investigated secu-
rity and privacy issues in radio scheduling algorithms for IEEE 802.15.4 networks. Indeed,
all the solutions currently available focus on the optimization of dedicated metrics, such
as the communication overhead [134], the energy consumption [124], and the through-
put [129], neglecting security and privacy considerations. At the same time, deploying a
solution for private interference discovery in IoT networks is challenging. Indeed, solutions
for this problem should cope with the intrinsic limitations of IoT devices, in terms of pro-
cessing capabilities, communication overhead, and most importantly, energy consumption.
At the same time, they should discover only shared channels, while maintaining the privacy
of the whole RST.

Contribution. In this chapter, we propose PRM (an acronym for Private RST Matching), a
novel protocol enabling private interference discovery among IEEE 802.15.4 networks. PRM
aims to allow two nodes, e.g., the gateways of two IoT networks, to identify which radio
cells are used by both at the same time, without sharing to the other party the whole RST.
Identifying such cells and resolving the conflict beforehand helps reduce interference, while
improving reliability and preserving the secrecy of the radio resources assignment. To cope
with the limitations of IoT devices, we design two modes of operation of the protocol, one
based on the plain execution of PSI protocols and another one based on an innovative iter-
ative set division strategy that significantly reduces the computational overhead of PSI on
constrained devices. Besides providing a formal security analysis of PRM, we also carry out
an experimental performance assessment on heterogeneous IoT devices, i.e., the Raspberry
Pi and the ESPCopter. Our results show that PRM can always discover shared radio cells,
reporting an execution time dependent on the mutual allocation of the occupied cells in
the RST. Overall, while more powerful gateways (e.g., the Raspberry Pi) can handle a larger
amount of occupied cells in less than 1 sec, more constrained devices (e.g., the ESPCopter)
can take more time while still taking advantage of the iterative set division approach. To the
best of our knowledge, PRM is the first solution in the literature to address and solve the
problem of private interference discovery among IoT networks.

Roadmap. This chapter is organized as follows. Sec. 2.2 presents our scenario and adversary,
Sec. 2.3 describes PRM, Sec. 2.4 provides the security analysis, Sec. 2.5 shows the perfor-
mance of PRM, Sec. 2.6 wraps-up the discussion, and finally, Sec. 2.7 concludes the chapter
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and outlines future work.

2.2. Scenario and Adversary Model

In this section, we describe the scenario ( Sec. 2.2.1) and report the details of the adversary
model (Sec. 2.2.2).

2.2.1. Scenario

In this work, we assume two independent wireless networks, namely A and B, which are
using the IEEE 802.15.4 communication technology to exchange wireless messages between
member nodes. As such, they use one or more of the 16 available channels in the bandwidth
[2.4 — 2.5] GHz, and one or more of the available N time-slots. IEEE 802.15.4 provides
low-data-rate wireless communication between constrained devices [148]. To communicate,
two nodes need to be synchronized, i.e., to have their radios on at the same frequency, at the
same time. In IEEE 802.15.4, time is divided into time-slots, lasting 7" = 10 msec by default.
Within a time-slot, based on its status, a node can transmit (receive) a data packet and receive
(transmit) the corresponding acknowledgement, if required. We denote the combination of a
specific time-slot and frequency as a cell, as in [148]. Overall, N time-slots and F" frequencies
are available, where I’ = 16 and, usually, V = 101, according to [3].

Each IEEE 802.15.4 network has a Coordinator, i.e., a specific node responsible for maintain-
ing and regulating network connectivity among the devices. The coordinator is often also
the Gateway of the IoT network, responsible for communicating with other IoT networks
managed by a different network administrator, as well as the Internet. As such, the Coordi-
nator is usually equipped with larger processing, storage, and energy capabilities than the
constrained IoT devices, thus supporting the execution of symmetric and asymmetric cryp-
tography techniques. Without loss of generality, we assume the coordinator of each network
is in possession of the information regarding the cells used in the network, where at least
one packet can be transmitted by any node. The table containing the information described
above is the RST, and it can change periodically based on new cells assignment. It is worth
noting that the specific radio scheduling algorithm used by the network is not relevant to
our work, and it can be either centralized or distributed [107]. We only assume that the in-
formation about the possible usage of a cell is available to the coordinator. Also, we do not
care if a specific cell is not always used (e.g., because of lack of traffic). If the IoT network
plans to use a specific cell, then we consider it as occupied by a communication.

We assume B is a static network, installed in a dedicated location. For instance, B can be
the monitoring network of a building, where IoT devices equipped with vibration sensors
constantly monitor the stability of the overall construction. At the same time, A can be either
a static or a mobile network. For instance, A could be a network installed on a transportation
means, such as a car, or be another static network to be deployed in the same area of A.

Using the same bandwidth, when in the same reception radius, A and B are very likely to
interfere with each other, causing packet losses and throughput reduction, with a consequent
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degradation of the QoS offered to the end-users. A naive solution to this problem would be
that the Coordinators of the two networks exchange the respective RST, to identify colliding
time-slots and avoid interferences. However, disclosing the specific cells to be used by the
IoT devices to communicate would represent a severe threat for the specific network. Indeed,
as detailed in Sec. 2.2.2, the leakage of such information could enable easy disruption by a
motivated adversary, e.g., enabling effort-less eavesdropping, traffic analysis, and jamming,
to name a few. Therefore, we assume that each network would like to avoid interference
with the neighboring one, while not revealing sensitive details about its operations, such as
the channel allocation (i.e., the RST) and its logical topology. Our solution, namely PRM, is
specifically intended to address and solve this problem (see Sec. 2.3).

2.2.2. Adversary Model

We assume an adversary, namely, ¢, interested in becoming aware of the RST of a given
party. The information contained in the RST can be used for multiple malicious purposes.
For instance, by knowing the cells used by any two nodes to communicate, € can stealthily
listen to the communication as a passive eavesdropper, and acquire sensitive information.
Assuming the communication link is encrypted, such information can still be used by € to
perform traffic analysis, or to jam the communication link, preventing any communication
to occur and potentially causing more severe harm to the system monitored by the IoT net-
work. With reference to our scenario, we assume ¢ is in line with the well-known Honest-but-
Curious (HbC) model. As such, the adversary behaves honestly, by following all the steps of
our protocol. At the same time, by using the received information, it tries to gain as much
knowledge as possible regarding the cell assignment schedule of the victim. Additionally,
we assume ¢ is a global eavesdropper, passively listening to the messages exchanged by both
parties.

Furthermore, € is a location-bounded adversary, located in the same area of the target net-
work. We presume that e can also feature active capabilities, e.g., inject packets at will, either
by replaying existing packets or by inserting ad-hoc messages, to obtain the desired informa-
tion.

Our protocol, namely PRM, is intended specifically to allow two networks to discover inter-
fering cells in the RST, while preventing the previously-described adversary to gain informa-
tion about their cell assignment schedule. More details follow in Sec. 2.3.

2.3. PRM Protocol

We introduce in this section PRM. We describe the basic cryptographic primitive (Sec. 2.3.1)
and introduce the iterative set division strategy (Sec. 2.3.2). Furthermore, we provide a de-
tailed description of the overall PRM scheme (Sec. 2.3.3).

For the readers’ convenience, we report in Tab. 2.1 the overview of our main notation.
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Table 2.1: Notation Summary.

Notation Description

€ Adversary.

A, B Network Identifiers.

R4, Rp Radio Scheduling Tables of the networks A and B.
a;,b; j-th elements/cells of the list of A and B.
Ta, Individual nonce for each element.

¢; ‘ Computed element of a;.

Cy List of computed elements.

Pa|B 94 | Safe primes for each party.

na|B Size of the modular field for each party.
H() Generic hash function.

Cpy List of computed elements (H (z;)) on B.
Y List of elements send to server to compare.
M Row count of RST.

N Column count of RST.

Ry ;x> Rp ;x| Split part k of RST at round :.

oc; Occupied cells at the round ¢ of PRM.
[ Energy of sending packets.
€ Energy of receiving packets.
Pik Defines the current state of consumed energy.
TA|B Energy threshold.
: Privacy overhead at the round 7.
v Privacy threshold.

2.3.1. Private Set Intersection

PSI protocols allow a set of parties to evaluate the intersection of the sets of elements in their
possession, by revealing to the other parties only the shared elements [169, 61]. Such proto-
cols have received increasing attention in the last years, since the elements not possessed by
both parties are not exposed to the remote party, allowing for enhanced privacy [62, 47].

Many PSI protocols are available in the literature. They differ on several factors, such as
in computational overhead, bandwidth, energy consumption, and number of involved par-
ties, to name a few. In this work, we build on the private equality testing approach pro-
posed by Kotzanikolaou et al. [161] because first, both parties become aware of the shared
input. Hence, both parties can take action to solve the situation. Note that, if only one
party has insights regarding the intersecting input, it would be the only one to have such
knowledge, enabling several possible threats to emerge (see Sec. 2.2). Second , compared to
other schemes in the literature, such a scheme is the most lightweight and efficient. In the
IoT context, where processing constraints and energy consumption play a major role, such
considerations are crucial. The approach by Kotzanikolaou et al. relies on the well-known
prime numbers Factorization Problem (FP) at the basis of the RSA algorithm, and it uses
the corresponding security guarantees to build a PSI scheme for discrete, finite, low entropy
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A B

A+ {ay,...,a, 1}
B+ {by, .- yb,,_1}
TA]' $— Z”B

a;
J
i T4 mod np

Cy +{cgyescj} Ca
T4 c]e-bj mod ng
Cp, H(x])
Cp <+ {cpys - ,ch}
Cp
Cp, < H(rAj mod ng)
Y, H(rAj|aj mod ng)
Y {ygs - 7yj}
Y

?
y; = H(z;|b; mod ng)

Figure 2.1: FP-PSI protocol.

data. In the following, we describe the adaption of the protocol by [161] to our problem, i.e.,
considering the comparison of multiple elements in the RST's of the Coordinators of the IoT
networks.

During the setup phase, A and B select two large prime numbers at random, namely, (p 4, ¢4 )

and (pg, qp), and use them to compute the valuesny = p, - g4 and ng = pg - qg. Also,

for each element in the set, they compute a key pair (e, d), where d is the identifier of the
1

element in the set and ¢ = 5 mod ¢(n). Figure 2.1 illustrates the steps required by the

protocol, while we provide the details below.

1) Denote with a; and b; the generic elements of the set possessed by A and B, respec-
tively. A first extracts a vector of J random nonces, namely,
r, = [TAJ, TA s sTA s rA7NA] , where N, is the number of elements in the set
of A. Then, A generates a vector of encrypted elements C,, where each element c; is
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2)

3)

4)

computed according to Eq. 2.1.

;= ri{j mod ng, (2.1)

A delivers the vector C, to B.

At message reception, B takes each element in the vector C'4 and, for each element in

its own set, namely, b;, it computes an encrypted response z ;, as in Eq. 2.2.

€y

T;=c;" mod np. (2.2)

Then, B computes the digest of each encrypted response x ;, namely c; ;, through the
hash function H, as in Eq. 2.3.

cp,j = H(xj) (2.3)

Then, B delivers to A the vector Cy = [0311, s CB gy eees CB,K] (with K = M *
N). ’

At message reception, A performs the equality check on each element, by applying
Eq.24.

2

CBj = H(TAj mod TLB) (24)

For all the elements satisfying Eq. 2.4, A computes an encrypted proof, namely y;, as
per Eq. 2.5.
Yy, = H(rAj|aj mod ng). (2.5)

A delivers back to B the vector of encrypted proofs, namely, Y, = yy,..., Y, .+, Yg
(where S is the number of elements satisfying Eq. 2.5).

At message reception, B compares the received proofs with its elements, according to
Eq. 2.6.

Y; < H(x;b; mod ng), (2.6)

thus confirming the intersecting elements in its list.

In summary, at the end of the protocol, both parties know the elements (in our case, the cells)
possessed by both of them, requiring a change to prevent interference issues.

However, we notice that the straightforward application of the scheme in [161] to our prob-
lem could result in a computationally-intensive protocol, because it requires one exponentia-
tion per cell as described in Egs. 2.1 and 2.2. Overall, the scheme presented above requires as
private input the number of occupied cells (namely, oc), and such number depends on many
factors (no. of nodes, type of traffic, etc.). Considering that IoT nodes are usually energy-
constrained, such a scheme is hardly applicable efficiently. In the following, we couple the
scheme described above with a new algorithm based on multiple iterative set divisions, thus
significantly reducing its overhead.
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2.3.2. Iterative Set Division Strategy

The rationale behind the iterative set division approach lies in the consideration that, usually,
network administrators schedule radio operations in consecutive time-slots and channels,
located close each other in the RST. Thus, the core idea of this approach is to identify before-
hand collision-prone portions of the RST and to focus the comparison on these portions of
the RST, if necessary, instead of comparing each cell singularly. To ease the description of
the afore-mentioned approach, we refer to the example in Figure 2.2.

Denote with R 4, and Ry the RSTs of A and B, respectively. First, each of them divides its
RST in two halves. We denote the two halves of the RST possessed by the entity A at the
iteration i = 1as Ry, R4, i€, Ry, (similarly for B). If the RST in possession
of A has at least one slot assigned to a communication link in the specific half of the RST,
then A is set to be in possession of the element R , ; (; otherwise, A does not possess the
element. Similar considerations apply for B. Then, A runs the PSI protocol described in
Sec. 2.3.1 to check if any half of its RST is possessed also by B. In the specific example of
Fig. 2.2, we can see that the first half of the RST of both parties is occupied by at least a single
communication link (marked as green). However, the second half of the RST is marked red,
since B does not have any occupied cells here. Thus, at the end of the scheme, A and B know
that only the left-most halves of their RST collide. Therefore, they trigger a new round i = 2,
splitting the colliding half in two new halves, namely R 5 g, R4 51 (resp. Rp 5, Rp2.1)-
In the example in Fig. 2.2, at the end of the round i = 2, A and B learn that both portions
(halves) of their RST's could have collisions (second round marked on both portions as green
on both parties). Thus, they continue the protocol with the round ¢ = 3, further splitting
each colliding portion of the RST in two new elements. At the end of this iterative scheme, A
and B narrow down the comparisons to only the portion of the RST where a collision really
exists, finding the colliding slot.

PAN Coordinator A PAN Coordinator B

Radio Scheduling Radio Scheduling
Table A Table B
0 [1] 0 [1]

Rounds i 0o 1

o
-

— ———PSI—
0 2 3

THEE
T

Figure 2.2: Illustration of the iterative set division approach.
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We notice that, in some conditions, the iterative set division approach can reduce the com-
putational overhead on involved parties. Indeed, when the two parties have occupied cells

in far-away portions of the RST, the approach immediately discovers the absence of colliding

. 10g3(N) o - .
cells, requiring a number oc + Ziigf( ) 9i exponentiations. Thus, depending on the loca-

tion of occupied cells, the iterative set division scheme has a computational advantage over
the PSI approach in Sec. 2.3.1. In particular, when the entities have occupied cells in far-away
portions, the iterative set division approach takes two exponentiations only for each party,
while the PSI requires a number of exponentiations equal to the number of all occupied cells
oc of both parties.

However, in general, the iterative set division approach is not always more advantageous
than the application of the PSI scheme described in Sec. 2.3.1. Indeed, the convenience
of the iterative approach depends on the mutual distribution of the occupied cells among
the communicating parties. Thus, if the parties have occupied cells in the same portion of
the RST, the iterative set division approach ends up increasing the amount of operations
necessary to discover collisions, worsening the computational overhead as compared to the
application of the PSI scheme. The integration of such considerations at each step of the
iterative set division algorithm leads to the full PRM scheme, described below.

2.3.3. The PRM scheme

Fig. 2.3 illustrates the whole PRM protocol, while we describe each step below.

1) PRM is triggered by the client, when it realizes to be in the wireless reception radius
of the server.

2) Both parties run the iterative set division approach described in Sec. 2.3.2. Thus, the
client and the server first split R 4 and R on the column dimension, into two halves,
namely, Ry 1 o, R4 11 and Rp; o, R ;. Then, A applies the step 1) described in
Sec. 2.3.1 considering as possessed elements the cell identifiers R A.i,) Where occupied
cells exist. Thus, first A delivers the challenge vector C, to B, and then, B applies
the step 2) described in Sec. 2.3.1, over the possessed elements and delivers back the
response Cg.

3) At message reception, A identifies the colliding elements, running Eq. 2.4, and it com-
putes the vector of encrypted proofs at the round i = 1, namely, Y, , (see step 3) in
Sec. 2.3.1). If no colliding elements are found, A delivers Y, ;, and stops the protocol,
concluding that no collisions are present.

4) Conversely, if at least one colliding element is found, A checks if it is convenient to
continue further with the iterative set division approach, considering both energy and
privacy requirements. We define v as the privacy threshold of the protocol, i.e., the
maximum privacy leakage the entity A would like to provide through the protocol.
Similarly, we define 7 [J] as the energy threshold of the protocol, i.e., the maximum
amount of energy that A would like to spend for the protocol. First, A computes the
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5)

6)

7)

2.3. PRM Protocol

privacy overhead at the current round 4, namely delta,, through Eq. 2.7.

i 2M7*2L\i 9 (2.7)

where M is the number of rows of the RST, IV the number of columns of the RST
and 2¢ the number of elements in the current round. Note that delta, considers the

probability of guessing the occupied cells in possession of A from B. A checks if §; <
v.

If such condition is not satisfied, A switches from the iterative set division approach
to the full FP-PSI scheme (see Sec. 2.3.1), considering as occupied cells only the ones
in the portion of the RST colliding with B. If, instead, the above-stated condition is
verified, A computes the energy overhead at the current round 4, namely p;, asin Eq. 2.8

4

pi= Y (2 ey +en)+ (o, +2xe, +ey), (2.8)

J=1

where e, and e, are the energy to transmit and receive a packet (in J), respectively,
while oc; is the number of elements possessed by A at the round 7. Note that p; con-
siders the overall energy spent by A at this time, as well as the worst-case amount of
energy spent by A if all the elements in the next round of the iterative set division ap-
proach collide with the elements in possession of B. As before, A checks if p; ,, < 7.
If such condition is not satisfied, A switches from the iterative set division approach
to the full FP-PSI scheme (see Sec. 2.3.1), considering as occupied cells only the ones
in the portion of the RST colliding with B.

Instead, if this condition is verified, A goes ahead with PRM by applying further the
iterative scheme.

A applies the same procedure of step 2) for the new iteration of the iterative set divi-
sion approach. Then, A delivers to B the vector Y, ; from the previous round 7 = 1
and the vector of encrypted challenges of the round i = 2, namely, C' ,.

At message reception, B first verifies the matching of the elements at the round i = 1,
through the application of Eq. 2.6 (step 4) in Sec. 2.3.1) on the input vector Y, ;. Then,
considering the elements colliding with A, B further divides the colliding elements in
two halves, and applies the same procedure described at step 3).

The procedure described at step 3) is repeated, until either there are no matches be-
tween the elements possessed by A and B or they cannot divide further the elements
in two (either because the FP-PSI protocol in Sec. 2.3.1 was run or the iterative set di-
vision approach ended up in portions made up of single columns with occupied cells
of the RST). After identifying all the colliding cells, the client and server select new
channels and time-slots for the colliding cells, choosing into the non-colliding por-
tions. If necessary, they can launch a new instance of PRM to check if these new cells
still collide.
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Figure 2.3: The design of the PRM.
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2.4. Security Analysis

We provide here the security analysis of PRM, using both ProVerif (Sec. 2.4.1) and proba-
bility theory (Sec. 2.4.2).

2.4.1. Formal Security Analysis via ProVerif

The most relevant security feature of PRM is to guarantee the privacy of the whole RSTs
of the participating parties, while allowing to discover interfering cells. Such a property
is provided through the integration of the protocol by Kotzanikolaou et al. [161]. In the
following, in line with many works in the recent literature [33, 136, 189, 212], we use the
automated tool ProVerif to formally verify the security of the single run of our scheme, as
well as to confirm that our construction using such a protocol does not break its security.

The output of ProVerif in Lst. 2.1 shows that the private occupied cells a and b are not ex-
posed to the attacker. In addition, the attacker is not able to guess/brute-force the occupied
cells a and b of the RST of the participating parties. Thus, ProVerif confirms that the single
run of PRM protects the confidentiality of the occupied cells of the entities participating in
the protocol, while ensuring the identification of interfering cells. In appendix A, we pro-
vide details about ProVerif and the definitions necessary to understand the output shown
in Lst. 2.1. Interested readers can use the source code we released at [72] to reproduce our
results and further extend them in customized use cases.

Listing 2.1: Excerpt of the output of the ProVerif tool.

Verification summary:
Weak secret a is true.
Weak secret b is true.
Query not attacker(a[]) is true.
Query not attacker(b[]) is true.
Query not attacker (rA[]) is true.

2.4.2. Additional Security and Privacy Considerations

In the previous section, we formally showed the security of the single run of PRM. However,
our protocol includes multiple rounds and, at each round, the two communicating entities
use as private input element identifiers representative of a reduced number of RST cells.

At each round, PRM leaks some information to the remote party, i.e.: (i) the number of ele-
ment identifiers possessed by this party, namely &, and (ii) the number of colliding element
identifiers. In the following, using sound probability theory, we formally define the guess-
ing probability of the adversary at the round i of PRM, namely p, (7). We first discuss in
Prop. 2.4.1 the case where the iterative approach stops at the round ¢ because no colliding
element identifiers are found.



2. Private Interference Discovery for IEEE 802.15.4 Networks 27

Proposition 2.4.1. Assume that at the round i of PRM A and B do not find any colliding ele-
ment identifiers in their private set. Then, the probability for an honest-but-curious adversary

to guess the k cells possessed by the remote party is p.(i) = L being &; the

F'Q(MAxfi)-(Uifﬁi
number of challenges sent by the adversary, U; the number of element identifiers at the round

1, F' the number of rows in the RST and M AX = [x]logy(N).

Proof. Assume that at the round i of PRM A and B do not find any colliding element iden-
tifiers in their private set. At this round ¢, we can define the probability for an honest-
but-curious adversary to guess the correct element identifiers possessed the remote party
(namely, p5(7)) as in Eq. 2.9.

Pel) = ¢ (2.9)

where ¢, is the number of challenges sent by A to B at the round i, x; is the number of
responses sent back by B to A at the round 4, and U, is the overall number of available
element identifiers at the round i. Note that, per construction, Pg(i) € [0, 1]. Recall that at
the round 7 we consider element identifiers representative of a number 2 4X~% of columns
in the RST. Therefore, Eq. 2.9 can be casted into Eq. 2.10 to obtain the probability of guessing
a single column.

R

Peot) = 5rrax— . T —¢) (2.10)

As each column contains F cells, we can resort to Eq. 2.11 to obtain the probability p,(7) of
guessing the possessed cell.

~

R
~ F - 2(rAX=). U; = &)’

pe(i) (2.11)
where F' is the number of rows of the RST (i.e., the number of available frequencies), while

k represents the number of cells occupied in the RST of the remote party. Note that, as each
round of the PRM divides colliding element identifiers in halves, M AX = [x]log,(N). O

However, PRM could end also because of energy or privacy constraints. In these cases, the
following Prop. 2.4.2 apply.

Proposition 2.4.2. Assume that at the round i of PRM A and B find «; colliding element

identifiers in their private set, but PRM ends. Then, the probability for an honest-but-curious

adversary to guess one of the k cells possessed by the remote party is p, (i) = Z;:1 %,

with MAX = [«]logy(N) and 327" k; =k

Proof. Assume that at the round 7 of PRM A and B find k; colliding element identifiers in
their private set, but PRM ends because of a privacy or energy constraint. Recall that the
element identifier at the round i of PRM is representative of a group of 24X~ columns.

Also, consider that each of the x, colliding identifiers is representative of a number %j of
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occupied columns, and that, per definition, Z;Zl %j = k. Thus, the probability p,,; (i) of

guessing an occupied column of the remote party at the round ¢ of PRM is defined by Eq. 2.12.

~

Ky %

Pear(i) = Z WJX_“- (2.12)
=1

As any of the F' rows of a column can be occupied, we can derive the probability of guessing
an occupied cell as in Eq. 2.13.

~

Ky L.
S\ J
pe(i) = Z . o(MAX—i)" (2.13)

J=1

O

2.5. Performance Assessment

In this section, we provide the performance assessment of PRM, through combined experi-
mentation and simulations. Sec. 2.5.1 describes the setup of our experiments, while Sec. 2.5.2
provides the results.

2.5.1. Experiments Setting

To evaluate the feasibility and impact of PRM on real IoT devices, we evaluated the over-
head of our scheme through combined simulations and experimentation on real hardware
devices. As for the hardware, we selected the Raspberry Pi 3 Model B+ and the ESPCopter.
The Raspberry Pi Model B+ is equipped with a Cortex-A53 processor running at 1.4 GHz,
1GB of RAM, and 16GB of storage, and it is often used as a tiny gateway for static IoT de-
ployments [173, 131]. The ESPCopter is a wirelessly networkable small-size programmable
mini-drone, powered by the microcontroller ESP8266, equipped with 1 MB of Flash mem-
ory and 96KB of RAM [82]. In our setup, it models a resource-constrained IoT device. On
the Raspberry Pi, we adapted the code available at [161]. The ESPcopter does not provide
Python support. Therefore, we implemented our solution from scratch, leveraging the sup-
port provided by the widespread mbedTLS library. As for the simulations, we used Matlab
R2021a on a Lenovo Thinkpad P1, equipped with two Intel Core i7-8750H processors run-
ning at 2.20 GHz, 32GB of RAM, and 1 TB of SDD Storage. For each experiment presented
in the next section, we ran 100 simulations, and we reported the average results of our mea-
surements.

Opverall, we implemented the operations required by PRM on the afore-mentioned hardware
platforms, and we took note of the required time. Then, through simulations, we extracted
the average number of protocol instances required in different settings, and we leveraged the
previously-noted execution times to derive the overhead of the full scheme. Finally, note
that our simulations address the worst case of our scheme, where PRM is executed until it
reaches the maximum round of the iterative set division approach.
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Figure 2.4: Execution time of party A of the PSI-based approach and the iterative scheme, when A has a
RSTs filled in the right-upper part with the 95% confidence interval.

2.5.2. Results

In this section, we provide some results and insights into the use of our proposed scheme,
looking at its performances with different filling profiles of the RSTs on the involved devices,
as well as different hardware platforms. We first investigated the scenario where the RST of
the network A contains a given fraction of occupied cells, all grouped in the upper-right part,
while the RST of the network B has this same profile, but with a reduced number of occupied
cells. Note that the afore-cited configurations are a typical choice for network administra-
tor, especially when cells are assigned starting from the first available frequencies and slots.
Fig. 2.4 reports the execution time in such a scenario of both the PSI-based approach and
the iterative set division scheme on the Raspberry Pi device, while increasing the number of
occupied cells, i.e., cells assigned for radio communications. We report the average results
of our experiments.

Overall, we notice that the execution time of both schemes increases with the increase of the
filling ratio (% of occupied cells) of the right upper part of the RST on both parties, with
different behaviors. When the occupied cells exceed 1%, the iterative set division approach
is faster, as the peers (specifically, the client) take advantage of the distribution of the cells in
the RST to perform a reduced number of exponentiations. Using such an approach, shared
occupied cells could be localized quicker, leading to reduced execution times.

Figure 2.5 provides the results in the same setup of Fig. 2.4, but using the ESPCopter and
focusing on the party A. We notice a similar behavior to Fig. 2.4, but the ESPcopter takes
more time to complete the protocol.

When only the 12.5% of the RST is populated, the ESPcopter needs more than one minute
to complete PRM (99.6 sec.), which is not acceptable neither feasible. This is the reason
why we introduced the energy threshold in our protocol. On the one hand, mobile networks
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Figure 2.6: Execution time of the two proposed schemes, with an increasing value of the filling ratio of the
RST, where occupied cells are extracted uniformly at random.

typically operate with few occupied cells, either for energy saving reasons or with a minimal
cell configuration of one active cell [228, 229]. In these cases, PRM can complete even on
a very constrained platform in less than 1 sec. On the other hand, when the RST is more
populated, more powerful IoT devices are desirable.

The previous results investigated the scenario where occupied cells are localized in a specific
part of the RST. Assuming a scenario where the occupied cells are extracted uniformly at ran-
dom in the whole RSTs, Figure 2.6 shows the execution time of the two proposed schemes,
with an increasing value of the filling ratio. When the occupied cells in the RST are dis-
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tributed uniformly at random, the plain-PSI approach is the quickest. Indeed, as occupied
cells are distributed at random in the RST, grouping operations performed by the iterative
approach do not lead to the progressive elimination of multiple unused portions of the RST.
Therefore, as the rounds of the iterative approach are executed, multiple additional expo-
nentiation operations are performed, leading to higher execution times. Conversely, the
plain-PSI approach takes an execution time that is proportional to the amount of occupied
cells (not to their distribution), being more efficient in this specific case. We will discuss
these results in the next section.

2.6. Discussion

In this section, we wrap-up on our results and provide some additional considerations on
PRM.

Schemes Selection. As shown by the results in Sec. 2.5.2, the iterative set division approach
is the most efficient solution when one of the parties in the protocol has occupied cells local-
ized in a given portion of the RST. Conversely, if the distribution of the cells in the RST is
random (see Fig. 2.6), the plain-PSI scheme is the best choice. Note that the party initiating
the protocol (A) always knows its own cells’ distribution. Thus, it can choose the strategy
minimizing the overhead.

Set division Strategy. When applying the iterative set division approach, PRM divides the
RST progressively into equal-sized portions. In line of principle, multiple different shapes
can be chosen when dividing, e.g., rows, squares, or columns. However, the selection of a
shape directly affects the privacy leakage of PRM. In our specific case, recall that the num-
ber of rows of the RST is F' = 16, and thus, dividing progressively on rows would cause a
significant guessing probability to the remote party. Instead, as the number of columns in
the RST is higher (N = 101 in our case), dividing over columns only provides enhanced
privacy guarantees, always allowing to fulfill privacy constraints (see part below).

Thresholds. As discussed in Sec. 2.3.3, PRM features two thresholds, namely, the privacy
threshold v and the energy threshold 7. We define v to be in range of [0, 1]. When v is 0,
PRM executes the plain-PSI over the entire set of occupied cells. When v is 0.1, then PRM
allows the iterative set division to reach the last possible round, since the highest privacy
leakage of such approach is 515, i.€., the guessing probability of a single cell in one column of
the RST. On the one hand, a peer can choose the desired value of v, having the control on the
privacy leakage. On the other hand, the selection of v impacts on the number of performed
exponentiations, and thus, its overhead. Therefore, the peer should always select the privacy
threshold trading off between privacy and energy.

2.7. Conclusion

In this chapter, we presented PRM, the first solution for privacy-preserving interference dis-
covery among IEEE 802.15.4 networks. PRM allows the Coordinators of two IEEE 802.15.4
networks to discover shared cells in the Radio Scheduling Tables, causing interference, while
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keeping the whole RST private. PRM integrates and smartly combines two dedicated algo-
rithms, namely, the plain-PSI and the iterative set division approach, performing PSI on
elements representing a distinctive amount of occupied cells in the RSTs. Besides designing
the overall protocol and proving its security, we also provided an experimental performance
assessment using real heterogeneous IoT devices, i.e., a Raspberry Pi and an ESPCopter. Our
results show that, through a smart choice in the allocation of occupied cells in the RST, the
iterative set division strategy can allow even constrained devices (such as the ESPCopter) to
perform privacy-preserving interference discovery in a few seconds. On more capable gate-
ways (e.g., the Raspberry Pi), when the percentage of occupied cells is below the 20%, PRM
always concludes in less than 1 sec., proving to be a feasible solution. Additionally, we dis-
cussed strategies: (i) on scheme selection for PRM which allows to reduce the computation
overhead beforehand if the cell occupation is known; (ii) on using variations of shapes to
divide the RST, which consequently may affect the privacy leakage, and (iii) on thresholds
regarding privacy and energy, depending on the threshold the involved entities can priori-
tize depending on the situation to sacrifice more energy for privacy or less energy for less
privacy.

Future work will consider the comparison among different strategies for the iterative set
division approach (columns, rows, squares) and a detailed investigation on the energy con-
sumption of PRM.
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he problem considered in the previous chapter involved a small amount of information
T (the RST) to be verified privately by two parties. However, private information could
be larger, e.g., in Autonomous Vehicles (AVs), it could involve spatiotemporal trajectory
data, usually exchanged to ensure collision-free paths. Also such information is private, and
exchanging it in plain-text could lead to severe privacy issues. Taking into account such con-
siderations, in this chapter, we address the private matching problem of detecting spatiotem-
poral collisions among AVs in advance to enhance safety and reduce risks, as highlighted in
Chapter 1.1.3. We propose ePPTM, a fully-accurate protocol for privacy-preserving trajec-
tory matching among AVs improving over our preliminary work in [191], and we demon-
strate its effectiveness with a proof-of-concept evaluation on real-world datasets. This con-
tributes to achieving input privacy and addresses SRQ1 and SRQ4.

33
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3.1. Introduction

AVs are gaining increasing momentum in the scientific community and Industry, thanks
to the enormous business opportunities they enable in several application domains [150].
Thanks to their flexible and mobile features, AVs are being increasingly deployed on land
(autonomous cars and robots) [181, 244], air (autonomous drones and aircraft) [216, 218]
and sea (autonomous ships and submarines) [114, 117] for key applications, e.g., surveil-
lance, goods delivery, and search-and-rescue, to name a few. According to relevant business
forecasting associations, the estimated autonomous vehicles market size will grow to 888.40
Billion USD by 2028, confirming this general trend [96].

With such an enormous increase in deployed units, risks of collisions of AVs among them and
with other (non-autonomous) vehicles and people are even more concrete [56, 233]. There-
fore, detecting in advance possible collisions and avoiding them is becoming increasingly
crucial to fully unlock the potential behind the deployment of such a new technology [248].
Specifically, discovering collisions among autonomous vehicles in advance could allow re-
instantiating vehicles’ routes and planning safe collision-free paths, increasing, in turn, the
efficiency of the business and the safety of involved vehicles and users [90, 232].

Traditional solutions to detect collisions among various AV in advance require the mutual
exchange of trajectory data, including space and time data [178]. Using such information,
one or several AVs could generate collision-free paths and minimize safety risks. However,
space and time trajectory data represent private information, whose disclosure to untrusted
parties could enable malicious entities to tailor attacks against such vehicles. For example,
when autonomous drones are deployed to bring a defibrillator for rescue operations in hard-
to-reach areas (e.g., see the application in [20]), an adversary aware of the trajectory of the
vehicle could choose the best location where to capture the drone, take it down (e.g., via jam-
ming), and steal the payload [42, 43]. Also, the knowledge of the departure location of the
flight could reveal the location of storage sites where resources are stored, while the availabil-
ity of destination information could reveal sensitive details about the users’ location [190].

A few scientific contributions in the last years investigated privacy-preserving collision de-
tection and spatiotemporal matching (see Sec. 3.7 for a detailed overview). However, the
solutions currently available hardly run on AVs, e.g., because of reliance on online TTPs,
applicability only for simple trajectories and lack of considerations about the travel time. A
preliminary solution to the problem of private spatiotemporal trajectory matching was pro-
posed in [191]. The protocol proposed therein, namely PPTM, is designed to allow two au-
tonomous drones to discover collisions at runtime without involving T'TPs at runtime. It re-
lies on a dedicated algorithm for trajectory comparison, comparing the trajectories in space
and time at an increasing level of granularity. Although the preliminary findings and results
of such a proposal are promising, PPTM assumed the availability of fine-grained trajectory
data (with interarrival time of a few milliseconds), which is hardly the case in real-world ap-
plications and deployments of AVs [138]. Thus, PPTM achieved perfect collision detection
only using fine-grained trajectories, and it was tested only via simulations on synthetic data.
However, as we demonstrate in this chapter, when trajectory data are sparse (i.e., they are
available once every tens of seconds, at least), some of the mathematical simplifications used
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by the protocol do not apply anymore. This weakness leads to missed collision detection and
significant risks to the integrity of the vehicles and the safety of the people involved.

Contribution. In this chapter, we propose ePPTM, an enhanced interactive protocol for
private spatiotemporal trajectory matching among Autonomous Vehicles, i.e., detection of
collisions without revealing to the remote party anything else than the colliding points and
timestamps. To this aim, ePPTM integrates two main building blocks, i.e., the Incremen-
tal Capsule Matching algorithm, analyzing co-location between trajectories at an increasing
level of granularity, and privacy-preserving proximity testing, allowing comparison among
private sets without revealing anything more than colliding elements. We also discuss two
modes of ePPTM, i.e., the Truncated Mode and Full Mode, with the former potentially trad-
ing off computational and energy overhead with a few false positives (non-collisions erro-
neously detected as collisions), while always ensuring no false negatives (i.e., no undetected
collisions). ePPTM improves over the current literature by allowing always-accurate colli-
sion detection, independently from the shape and the level of granularity of the trajectories of
the involved vehicles. Additionally, we revisit the security analysis of our protocol from our
previous work in [191], demonstrating formally the security of the single round of our up-
dated ePPTM protocol, and we formally quantify the probability that an honest-but-curious
attacker can guess private trajectory points based on the output and information released
by our protocol. Moreover, ePPTM can run on any AV, even the ones characterized by
strict computational and energy constraints. We implemented an actual proof-of-concept of
ePPTM, and released the corresponding code open source at [59]. We also deployed ePPTM
on two testbeds characterized by heterogeneous processing capabilities and tested its accu-
racy and runtime overhead using actual vehicles’ trajectories from the city of Porto, Portu-
gal, available at [156, 202]. We compare the accuracy of ePPTM against the earlier solution
in [191], showing its superior performance. Our results demonstrate the perfect accuracy
of ePPTM (100% collision detection). We discuss relevant aspects of ePPTM w.r.t.: (i) per-
formance differences between colliding and non-colliding trajectories; (ii) trade-off between
privacy and overhead; (iii) its capability to run efficiently across multiple instances involving
the same devices and various settings, and (iv) collision resolution.

Roadmap. The rest of this chapter is organized as follows: Sec. 3.2 presents the system and
the adversary model, Sec. 3.3 describes the overall design of ePPTM, Sec. 3.4 analyzes the se-
curity of ePPTM, Sec. 3.5 provides the results of a thorough experimentation of our solution
on actual testbeds and vehicles’ trajectories, Sec. 3.6 discusses relevant deployment aspects,
Sec. 3.7 reviews related work, and finally, Sec. 3.8 concludes the chapter.
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3.1. Introduction

Table 3.1: Notation used throughout this chapter.

Notation Description
€ Adversary.
M,N Number of entries in the path of AVs A and B.
Vim Speed of the AV j in the time-frame [¢,,,t,,,1].
i Trajectory of the j-th AV.
T Yst; Trajectory point by the AV j, where = and y is the location at timestamp ¢.
Wy i Vj Coefficients of the equation of the slope intercept form at round i of ePPTM.
- Distance of the m-th point in 7}, from the ref. line eq. §j; at round i of ePPTM.
dm;; Maximum value between all d,,L,@“.
0 Collision threshold.
o Maximum GPS inaccuracy.
Tii Radius of the capsule of AV j at round i of ePPTM.
by, Length of the capsule of AV j at round ¢ of ePPTM.
d;; Euclidean distance between first and last points in 7} at round i of ePPTM.
0, Angle of the capsule of AV j at round ¢ of ePPTM.
S Nonces extracted at the round ¢ of ePPTM.
0O, Origin points used at the round 7 of ePPTM.
X, ¥} x-y coordinates of roto-translated points of 7.
}Zj, ”j Position identifiers of Tj.
Shr“ Vector to shift points along  and y axis based on the radius 7 ;.
Pj A point of the capsule of the responder AV j.
Pj tip A point of the capsule’s tip of the responder AV j.
Pj base A point of the capsule’s base of the responder AV j.
« Angle of the rotation Matrix rot.
a; Angle steps of the semicircle of the responders’ capsule.
7 Circle steps of the semicircle of the responders’ capsule.
Pj.¢ Vector of all the points p; of the responder’s capsule AV j.
acc(xz,d) | acc(-,-) computes line points starting from point = based on the direction d.
f.g Functions mapping positions and times to unique ids.
H() Generic hashing function.
P 4 Safe primes of the AV j.
n; Size of the modular field of the AV j.
I, Ref. capsule of AV j at round ¢ of ePPTM.
T;; Vector of K position identifiers on j at the round i of ePPTM.
i Nonce of AV j at round ¢ of ePPTM.
Cji Vector of the encrypted challenges generated by j at the round ¢ of ePPTM.
Vi Vector of K cell identifiers intersected by resp. j’s cap., at the round i of ePPTM.
5 Vector of the encrypted responses generated by j at the round ¢ of ePPTM.
Wi Vector of check values on j at the step 7 of ePPTM, containing K elements.
Wi Encrypted proof of proximity computed by j at the step 7 of ePPTM.
t; Vector of timestamps of colliding points on j.
3 4 Time-frame between the first and last timestamp in t;.
A Time collision threshold.
to Origin Timestamp of the Time Trajectory Match.
s’ Nonce of the Time Trajectory Match.

Timestamp id obtained by applying g.
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3.2. System Model and Adversary Model

In this section, we introduce the system model (Sec. 3.2.1) and the adversary model (Sec. 3.2.2).

For the readers’ convenience, we report in Tab. 3.1 the overview of our main notation.

3.2.1. System Model

We consider two autonomous unmanned vehicles, A and B, produced by any manufactur-
ers and operating in any domain. We assume that A and B are deployed for a mission, such
as delivering goods or surveillance, and feature trajectories 74 and T'5 from starting points
Ty,,Tp, to destination points Ty~ T, where M # N. In addition, we consider
that the time instant ¢; ~where each vehicle J occupies the location 7); is known accu-
rately. At the same time, the time lapse between two known locations TA and Ty
variable and known. We only consider that the velocity V; of the motion from the locatlon
occupied at 7; and 7T);  is linear, with marginal error. In line with the capabilities of
real-world Commerc1al Off-The-Shelf (COTS) devices, we consider vehicles equipped with
radio communication modules, allowing them to communicate wirelessly [127]. The spe-
cific communication technology depends on the type of AV. Without loss of generality, we
consider the usage of WiFi-direct, which allows secure pairwise communication within the
ISM band [2.4 — 2.5] GHz, without relying on any third-party infrastructure element [69].
In addition, both parties need to be in radio visibility to establish a connection over WiFi.
Note that WiFi-based communication modules used on AV's can enable connection over rela-
tively large ranges (up to 25 km) [210], [74]; thus, mutual radio visibility among devices does
not imply the risk of immediate collision. We also assume that both parties deploy a secure
peer-to-peer connection, e.g., by taking advantage of the well-known Transport Layer Secu-
rity (TLS) protocol [7]. Although TLS provides authentication and confidentiality, it does
not prevent privacy issues arising from the intentional disclosure of sensitive information.

In this context, we refer to the aforementioned entities as A and B. They are deployed on
a mission executed in a three-dimensional spatiotemporal domain, such as aerial, or a two-
dimensional spatiotemporal domain, such as ground or maritime. During the mission, both
parties aim to detect timely any spatiotemporal collisions in their path, so as to be able to
modify their planned route accordingly. At the same time, both parties aim not to disclose
their trajectory Ty and T'g, and keep such data private. In [191], we introduced PPTM, a
solution tackling this problem. In this work, we extend such a protocol and propose ePPTM,
which improves over PPTM regarding collision detection capabilities and performance when
dealing with sparse trajectories.

3.2.2. Adversary Model

The adversary assumed in this work, namely e, features both passive and active capabilities.
On the one hand, € is a global, spatially-unbounded, and frequency-unlimited eavesdropper,
able to detect any Radio Frequency (RF) activity initiated by UAVs. Using such capabilities,
€ can know the MAC addresses of the AVs and spoof them. On the other hand, ¢ is also



38 3.3. ¢PPTM Protocol Design

equipped with a radio that can transmit packets on the same communication frequencies of
the target AV. Thus, € can create packets, either genuine or forged, and initiate an instance
of ePPTM with a target AVs. € can also deploy its own AV and run an instance of ePPTM
with a target. The aim of € is to retrieve the trajectory points of the path of a target AVs. The
adversary e executes the described protocol as intended and then works offline to retrieve
additional private information using the received messages. Private information includes
locations on the path and time-related aspects, such as the start and end time of the mission
and its duration. The availability of path-and-time-related information to an adversary can
lead to severe attacks, e.g., tracking the AV, launching targeted jamming attacks, capturing
the AV and any goods it delivers, disrupting its operations and generating significant loss
of financial revenues. Therefore, we aim to preserve the privacy of such information for the
AVs.

3.3. ePPTM Protocol Design

3.3.1. Plain-text Collision detection Logic

This section explains the rationale of the collision detection logic used in ePPTM, with no
privacy considerations in place. We will address trajectory privacy in Sec. 3.3.2 and Sec. 3.3.3.

For simplicity, we describe below the collision detection logic in the 2D-Cartesian-coordinate
system (z,y). However, extension to 3-D is straightforward. Consider two AVs in mutual
radio visibility, and assume each AV has a predetermined trajectory, namely 74 and T,
containing the planned locations of the vehicles at a given time. Considering the generic AV
5T =170:Yj05.0:Tj15Yj10t515 T4, 7, Yj. 50 5 g, being J the number of trajectory
points. For enhanced readability, we also denote p,,, = [Z,,,¥,,) as the location at times-
tamp ¢,,,. We denote as M and N the number of trajectory points of A and B, respectively,
where M > N.

The proposed collision detection algorithm, namely Incremental Capsule Matching, consists
of multiple rounds and it ends with a decision if the trajectories of the two AV collide or not,
i.e., Collision or No Collision. The algorithm is initiated by the vehicle with the higher number
of trajectory points, i.e., A. During each round, we can identify three sub-phases: Reference
Capsule Computation, Remote Party Mapping, and Identifiers Matching. We describe them
in detail below.

Reference Capsule Computation. In the first round (¢ = 1), considering the location points
(z;,y;)in Ty, A computes a reference shape bounding all its future trajectory points. The ref-
erence shape is a polygon that includes all the trajectory points, each of which has a minimum
distance r from the edges of the shape. As shown in Fig. 3.1 (dashed light black line), in the
2-D space, such a polygon is a capsule characterized by two semi-circles (dotted red line) of
radius r centered in the initial and final points of the trajectory and a rectangle merging them
(dotted gray line). In the 3D spatial domain, one can replace semicircles with semi-spheres
and the rectangle with a cylinder, obtaining a 3D capsule. We highlight that, compared to
rectangles and circles, the capsule is the shape fitting the above-mentioned condition (dis-



3. ¢PPTM - Enhanced Privacy-Preserving Trajectory Matching on Autonomous Vehicles 39

5“"]— N
/‘{. " - (] é 2N
2 Taal Nas7 — ‘\ R %
» | PR ‘)‘
" ® j,/ \ ‘\ é 4
q i Fl
:5 T a\ L e T p
: a0 daq \ AM-1 .;.7
<, £\ e ;
<., D s/
S, s “;/
\..\“" PTLTUPTI T I TLITI T TLTT I L Y 6_ fean s ‘.‘,“>
04

Figure 3.1: Computation of the capsule of Ain a reference grid based on the trajectory points T'4.

tance r from the points) while allowing the coverage of the minimum possible additional
space around the trajectory points. In contrast, circles and rectangles include further points
at the edges, which are not necessary and possibly lead to false positives when applied for
collision detection. We define the reference shape selected by the initiator of the protocol at
a given round as the reference capsule at round i. To define the local capsule radius 4, A
computes the line between the first and the last trajectory points, as per Eq. 3.1, where u 4 ;
and v 4 ; are computed through the well-known slope intercept form of a line.

Yaq1 =Upaq1 Tag+04;- (3.1

Next, A computes the distance d,,, ;  between each trajectory points of 74 and the above-
mentioned line. Then, A picks the maximum distance as in Eq 3.2.

dmy, = max TN (3.2)

We define ¢ as the collision threshold (space guard), i.e., the minimum allowed distance
between any points of the trajectories Ty and Tz. We also denote with ¢ the maximum
inaccuracy of the GNSS locations. A computes the reference radius 74 ; of the reference
capsule for round i = 1 as in Eq. 3.3, by summing up the cited maximum distance dm , ;,
the collision threshold ¢ and the GNSS inaccuracy o.

Ta1=dmy,+0d+o0. (3.3)

A computes the reference length h 4 ; of the reference capsule in round i = 1, by summing
up twice the reference radius 7 4 ; to the Euclidean distance between the first and last trajec-
tory point of T4 as in Eq. 3.4.

har=da1 4241 =Tam1—Taoll® +2ra: (3.4)
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A computes the angle ©; ; = © 4 ; between the first and last trajectory points of T4 as in
Eq. 3.5.

T 4T
© 4, = arctan ( Ay, M1 A0 ), (3.5)
TA,m,Mfl - TA,I,O

where atan(-) refers to the tangent arc operator.
Then, A generates two nonces, for the x- and y-axis respectively, namely s; = s; = [Sl,x’ 5 7y] .
These nonces, together with the angle © , ;, are used to roto-translate randomly the trajec-

tory points in 7'y. We first generate a random translated origin O, ,,, O, , and then apply
the roto-translation via Eq. 3.7.

Ol,z =Tp1—TA1 " S1,2° hA,la

Oy =Ya1—Ta1— 51,y 2 Ta1 (3.6)

X = [xAcos (@A,l) —yaSin (@A’l)] =04 ,,
VA = [xAsin (@A,1> + yacos (@A,1>] =01, (3.7)

Note that the reference capsule depicted in Fig. 3.1 is in a grid, uniquely identifiable when
knowing the origin points and the angle used for the roto-translation. A can compute the
identifier of the cell, i.e. the capsule identifier (see Fig. 3.3). Following, all the points in T 5
are mapped to trajectory identifiers X and ¥, by dividing them for the combination of capsule
dimensions, as shown in Eq. 3.8.

~ XA
XA = L*J ’
hA,l
, Ya
Ga =¥ -TA . (3.8)
2. TA,l

We highlight that the remote party can generate the grid defined by the initiator (A) with the
knowledge of a few values. To this aim, A delivers to B: (i) the origin O; = [0, ,, 0, ]
(ii) the capsule length h 4 4; (iii) the capsule radius r 4 15 and, finally, (iv) the reference angle
Oy ;.

Remote Party Mapping. B uses the received reference values to map its trajectory points
into the space-tessellation provided by A. To this aim, B roto-translates its points using
Eq. 3.7. Then, B construct a local capsule using Eqs. 3.3, 3.4, and 3.5, as depicted in Fig. 3.2.
Here, we denote rp ; as the radius of the responder at round 1 and ©p ; as the angle of
the responder’s local capsule at round 1. To ensure the identification of any possible grids
of the reference system touched by its local capsule (highlighted through light grey grids in
Fig. 3.2), B computes a set of points used to fully define the area covered by its local capsule,
as reported in Fig. 3.2. We use the notation pg ¢ to denote the list containing all such points.
B first computes three points for the semicircle of the tip and three points for the semicircle
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Figure 3.2: Mapping of trajectory points of B in the space tessellation provided by A.

of the base of its local capsule. It first uses Eq. 3.9 to compute the shift along x and y from
the first trajectory point to the tip and the last trajectory points to the base of the capsule.

., T .
ShrB,l = [TB,I : 32”(5 - @B,1>7 TB1- Sm<®B,1)]~ (3.9)

Then, B uses Eq. 3.10 and Eq. 3.11, to compute the base and the tip of the capsule. Points at
the extreme from the tip of the capsule to the first trajectory point, namely, pp ;, and from
the base of the capsule to the last trajectory point, namely, pg y_;, respectively (depicted as
green dots in Fig. 3.2).

PB.tip = PBo —Shy_ - (3.10)

pB,base = pB,Nfl + ShrB’l‘ (311)

The points pg ¢, and P pase> reported in Fig. 3.2 as black dots, are added to the list pg ¢-
B also computes some points on the semi-circles at the base and the tip of the capsule. We
define the function rot, taking as input the rotation angle «, as defined in Eq. 3.12, where T’
denotes the transpose.

T

cos(a) —sin(a)

sin(a)  cos(a) (3.12)

rot(a) =

B uses Eq. 3.12 to compute a set of points on the semicircles of the local capsule. To this aim,
we define the step angles a; = —5 +1-n |l e N,a; < 7, being 1) the circle step and we use
them as in Eq. 3.13.

Pet = ((PB.o — PB.tip) X 70t(a;)) + P o> Va;, (3.13)

Peb = ((PBN-1 — PB base) X 70t(q;)) + PB.N_1; V-
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The result of Eq. 3.13 is a set of points on the semicircles of the base and the tip of the capsule,
represented as red dots in Fig. 3.2. Note that such a set of points also includes the angle points
of the rectangle of the capsule. We denote such points as pg 11, P tr> PB,bl> PB by Feported
as black dots in Fig. 3.2. All such points are also added to the list pg .

Then, B computes a set of points on the perimeter and the bisect of the rectangle of the
capsule. We denote dz = pg n_1 — PB,o and define the function acc as in Eq. 3.14, where
sgn(d) denotes the sign of d and p is the starting point.

acc(p,d) = p+ (sgn(d) - sh,_ ). (3.14)

Starting from the trajectory point py ; and the angle points of the rectangle pg ¢ and pg ¢,
B sums the value acc to identify points on the capsule, until it reaches the boundaries of
such capsule, i.e., pg y_1> PBbl> PB br (Orange dots in Fig. 3.2). All such points are also
added to the list pg .

In addition, if the reference radius is smaller than the radius of the capsule of B, i.e., 74 ; <
75,1, then there could be other grids that are crossed by the capsule of B. To identify them,
B generates additional points as described further. B first computes a local shift sh, , as
in Eq. 3.15. ’

. T .
shrAﬁ1 =[ra1- 5171(5 —0Op1),m41 5M(Op,)]. (3.15)

B uses such a shift to generate additional starting points as pp ;; + sh,,  and, for each
of them, additional fictitious points pg ¢ + sh,, , + acc. Note that the computation of
the starting points and intermediate points stops at the boundaries of the capsule. All such
points are also added to the list pg -

Finally, for all the generated points in the list pg ¢, B computes the resulted position identi-
fiers [Xg, Y] using Eq. 3.8. B takes all the unique identifiers and delivers them to A.

Identifiers Matching. Finally, A concludes the round i = 1 by evaluating if the identifiers of
the reference capsule [X , ¥ 4 | match any of the remote identifiers [Xg, yg]. If the identifiers
do not match, then we are sure that the two trajectories do not collide. Thus, the algorithm
terminates with a No Collision decision. Otherwise, if any identifiers match, there is a chance
of collision between the two trajectories. However, due to the specific construction of the
capsules, which led to a coarse comparison, there is a chance that trajectories could still not
collide.

Incremental Capsule Matching. If there is a match, our algorithm proceeds to the next
round ¢ = 2 by dividing the colliding trajectories into two partially overlapping subsets, as
depicted in Fig. 3.3. We denote this algorithm as Incremental Capsule Matching. It is a tree-
based algorithm, where in each round, the capsule identifying the colliding trajectories is
divided into two subsets. Such sets share only one point, i.e., the last point of the first set
and the first point of the second set (see Fig. 3.3). According to the Incremental Capsule
Matching algorithm, at each round, we compare each capsule of A with each capsule of B. If
any capsule of A or B collides with any one of the other parties, we take it to the next round;
otherwise, we discard the capsule (and the related points of the trajectory) as not colliding.
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Figure 3.3: Division of trajectory points into smaller capsules according to the Incremental Capsule Matching
algorithm.

The algorithm terminates when (i) there are no matches between any capsules (No Collision)
or (ii) there is a match between capsules (Collision), and there is no set of capsules containing
more than two trajectory points, indicating a Collision event.

Truncated Mode and Full Mode. The Incremental Capsule Matching algorithm features
two modes: Truncated Mode and Full Mode. In the Truncated Mode, the Incremental Cap-
sule Matching algorithm terminates when the first one of the parties reaches the minimum
allowed capsule size for each of the remaining capsules in a specific round, i.e., only two
trajectory points. In the Full Mode, the algorithm terminates only when both parties reach
such a limit. On the one hand, the Truncated Mode reduces the number of rounds and, thus,
it can potentially reduce the runtime overhead of the protocol while guaranteeing zero false
negatives, i.e., no missed collisions. On the other hand, it could provide false positives since
the capsules of one party still include more than two trajectory points, leading to an enlarged
capsule. We evaluate and discuss such a trade-off in Sec. 3.5. Note that, when working in the
Truncated Mode, the incremental capsule matching algorithm requires a maximum number
of rounds equal to [*]logy N (M > N). Conversely, the Full Mode provides zero false neg-
atives and also zero false positives, i.e., it correctly identifies non-colliding points. However,
it requires more rounds, and can potentially incur more overhead. In the worst case, the full
mode requires [*|log, M (M > N) rounds to identify all the colliding points.

We recall that matching between trajectory points does not imply collision. If A and B loca-
tions match, timestamps should also match to lead to a collision—the vehicles collide only if
they occupy the same location at the same time. Thus, if the output of the Incremental Cap-
sule Matching algorithm over the locations is a collision, we also check that the timestamps
corresponding to the colliding locations match. If this is the case, we finally declare collision
between the trajectories. Otherwise, the algorithm outputs No collision.

We highlight that, compared to the logic used in [191], our new collision detection logic
requires also the responder to build a local capsule. Moreover, on the responder, we use
a set of points chosen ad-hoc on the perimeter and inside the capsule to ensure that the
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responder identifies all the grids crossed by its local capsule. This amendment ensures that,
in all operational conditions, the algorithm has no false negatives.

The algorithm explained above does not take into account any privacy considerations. In-
deed, sharing the trajectory identifiers and the timestamps leads A and B to share private
data. To overcome the privacy limitation, we merge our collision detection logic with a pri-
vate set intersection scheme, inspired by the one proposed by Kotzanikolau et al. in [161].
The result is the full privacy-preserving trajectory matching scheme. We discuss the setup
phase and runtime phase of the resulting protocol in Secs. 3.3.2 and 3.3.3, respectively.

3.3.2. Setup phase

During the setup phase, both AVs compute cryptography materials necessary for the later
Spatiotemporal Matching phase. We define the following parameters: (i) Two functions f, g :
G — G which map discrete, finite, and low-entropy data G (GNSS locations and timestamp)
into equal-size unique values G, representing the corresponding unique identifiers; (ii) a
generic hashing function H (-); and (iii) Two prime numbers p’; and g/, used to generate safe
primes p; and g, i.e, p; = 2p; + 1 and ¢; = 2q; + 1. The values of p; and g; also define
n; = p;-q;and ¢(n;) = 4p;q;. These values, the hash function H (-) and the modular field

n; are stored on the AV. Note that p; and g are kept secret.

Note: ePPTM relies on the same PSI introduced in Chapter 2 in PRM. We suggest the reader
to recall the details of PSI in Sec. 2.3.1. The notation remains unchanged except for two
symbols: PRM uses the nonce 74 ;, whereas ePPTM denotes the corresponding random
value by &; ;.

3.3.3. Spatiotemporal Matching

The Spatiotemporal Matching phase of ePPTM is run at runtime, when any two vehicles A
and B would like to identify if they collide or not, in a privacy-preserving fashion. This phase
includes two sub-phases, namely Space Trajectory Matching and Time Trajectory Matching,
dedicated to identifying matches in the location-related and time-related information of the
vehicles. Note that the two vehicles always execute the Space Trajectory Matching phase first.
Only if there are colliding points, they execute the Time Trajectory Matching. This gives the
advantage of reducing the computational overhead of the protocol on the AVs. We report
below the detailed steps of ePPTM, dividing them into the two phases previously mentioned.
Fig. 3.4 provides the protocol flow of the sub-phase Space Trajectory Matching and Fig. 3.5
reports the protocol flow of the sub-phase Time Trajectory Matching.

1. A and B first establish a secure connection, e.g., using (D)TLS. Then, A and B start
the Space Trajectory Match sub-phase by exchanging the number of local remaining
trajectory points, i.e. M for Ty and N for T)z. We consider M > N, and thus, A
takes the role of the initiator, and B is the responder.

2. Attheroundi = 1, A computes its reference capsule I1 4 ; by taking the first trajectory
point Ty , and last trajectory point 74 ,,_; of 7'y and applying the logic described in
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Figure 3.4: Protocol flow of ePPTM - Space Trajectory Matching sub-phase.
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Sec. 3.3.1. We denote with I' ; ; the unique identifier of the capsule I 4 ;, computed
through the function f as in Eq. 3.16.

a1 =f@a11:0a11) = HEa11ll¥a11) — Z, (3.16)

where % 4 ; ; and 4 ; ; are the identifiers of capsule II 4 ; in 2D (see Eq. 3.8). Note
that, per construction, A (initiator) always has a single capsule identifying the refer-
ence trajectory T'y. We define r, h; and ©, as the radius, length, and the angle of the
reference capsule I1 4 ;, respectively, and we denote with O, the random origin point
chosen by A.

. Asetsdp 4 = [FAJ].

. Aalso extracts a nonce §; and computes the encrypted challenge c 4 ; as per Eq. 3.17.

Ca1 = Ej’ff mod np. (3.17)

. Then, A delivers a wireless message over the encrypted channel, containing: (i) the

encrypted challenge c4 4, (ii) the origin point Oy, (iii) the angle © 4 ; of the reference
capsule, (iv) the radius of the capsule r 4 ;, and (v) the length of the capsule /4 ;.

. Bfirstuses Oy, © 4 1,7, 1,and h 4 ; to map its trajectory T’ into the space tessella-

tion provided by A, according to the rationale presented in Sec. 3.3.1. Note that the
trajectories of A and B are different, and thus, such a mapping operation performed by
B can possibly lead to several grid identifiers. We define vg ; = [fyB,Ll, ,fyB,LK]
the set of K cell identifiers obtained by B after mapping its local trajectory T'5. The
generic capsule identifier of B at round 1, namely v ; ;, can be computed according
to Eq. 3.18, and contains, per construction, at least one point in T'.

Ppae=f@p1Up1k) =HEp1xll¥a1x) — Z (3.18)

. For each unique k — th cell identifier, B sets dp ; ,, = I'g ; ;, and computes e | ,, =

1
dp 1,k
of each encrypted response x5 ; ;, namely ¢ ; , through the hash function H, as in

Eq. 3.20.

mod ¢(n ) and the encrypted response 3 1 4, as per Eq. 3.19, and the digest

Tpap =iyt mod np. (3.19)
epan=H(rp1k)- (3.20)
B delivers to A the vector of encrypted responses €g 1 = [53_171, s EBJ’K] .

When receiving the message, A compares each encrypted response ¢ ; 4, in €g  with
the check values w 4 ; ;, obtained via Eq. 3.21.

Wy =H (¢, modng). (3.21)
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11.

12.

13.

14.

15.

16.

When Jdp ; i s.t. dy 1 = dpq ., then:

EB,l,k =H (xB,l,lc>

= H (c}’"* mod np) (3.22)

=H (( fA’l)EB’Lk mod nB)

=H ({4 modng).

Therefore, if w4 4 s 5,1, the capsule of A, namely I 4 , lies in a cell of the grid
where also one of the capsulés of Bis (see Fig. 3.2). Otherwise, if the identifiers are all
different, then wy ; ;. # Cp 1y, Yk € K, meaning that the set of capsule identifiers
of B does not include the (reference) capsule identifier of A.

Next, A derives the encrypted proof of proximity i 4 ; using Eq. 3.23.

ﬁl)AJ =H (ElHdA,l mod TLB) . (323)

Ifwy, # Cp1p Yk € K, the trajectories do not collide. Therefore, A delivers to
B only the parameter 4 1, allowing B to verify the obtain the same output.

Ifddg g g st dyy < dp 1 k> A initiates the second round ¢ = 2 of the protocol by
dividing the set of trajectory points into two sets of size [ £ |. For each set of points, A
generates the capsule and the corresponding identifier, leading to a new set of capsule
identifiers 'y 5 = [FAQJ, FAQ,Q] .

In the generic round i, A executes the operations at the steps (3), (4), and (5) for each
capsule I' 4 ; . Next, A computes c ;  using fresh nonces 4 ; ;, as in Eq. 3.17 and
delivers to B W, ; 1 =, ; (from the previous round) and a set of tuples

{€aik Oiks©aiksT Ak Nar)> representing the new mapping values for B to
check further collisions.

At message reception, B checks if the cell identifiers computed during the previous
round match with the trajectory of A. Thus, Vk g, B executes Eq. 3.24.

- ?
Wy, =H <xB,i71,kB||dB,i71,kB mod ”B) ; (3.24)

where the values of 25 ;_; ;,  can be immediately plugged into the equation as being
previously computed. If Zk satisfying Eq. 3.24, then ePPTM terminates with the out-
put No Collision, and the vehicles can continue their mission with no adjustments to
the trajectory.

If 3k s.t. Eq. 3.24 holds, B takes the correspondent set of colliding coordinates and,
for each k, it executes the operations described at the steps (6) to (8).

ePPTM continues iteratively until (i) there are no colliding points, and so the protocol
ends with the output No Collision, or (ii) one of the two vehicles reaches a maximum
capsule size of two trajectory points. In the Truncated mode, if still 3k s.t. Eq. 3.24
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holds, this phase of ePPTM ends, and the protocol continues with the Time Matching
Phase (described below). In the Full Mode, this phase of ePPTM continues by letting
the other party continue dividing the set of colliding points in halves until also such
party reaches a maximum capsule size of two trajectory points.

If the Space Trajectory Match sub-phase ends with no collisions, ePPTM also ends with the
output No Collision. Otherwise, for any colliding points in the trajectory, A and B initiate
the Time Trajectory Match sub-phase, described below. Note that the Time Trajectory Match
sub-phase uses a logic similar to the previously-described Space Trajectory Match sub-phase,
with the notable difference that it applies to (unidimensional) trajectory data.

ePPTM Time Trajectory Matching
AV A AV B
1T) T = taeng —tan + 4
fo ety —(Ta-s4)
~ t,—1
Ty gltto, th)= \‘%OJ
la
18)dy 7y 20) 7g ¢ [Fp1ses 7oz
. 7 1
ey €4 mod ny 19) castosta ep, — =
B,z
Ty, " modng
Cp.  H(Tp.)
M) w, — H(E, modny) 20) €g,, Epa  [EorserCnz)
22)if 3z s.t. wy L Cp.
return collision event
23) @,  H (alldy mod np) 28) @4 24)if i, . -
H (imzﬂ?&; mod n,;)
return collision event

Figure 3.5: Protocol flow of ePPTM - Time Trajectory Matching sub-phase.

17. We define t , as the vector of timestamps of the colliding points of A as output from

the space trajectory match sub-phase. A computes the time differencet y =1t 4 .4 —
taq+ A, wheret,  andty, ., are the starting and end timestamp of the first point
and last point in the set, respectively, and A defines the (configurable) minimum
allowed threshold for the time collision. A computes the origin timestamp t, as in
Eq. 3.25.

to=1t;—(ta-5"a), (3.25)
where s’ 4 is a nonce used to randomize the origin timestamp (so as to preserve the

privacy of timestamps). Using ¢, A shifts the timestamps and computes the identifier
T 4 by using the function g, as in Eq. 3.26.

3 - t—t
Ta =gt to,ta) = ngOJ (3.26)
A
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18. Similarly to the Space Trajectory Match sub-phase, A sets d, = T4. It extracts a
random nonce £ 4 and computes the encrypted challenge c 4, as in Eq. 3.27.

ca=¢% modnpg. (3.27)

19. Then, A delivers to B the encrypted challenge c 4, the origin timestamp ., and the
time division t 4.
20. When receiving the message, B uses the origin timestamp t, to re-scale its local times-

tamps. The re-scaled values are divided by the time division f , and floored to obtain
the local list of time identifiers T = [7'371, 7B, Z] . For each of them, B generates

the parameter e , = % and the encrypted response T ,, as in Eq. 3.28.

fp.=c,”" modng. (3.28)

Next, B computes the digest of each encrypted response 7 ., namely, Cj ,, as in
Eq. 3.20.

ip.=H(Zg,). (3.29)

Finally, B delivers to A €g , = [ép ..., 5 z]-

21. Atthe reception of the message, A generates the check value w 4 as per Eq. 3.23.

wy=H(, modng). (3.30)

22. Achecksif dzs.t. wy < Cp,,- If the check is successful for any ¢j; ,, then A and B
are going to be close (less than the time guard J) at the same time, thus colliding also
in time. Therefore, they can take action to re-adjust their trajectories (see Sec. 3.6 for
a discussion about collision resolution). Otherwise, A and B are going to be at the
same place but at different time instants, not risking collision. Therefore, ePPTM can
safely end with the output No Collision.

23. Bverifies matches in time, by sending back the encrypted proof of proximity @ 4, com-
puted using Eq. 3.31.

24. To check for time overlap, Vz, B executes Eq. 3.32.

~

? ~ ~
wA,z =H (zB,zHTB,z mod nB) ’ (332)

If 3, z s.t. Eq. 3.32 is satisfied, A and B are in close proximity simultaneously, leading
to the output Collision. Otherwise, the output is No Collision.

We note that ePPTM should be executed completely every time two previously unseen vehi-
cles would like to verify any match of their trajectories in space and time. When two vehicles
already executed ePPTM in the past, they could reuse previous values and accelerate new
protocol instances. We discuss such an aspect in Sec. 3.6.
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3.4. Security analysis

3.4.1. Formal Security Analysis via ProVerif

The most relevant security feature offered by ePPTM is Trajectory Privacy. Indeed, ePPTM
utilizes privacy-preserving proximity testing, and in particular, a customization of the so-
lution proposed by the authors in [161], to identify precisely collisions in two trajectories
without releasing to the other party anything else than the colliding points and timestamps.
In line with other works in the literature [235, 213, 211], we use ProVerif to formally verify
the security of the single round of our scheme, so confirming that our construction does not
reveal any secrets and neither breaks the security of its building blocks. In appendix A, we
provide details about ProVerif and the definitions necessary to understand the output shown
in Fig. 3.6. Based on our formal definition of ePPTM for a single round, Fig. 3.6 shows the
output provided by Proverif. In our case, the variables dA_i and d B_i_k are not exposed to
the adversary. They represent the locations d 4 ; and d ; ;. at round 7 in the Space Trajectory
sub-phase of ePPTM (see steps 3 and 7) in Fig. 3.4), and equivalently, dA and 7 ,, in the
Time Trajectory sub-phase.

As shown in Fig. 3.6, the attacker cannot guess/brute-force such locations and timestamps
despite their low entropy in ePPTM at round ¢. Based on the output in Fig. 3.6, ePPTM
keeps changing the location identifiers in every round ¢ while providing strong secrecy. Thus,
ProVerif confirms that the single steps of ePPTM achieve the desired properties while ensur-
ing collision discovery. Interested readers can find the source code of ePPTM in ProVerif
at [58].

Verification summary:

Weak secret dA i is true.

Weak secret dB_i_k is true.

Query not attacker(dA_i[]) is true.
Query not attacker(dB_i_k[]) is true.
Non-interference dB i k is true.

Non-interference dA i is true.

Figure 3.6: Results of the security analysis of ePPTM using ProVerif (code available at [58]).

3.4.2. Privacy Analysis

In the previous section, we formally showed through ProVerif that the Trajectory Privacy is
guaranteed for a single round of ePPTM. However, the collision detection logic of ePPTM
involves multiple steps, and at each step, the communicating entities use trajectory identifiers
for a group of trajectory points as private input.

We formally define p,(i) as the guessing probability at round 7 of ePPTM by the remote
party, i.e., the probability of guessing correctly a location traversed by the remote party by
taking advantage of the information exchanged on the communication channel at the round
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i of ePPTM. We remark that ePPTM terminates in two cases: (i) no colliding trajectory
identifiers are found at the round ¢, or (ii) a number «,; of colliding trajectory identifiers are
found at the round 4, but the protocol stops, e.g., because of its application in the Truncated
Mode or other energy constraints. We discuss the two cases below in Props. 3.4.1 and 3.4.2,
respectively.

Proposition 3.4.1. Consider that ePPTM terminates at round i due to non-colliding trajectory
identifiers. In this case, the probability for an honest-but-curious adversary to guess trajectory
identifiers of radius 0 traversed by the remote party at round i is p (i) =

o[ Moqsz> 0.(U,—€;)’
where k is the number of trajectory identifiers used by the remote party, &, the number of chal-
lenges sent by the adversary, U, the overall number of element identifiers at round i, and M is
the total number of trajectory points.

Proof. Let us assume that ePPTM terminates at round 7 due to of A and B not having any
colliding trajectory identifiers. The probability pz(7) for an honest-but-curious adversary to
guess the correct trajectory identifiers of the remote party at round ¢ follows Eq. 3.33.

pp(i) = Uﬁj (3.33)
where £, is the number of encrypted challenges sent by A to B at round i, «, is the number of
encrypted responses sent back by B to A at round ¢, and U; is the overall number of available
trajectory identifiers at round 7. Note that, per construction, pz(i) € [0, 1] and, depending
on which party takes the role of the responder, the number of encrypted responses could
be higher in ePPTM than in the solution in [191] because of the fictitious points that the
responder computes. Thus, pz(7) could be slightly higher in ePPTM than in [191].
We can associate pg(7) to p(i), denoting the probability of guessing a specific location in
the trajectory of the target entity. At the round i, the trajectory identifiers of ePPTM identify
2MAX=i distinct trajectory points, being M AX = [x]log,(M). Also, we recall that, at the
last round M A X, the trajectory identifiers (capsules) have a radius 6. Denoting with &, the
colliding trajectory identifiers at round ¢ and with & the location identifiers in the trajectory
of the remote party, we can obtain the probability p,(¢) of guessing a specific trajectory point
according to Eq. 3.34.

R

pe(i) = 2 log2 (00— - (U, — ¢,)° (3.34)

O

Proposition 3.4.2. Consider the scenario where ePPTM finds k, colliding element identifiers
in the private set of A and B at round i, but the entities stop ePPTM. In this case, the probability

for an honest-but-curious adversary to guess one of the k location identifiers possessed by the

remote party and used at round i of the protocol is p_(i) = ZJ ) Q(M]ZX =, with MAX =
[*]logy (M) and 25:1 k;=k.

Proof. Consider the case where ePPTM identifies r; colliding identifiers at round 7, and
consider that the trajectory identifier of ePPTM at step 4 represents a group of 2MAX—i
identifiers of radius J, where § is the safety radius and M AX = [«]log,(M). We can also



52 3.5. Performance Analysis

recall that each colliding identifier «; includes %j occupied trajectory identifiers of radius 6,

and that Z;Zl 74:]» = k. Thus, similarly to the analysis in [191], we can define p,(i) as in
Eq. 3.35.

~

Ky T
AN J
p.(i) = Z SOIAX )" (3.35)

J=1

Thus, the higher the number of colliding identifiers, the higher the probability that the ad-
versary can guess correctly a point of the trajectory of the remote party. O

3.5. Performance Analysis

3.5.1. Proof-of-Concept Implementation

To provide insights into the accuracy and performance of ePPTM, we implemented an ac-
tual proof-of-concept using the programming language Python. Compared to the earlier
version of ePPTM published in [191], we deploy an actual client-server architecture on rele-
vant hardware devices executing the enhanced version of ePPTM discussed in Sec. 3.3.

To characterize the performance of our solution on heterogeneous devices and networks, we
consider two different testbeds, namely Testbed I and Testbed 2.

Testbed 1 (T1). We consider two Raspberry PI 3 Model B+ devices [176]. This is a well-
known medium-range embedded platform equipped with a Cortex-A53 processor running
at 1.4 GHz, 1GB of RAM, and 16 GB of storage, running the OS Raspbian Bullseye 64-bit.
As acknowledged by several contributions in the literature such as [95, 144, 210], the com-
putational and bandwidth resources offered by the Raspberry PI are comparable to the ones
provided by low-end drones, and there are even commercial drones integrating the Rasp-
berry PI as an on-board CPU [75, 210].

Testbed 2 (T2). We consider one laptop Lenovo Thinkpad P1, equipped with two Intel Core
i7-8750H processors running at 2.230 GHz, 32GB of RAM, and 1 TB SDD, running Arch
Linux, acting as the responder of ePPTM. For the initiator, we consider one standalone
PC DELL Precision-T7600, equipped with 12 Intel Xeon E5-26300 processors running at
2.30GHz,15.5 GB of RAM, and 1.1 TB SDD, running Ubuntu 20.04.6 LTS. This device acts
as the initiator of ePPTM. Testbed 2 allows us to emulate vehicles characterized by more
significant computational power, like high-end ones.

For communication purposes, we set up an ad-hoc IEEE 802.11 network working at the op-
erating frequency 2.4 GHz in a regular office environment. This choice is made on purpose
to let our proof-of-concept share the same spectrum of other communications and possibly
experience interferences and packet losses. This scenario aligns with the expected deploy-
ment of ePPTM in crowded urban scenarios and allows us to test our solution in realistic
network conditions.

For running our experiments, we (i) enabled remote communication capabilities using com-
munication sockets secured through a TLS connection using the Python package pyOpenSSL,
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(ii) integrated within ePPTM the PSI building block proposed by the authors in [161], (iii)
organized code into several processes, and (iv) used real-world GPS datasets, which we con-
verted into the Cartesian coordinate system.

Dataset. To validate our solution in realistic conditions, we feed our implementation with
a dataset of real-world trajectories. We consider the dataset released in [156], and available
for download at [202].The dataset includes the real-world trajectories of several taxis in the
city of Porto (Portugal), acquired in the period between July 2013 and June 2014.

For our performance assessment, we investigate separately the situations where the trajecto-
ries of the AVs collide and do not collide. To this aim, we manually processed the dataset
through a self-implemented tool checking if a given pair of trajectories collide or not. Based
on the output of such a tool, we defined two different sub-datasets, namely, Colliding (C)
and Non-Colliding (NC), characterized by colliding and non-colliding trajectory pairs, re-
spectively.

The resulting dataset C contains 87 pairs of colliding trajectories, while the dataset NC con-
tains 3, 228 pairs of non-colliding trajectories. Each trajectory contains a variable number of
points, approximately between 3 and 100 trajectory points. The inter-arrival time between
any two consecutive trajectory points in every trajectory is exactly 15 seconds, as provided
by the reference dataset. Although data augmentation strategies could be used to obtain
additional trajectory points, we opted intentionally not to do that, so to consider actual tra-
jectories, characterized by a sparse structure rather than a more high-resolution one. Addi-
tionally, we acknowledge that the trajectory data is based on a road-bounded environment
of Porto. Although ePPTM is designed for free space trajectories, ePPTM can be applied in
rule-bounded environments w.r.t. trajectory data. In this case, the dataset visually allows
us to check the correctness of ePPTM on a map and identify edge cases in collisions, which
lead to introducing additional operations in ePPTM as stated in Sec. 3.3.1 and illustrated in
Fig. 3.2. We note that ePPTM has the capability to identify collisions in free-space and road-
bounded environments, whereas in road-bounded environments, the traffic rules generally
prevent collisions.

Finally, to enable the experimental comparison of ePPTM with the proposal in [191], we
also implemented such a protocol in Python. We deployed both ePPTM and the solution
in [191] on the same testbed (T2) to evaluate their performance and accuracy differences on
real-world datasets. Our proof-of-concept and the dataset are available on GitHub at [59],
allowing interested readers to reproduce our results as well as to use them as a ready-to-use
basis for further development.

3.5.2. Accuracy Analysis

We first verify the correctness of ePPTM, i.e., the capability of our protocol to identify cor-
rectly all colliding and non-colliding trajectories in the two considered datasets. To this aim,
we report in Tab. 3.2 the number of identified collisions and non-collisions between trajec-
tory pairs when ePPTM runs over the two considered datasets, i.e., NC and C, using the
Truncated Mode and Full Mode, respectively.

We highlight that the Full mode of ePPTM correctly identifies all the colliding trajectories
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ePPTM ePPTM
Truncated Mode | Full Mode
NC C NC C
NC|3178 50 3228 0
Ground Truth c lo 87 0 g7

Table 3.2: Accuracy of ePPTM considering actual colliding (C) and non-colliding (NC) trajectories.

and non-colliding trajectories. There are 0 cases where non-colliding trajectories (NC) are
identified as colliding (C), namely zero False Positives (FPs) and vice versa, i.e., zero False
Negatives (FNs).

The Truncated Mode of ePPTM also provides zero FNs, i.e., it never misses possible collisions
(zero cases of output NC when the ground truth is C). This finding aligns with our design
criteria, as safety always comes first. However, it introduces some FPs, i.e., cases of output
C when the ground truth is NC. Such false positives are 50 over 3228, for an overall False
Positive Rate (FPR) of only 0.0155% for the considered dataset. Thus, in line with our design
criteria, the Truncated Mode of ePPTM trades-off accuracy (FPs) with reduced protocol
overhead (see Sec. 3.5.3).

We also take a step further, and we investigate the extent of the privacy leakage incurred by
the Truncated Mode of ePPTM, i.e., the amount of non-colliding trajectory points leaked
to the other party. We report the results of our investigation in Tab. 3.3, considering the
initiator and responder of ePPTM for the Truncated and Full modes separately.

ePPTM Phases Initiator Responder
NC C NC C
Space Trajectory|50 (28.7 %) 18 (4.5 %) |48 (53.7%) 6 (8.7%)

Time Trajectory |7 (45.21%) 36 (5.2%) |7 (75.9%) 25 (9.4%)

Table 3.3: Percentage of trajectory points leaked by the Truncated Mode of ePPTM for the datasets NC and C.

With the dataset NC, we observe that the initiator leaks on average 28.7% of private trajec-
tory points, less than the responder (53.7%). Although the specific values depend on the
used dataset, the general result is consistent with the logic of our protocol. Indeed, in the
Truncated Mode, when the protocol ends, the initiator is using smaller capsules (made up
of 2 trajectory points) than the responder. Accordingly, the probability of leaking informa-
tion on the initiator is less than on the responder, which is using larger capsules possibly
including more trajectory points.

When considering the colliding dataset C, the leakage caused by the Truncated Mode is 4.5%
on the initiator and 8.7% on the responder. While the general trend mentioned above for the
initiator and responder is confirmed, we also notice that the leakage for colliding trajectories
is less than for non-colliding trajectories. Indeed, colliding trajectories are more similar;
thus, when the truncated mode ends, there are fewer remaining points not fully checked for
collisions on the responder. We notice similar trends also considering the Time Trajectory
sub-phase, as shown in the second row of Tab. 3.3.
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We stress that when full accuracy is required, the Full Mode of ePPTM guarantees zero FP and
zero FN, while fully preserving the privacy of non-colliding trajectory points. Conversely,
the Truncated Mode trades off accuracy with protocol overhead (see below).

3.5.3. Protocol Overhead Analysis

In this section, we investigate experimentally the overhead incurred by ePPTM on relevant
devices, considering the testbeds T1 and T2 described in Sec. 3.5.1.

Experiment Settings. We evaluate the overhead of ePPTM considering the spatiotempo-
ral matching phase (Sec. 3.3.3) and four relevant metrics, i.e. the execution time, memory
footprint (specifically, RAM consumption), bandwidth, and energy consumption on both
the initiator and responder devices. For measuring the execution time, we measure the time
taken by each protocol round on both the initiator and the responder until the output of the
final decision about the collision or non-collision status of the considered input trajectories,
in milliseconds. For measuring the RAM consumption, we consider the maximum instanta-
neous RAM consumption of the relevant process running on the device (in kilobytes), using
the Linux tool “/usr/bin/time -v”. For measuring the bandwidth overhead, we consider the
application bytes generated and delivered by the process of our protocol, using the Python
library sys, independently of the meta-data added by lower-layer protocols. Finally, for es-
timating the energy consumption of ePPTM, we use the tool powertop, a software-based
energy estimation tool. Powertop provides an estimate of the power (in Watt) of a running
process. We compute the energy consumption of the process by multiplying the power esti-
mate for the execution time, as: £ = P x At, where E is the estimated energy in Joule, P the
power (in Watt) estimated by powertop and At the duration of the spatiotemporal matching
phase of ePPTM.

For all tests, we fixed the value of some specific protocol parameters. In particular, we set
the collision threshold 6 = 50 meters, the GNSS inaccuracy o = 50 meters and the circle
steps of the responder 7 = 7, in line with realistic values and use cases for the deployment
of ePPTM.

We ran our tests considering the datasets NC and C, separately. We report all results using the
Empirical Cumulative Distribution Function (ECDF) of the particular investigated metric.
We recall that, given a generic stochastic process X, ECDF(x) = y implies that p(X <
x) = y. For convenience of reporting, for the testbed T2, we consider the PC as the initiator
and the laptop as the responder.

Non-colliding Trajectories. Fig. 3.7(a), (b), (c), (d), (e), and (f) report the performance of
ePPTM over the non-colliding (NC) dataset in terms of execution time on the initiator (a)
and responder (b), bandwidth overhead (c), RAM consumption (d) and energy consumption
(e) (f). We compare the performance between initiator and responder in Fig. 3.7 (¢), (d), and
(e), since we include additional operations on the responder side to improve the accuracy
of ePPTM as stated in Sec. 3.3.1 and illustrated in Fig. 3.2. We further discuss the results
between initiator and responder in T1 in Sec. 3.6. From Fig. 3.7 (a) and (b), we observe that,
with this dataset, there is a small performance gain due to the introduction of the Truncated
Mode. The quantile 0.95 of the execution time of the initiator in T2 is 1.596 s for the Full
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Figure 3.7: Performance evaluation of ePPTM on the non-colliding (NC) dataset,
(c) application payload on testbed T2, (d) RAM consumption on testbed T2,
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in terms of (a) execution time on the initiator, (b) execution time on the responder,
(e) energy consumption on testbed T1, and (f) energy consumption on testbed T2.
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mode and 1.386 seconds for the Truncated mode, while for T1, in the same setup, the quantile
0.95 of the execution time on the initiator is 11.989 seconds in Full mode and 10.556 s in
Truncated mode. Thus, the truncated mode is 13.16% and 11, 95% faster than the Full Mode
in T1 and T2, respectively. On the responder, the performances of the two modes of ePPTM
are more similar. Indeed, the quantile 0.95 of the execution time of the responder in T2 is
7.730 seconds in Full mode and 7.885 seconds in Truncated mode, while for T1, in the same
setup, the quantile 0.95 of the execution time on the responder is 65.780 seconds in Full
mode and 64.423 seconds in Truncated mode. Such variability is due to the larger overhead
incurred by the responder compared to the initiator. Indeed, in line with the results shown
later for the collision (C) dataset, the responder takes more time than the initiator due to
the additional computations (e.g., fictitious trajectory points) and bandwidth overhead (see
Fig. 3.8 (c)). We provide more insights on these findings in Sec. 3.6.

The results for the RAM consumption reported in Fig. 3.7 (d) show that the initiator requires
much less RAM than the responder, e.g., the quantile 0.95 of the RAM of the initiator in
T2 with Full mode is 127.297 Mbytes, while for the responder, in the same setup, this is
139.972 Mbytes. There is a negligible difference between the truncated and full modes, i.e.,
128.024 Mbytes of RAM consumption in T2 with Truncated mode, indicating that RAM
consumption is not affected by the specific operational mode of ePPTM.

As for the energy consumption, Fig. 3.7 (f) shows that for T2, in over 30% of the cases, the en-
ergy consumed on the responder for running ePPTM in the Full Mode is significantly higher
than the energy required for the Truncated Mode. Indeed, the quantile 0.95 of the energy
consumption on the responder is 1.550 ] when using the Truncated Mode and 13.200 ] when
using the Full Mode, which represents an increase of over 751%. This result clearly shows the
advantage of using the Truncated Mode over the Full Mode for some trajectory pairs. For the
initiator, the difference in the energy consumption between the two modes is less evident,
i.e, 26.617 J and 26.923 ] for the Truncated Mode and Full Mode, respectively. We remark
that, for the specific case of T2, we cannot compare the energy consumption of the initiator
to the one of the responder, since they are different types of devices. This is possible only for
T1, as shown in Fig. 3.7 (e). Note that the energy consumption of the Full Mode of ePPTM
in such a testbed is nearly equivalent on the initiator and responder, with the quantile 0.95
for both of them being 88.695 J and 100.053 J, respectively. The energy consumption of the
Truncated Mode of ePPTM on the initiator and responder are nearly equivalent. Indeed, the
quantile 0.95 for the initiator is 92.767 J and for the responder is 101.825 J. We highlight
that the initiator in Full Mode takes less energy consumption than the Truncated Mode. In-
deed, the Truncated Mode finds collision in the space domain while in time it does not find
any collision, so requiring slightly more energy.

Colliding Trajectories. Fig. 3.8(a), (b), (c), (d), (e), and (f) report the performance of
ePPTM over the colliding (C) dataset in terms of execution time on the initiator (a) and
responder (b), bandwidth overhead (c), RAM consumption (d) and energy consumption (e)
(f). Similarly, as in non-colliding trajectories, Fig. 3.8 (c), (d), and (e) compare the perfor-
mance between the initiator and responder based on the above-mentioned statement.

Considering the execution time, the devices in T1 are faster than the ones in T2, consis-
tently with the computational capabilities of the involved devices. Considering the quantile
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0.95 of the ECDE the initiator in T2 takes 11.080 s to execute ePPTM in Full mode and
11.030 s in Truncated mode, while the initiator in T1 takes 94.870 seconds for the Full mode
and 91.217 seconds for the Truncated mode (see Fig. 3.8(a)). Similarly for the responder, in
T1, it takes 92.964 seconds in Full mode and 91.238 seconds in Truncated mode (quantiles
0.95), while in T2 it takes 10.850 seconds in Full mode and 10.996 seconds in the Truncated
mode (quantiles 0.95), (see Fig. 3.8(b)). We first notice that, independently from the testbed,
the execution time of the initiator is slightly higher than that of the responder, due to the
higher number of messages (and information) delivered by the initiator. We can confirm
this finding through the results of the bandwidth analysis, reporting, e.g., a quantile 0.95 of
overhead for the responder in full mode (T1) of 83.739 KB and 293.460 KB for the initia-
tor. We also see that the Truncated Mode reduces more significantly the execution time on
the responder rather than on the initiator, especially during the Time Trajectory Matching.
An interesting result we observe with dataset C (as opposed to the NC dataset) is that there
is no big difference between the Truncated Mode and Full Mode on both testbeds. Indeed,
when trajectories collide, trajectories are more similar. Thus, any computational overhead
saved by the Truncated Mode during the Space Trajectory Match sub-phase is compensated
by a similar (sometimes, even higher) overhead incurred during the Time Trajectory Match
sub-phase, not leading to reduced execution time.

Considering RAM consumption, the initiator requires slightly less RAM than the responder,
e.g., the quantile 0.95 of the RAM of the initiator in T1 in Full Mode is 107.508 Mbytes, while
for the responder, in the same setup, this is 109.201 Mbytes. There is a negligible difference
between the two modes, i.e., 107.336 Mbytes of RAM consumption in T1 with the Truncated
Mode.

Finally, as for the energy consumption, Fig. 3.8 (e) shows that, considering the testbed T1,
the responder consumes less energy than the initiator. Also, in line with the analysis of
the other performance metrics, the Truncated Mode does not decrease the overhead of the
protocol compared to the Full Mode. With the Full Mode, the initiator in the testbed T1 con-
sumes up to 73.373 J (quantile 0.95), while the responder in the same setup consumes up
to 43.717 J (quantile 0.95). At the same time, in the same setup, considering the Truncated
Mode, the initiator and the responder consume 87.0256 J and 62.769 J (quantiles 0.95), re-
spectively. As for the energy consumption, Fig. 3.8 (f) reports the energy consumption of
the initiator and responder in both modes of ePPTM considering the testbed T2. Recall
that the energy consumption for the initiator and the responder cannot be compared when
considering this testbed, since they run on different hardware and the power estimation is
calibrated differently. Despite such limitation, our tests show that the difference between the
energy consumption of the Full Mode and the Truncated Mode is negligible. The initiator in
the testbed T2, with the Full Mode, consumes up to 6.488 J (quantile 0.95), while it consumes
up to 5.045 ] with the Truncated Mode. Similarly, the responder in the same setup consumes
up to 30.109 J (quantile 0.95) when it runs in Full Mode and 32.093 ] (quantiles 0.95) when
it runs in the Truncated Mode, confirming our claims above.

Comparison. Finally, to position ePPTM in the current state of the art and quantify its im-
provements, we compare its performance against the protocol proposed in [191]. We first
consider the accuracy of the protocols, i.e., the capability of correctly identifying colliding
and non-colliding trajectories. We report the results of our investigation in Tab. 3.4, con-
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PPTM ePPTM
Full Mode | Full Mode

C C
NC|7 8% [0 0%
Ground Truth C 180 92% (87 100%

Table 3.4: Accuracy of Full modes of PPTM [191] and ePPTM considering actual colliding (C).
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Figure 3.9: Overall execution time of the solution in [191] and ePPTM on T2.

sidering the dataset C and the Full Mode. Note that the accuracy of the solution in [191] is
much worse than ePPTM when it comes to more sparse trajectories, in line with the features
of real-world trajectories. The solution proposed in [191] achieves an overall accuracy in
identifying colliding trajectories of only 0.916, not being able to identify all colliding trajec-
tories. Such accuracy becomes even lower considering the colliding points on sparse trajec-
tories. Specifically, the solution proposed in [191] reports 7 FNs, i.e., collisions erroneously
classified as non-collisions, representing 8.44% of our dataset. Such misclassifications are
due to the inaccuracy of the assumptions made by the proposal in [191] on the density of
the trajectory points—which are sparse in the real-world dataset, instead. In such scenarios,
our solution achieves zero FNs and zero FPs, while posing a reasonable and limited toll on
the involved AVs. We also evaluate the execution time of both solutions, considering the
same setup and the testbed T2. We report the results of our investigation in Fig. 3.9. The
solution in [191] is quicker than ePPTM, as the quantile 0.95 of the truncated mode and
full mode is 8.545 s and 9.379 s, respectively, compared to 21.984 s and 22.124 s of ePPTM
in the truncated mode and full mode, respectively. Such a difference is mostly due to the
computations occurring on the responder, e.g., the computation of the fictitious trajectory
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points. The solution in [191] is very efficient when trajectory points are dense. However, as
shown in Tab. 3.4, it does not provide the accuracy (and thus, safety) required by real-world
applications for sparse trajectories, not being safe to use in most realistic situations.

3.6. Discussion

We briefly discuss below some relevant aspects emerging from our performance assessment,
as well as some practical considerations that a system administrator can apply when deploy-
ing ePPTM in the real world.

Colliding vs Non-Colliding Trajectories. Comparing the results for non-colliding trajecto-
ries (Fig. 3.7) and colliding trajectories (Fig. 3.8), we notice that ePPTM requires much less
overhead in terms of execution time and energy consumption when the trajectories of the
involved devices do not collide. Indeed, when trajectories do not collide and are significantly
different, the Incremental Capsule Matching algorithm of ePPTM identifies the absence of
collisions earlier, so requiring much fewer rounds to complete. At the same time, we no-
tice that the Truncated Mode brings more significant savings in terms of execution time and
energy consumption when trajectories do not collide, rather than when they collide. In-
deed, when using the Truncated Mode with colliding trajectories, more trajectory points are
marked as colliding at the end of the Space Trajectory Match sub-phase and are provided
to the Time Trajectory Match sub-phase. Such points cause the Time Trajectory Match sub-
phase to generate an additional overhead, which outweighs the performance gains obtained
earlier. In many cases, the resulting overhead of the Time Trajectory Match sub-phase makes
the overall execution time and energy consumption of ePPTM higher in the Truncated Mode
than in the Full Mode. In Fig. 3.7 and Fig. 3.8, we compare the initiator and responder in T
to understand the computational overhead of the operations on the responder side as illus-
trated in Fig. 3.2. The additional operations that improve the accuracy require more RAM
consumption, as shown in Fig. 3.7(d) and Fig. 3.8 (d). Meanwhile, the energy consumption
is higher for the initiator than for the responder in the colliding dataset, which may be the
cause of keeping the communication socket open for multiple rounds. Whereas, in the non-
colliding dataset, the difference between the initiator and responder is not drastic, which
implies that, in case more rounds need to be executed, the more energy the initiator requires
to send packets to the responder, which is shown in Fig. 3.7(c).

Trade-off between Privacy and Overhead. Enhanced trajectory privacy comes at the cost of
higher protocol overhead, especially when the two trajectories have many points in common.
Let us consider the example shown in Fig. 3.10, considering the two trajectories identified
by green and red points, respectively. We notice that there are many collisions among the
points of the two trajectories (precisely, 46 on the initiator and 45 on the responder), lead-
ing to the necessity of narrowing down the comparison among them to the level of the single
points to identify them all with certainty. For this particular case, we break down in Tab. 3.5
the time required to execute ePPTM until the round ¢ and the additional privacy leakage of
the protocol in case the initiator would stop the protocol at that round. We first notice that
the first rounds of ePPTM take less time than the latest rounds. Indeed, in earlier rounds,
there are fewer capsule identifiers to compare, leading to less overhead than latest rounds.
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Figure 3.10: Example of colliding trajectories whose comparison could require significant time. Red and
green dots refer to the trajectories of the initiator and responder, respectively.

For this specific case, stopping the protocol at any round does not cause any additional pri-
vacy leakage to the initiator. Indeed, since the two trajectories are very similar to each other,
all colliding points are immediately identified (at round 1), and they do not change in the
following rounds. Although this is not always the case, this example is indicative of the am-
ple possibilities that involved devices have to stop protocol execution earlier. For example,
when the initiator realizes that the local set of colliding points is not changing after the first
four rounds of the protocol, it could stop execution earlier, by saving over 90% of the com-
putation time (from 10.278 s to 1.007 s). This choice comes at the risk of disclosing more
points than the ones colliding and giving up full trajectory privacy. In this case, there is no
additional privacy leakage, but it is not always the case. In real-world scenarios, where the
energy on AVs could be at budget, the vehicle could define an energy threshold, i.e., the max-
imum amount of energy that can be spent per protocol execution. Note that the vehicles
do not know in advance how many trajectory points do not collide with the other party —
this depends on the relationship between the two trajectories, which are always kept private.
Stopping the protocol based on a local (earlier) termination criterium allows for preserving
energy, computational overhead, memory, and communication while potentially incurring
just a little privacy leakage.

Multiple Protocol Instances among same AVs. Consider the case where two AVs which
already ran ePPTM in the past (independently from the outcome) come again in wireless
visibility after some time. If local and remote trajectory points are unchanged since the last
run of ePPTM with the remote device, they could simply skip protocol execution. If any
points are changed, in principle, the devices should run ePPTM once again from scratch.
However, we notice that a change in one or more points of the trajectory does not neces-
sarily lead to the change of the boundaries of the capsules used in the Incremental Capsule
Matching protocol, especially in the earlier rounds. For example, consider Fig. 3.11, where
the dark trajectory represents the trajectory of a vehicle at a time ¢, and the dark grey trajec-
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Round identifier | Time to complete up to Round N | Additional Leakage
1 0.0901 s 0%
2 0.167 s 0%
3 0.470 s 0%
4 1.007 s 0%
5 2416 0%
6 5.559s 0%
7 10.278 s 0%

Table 3.5: Time taken to complete ePPTM until round ¢ with the two trajectories in Fig. 3.10, and percentage
of additional trajectory points leaked (false positives).
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Figure 3.11: Example of change of trajectory points (light grey trajectory) compared to the earlier one (dark
trajectory), which does not generate a change in the capsules created during the earlier phases of the
Incremental Capsule Matching algorithm (¢ = 1,4 = 2 and i = 3), but only at later phases (¢ > 3).

tory represents the trajectory of the same vehicle after some time, e.g., ¢ +7". We notice that
the changes in point coordinates do not affect the capsules created at earlier rounds (i = 1,
i = 2, and ¢ = 3) but only the capsules created at later rounds (¢ > 3). Thus, the involved
entities can save the data related to the previous ePPTM instance with a specific remote de-
vice and reuse them without modifications, saving computational and energy resources at
the cost of some memory overhead. When changes in the trajectories are slight and the tra-
jectories are different enough, a (relatively small) change in the trajectory points does not
result in additional overhead. Conversely, when new trajectory points introduce significant
changes in the overall shape of the trajectory, the two AVs should run ePPTM once again
from scratch.

Direction Disclosure. Although ePPTM can provide full trajectory privacy, it does not
protect the information about the direction of the travel of the initiator. Indeed, such infor-
mation is encoded in the value of the angle O disclosed by the initiator at each round and
is immediately available to the responder. We do not see any relevant real-world use case
where this information leads to significant privacy leakage, without any location informa-
tion associated. However, if the protection of travel direction is required, a way to protect it
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is to use spheres rather than capsules, using a sphere radius equal to the larger value between
the capsule radius r and the capsule length h. However, using spheres rather than capsules
introduces false positives and, thus, a possible privacy leakage on the trajectory points dis-
closed to the remote party.

Scalability. As discussed in Sec. 3.2.1, our system model considers two AVs which would
like to discover spatiotemporal collisions in their trajectories without disclosing any other
information. Applying ePPTM in a context with multiple autonomous vehicles would re-
quire a linear overhead, as every time the protocol would have to be run once again. We see
opportunities to reduce the overhead significantly. For example, if the initiator has to run
the protocol at the same time with N non-colluding parties, it could re-use the encrypted
trajectory identifiers computed at each protocol round, with no privacy risks when N is sig-
nificantly smaller than the size of the space used for generating nonces. We will investigate
this in our future research.

Collision Resolution. Finally, we highlight that ePPTM is meant to detect collisions among
AVs, while collision resolution is, in general, out of scope. To mention a possible resolution
strategy, once collision has been detected through ePPTM, the vehicles can solve the situa-
tion by choosing new trajectory points to replace the colliding ones and ensuring that the
new points are different and do not lead to collisions. A reasonable solution is to agree to
such new points with the other party (no privacy), since safety takes priority over privacy.
When privacy takes priority, the two entities can run ePPTM once again only on the newly
chosen trajectory points to verify that they do not collide anymore. However, we stress that
collision resolution is out of the scope of this manuscript.

3.7. Related Work

In this chapter, we tackle the problem of privacy-preserving trajectory matching on AVs, i.e.,
the identification of any possible collision among planned trajectories of two vehicles. Such
a problem shares similarities with collision detection and collision avoidance, but also notable
differences. Collision detection and avoidance schemes discover incumbent collisions be-
tween two vehicles based on their current location and (an estimate of) future movements.
This objective can usually be achieved through sensors and various (communication) tech-
nologies integrated onboard, e.g. cameras, microphones, LIDARs, and RADARs. However,
such technologies only optimize route planning and improve logistic efficiency, and do not
achieve trajectory matching. In addition, in this chapter we would like to identify intersec-
tions in a privacy-preserving fashion, i.e., disclosing to the other party only colliding tra-
jectory points and time. This objective has been considered only by a few contributions, as
summarized in Tab. 3.6.

Overall, many different PETs and helping vector reduction schemes have been used in the
literature for providing privacy to trajectory data. We see PET's like OT ([64]), Garbled Cir-
cuits (GCs) ([234]), HE ([88]), secret sharing ([67]), k-anonymity ([207]), and PSI ([191,
204, 214]). We notice that only a few approaches are dedicated to privacy-preserving match-
ing of the overall trajectory of the moving entities, i.e., [64, 67, 88, 191, 205, 243]. Other
approaches only consider the current location of the devices, or a limited portion of the fu-
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Table 3.6: Qualitative comparison of privacy-preserving trajectory matching schemes. The symbol ®
indicates that the feature is fulfilled, while the symbol O indicates that the feature is not fulfilled.

Contribution Cryptography Full Trajectory Spatiotemporal No TTP Online  Applicable with Accurate with
Technique Matching Matching at Runtime  Complex Trajectories Sparse Trajectories
Ye et al. [243] 1-diversity [ ] @] @] [ ] { ]
Svaigen et al. [207] k-Anonym. O O O O O
Dehghan et al. [64] Grébner basis + OT [ ] [ ] [ J O O
Nkenyereye et al. [159]  CLSC + BP O O O O O
Liang et al. [247] CP-ABE O O O O O
Wei-jiang et al. [234] GC O O [ J O O
Frikken et al. [88] HE [ J O [ ] O @]
Anushka et al. [67] SSS [ ] O [ ] O O
Tedeschi et al. [213] El-Gamal O [ ) [ J O O
Sun et al. [205] PSI+BF (4 O ® O O
Tedeschi et al. [214] PSI @] @] [ ) O O
Sciancalepore et al. [191] PSI [ ] [ ] [ ] [ ) O
¢PPTM PSI ® ® [ ] (] ®

ture path based on such a current location, such as [213]. Many of the proposals in the
literature mostly consider the location of the devices when aiming to identify collisions,
with no considerations about time. This is the case, e.g., of the proposal by the authors
in [67, 88, 159, 205,207, 214, 234, 243, 247]. This occurs either because the proposed scheme
is conceived to identify collisions in the present moment, or because the vehicles are assumed
to be synchronized, which is almost never the case. We also notice that some proposals,
such as the ones in [159, 207, 243, 247], rely on TTPs available online at runtime for tra-
jectory matching. Although such TTPs could be easily accessible via the public Internet in
many cases, AVs often operate in environments characterized by intermittent or scarce Inter-
net connectivity. In those environments, the mentioned proposals cannot be used reliably.
Some solutions for full trajectory matching, such as [64], assume the vehicles do not take
complicated trajectories, but mostly follow paths described through polynominals. This is
clearly alimiting assumption, which does not apply for vehicles traveling over the air (drones)
or sea (ships), as well as vehicles in crowded urban areas. Finally, as mentioned in the in-
troduction and demonstrated experimentally in Sec. 3.5, our previous solution proposed
in [191] exhibits reduced performance when trajectory data are sparse, i.e., available with
coarse granularity. Thus, in such conditions, it could generate false negatives, i.e., missed
collisions, threatening the safety of the involved vehicles.

In this context, the ePPTM protocol proposed in this contribution extends and improves
our previous conference paper in [191] by providing a fully privacy-preserving mechanism
guaranteeing zero false negatives (i.e., no risks of collisions) even with sparse trajectories, in-
dependently from the level of details of the available trajectories. This is achieved through an
improved detection logic, relying on a new strategy for computing capsules on the responder
side.

3.8. Conclusion

In this chapter, we presented ePPTM, an accurate and energy-aware solution for privacy-
preserving spatiotemporal trajectory matching on autonomous vehicles. ePPTM efficiently
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combines two dedicated algorithms, i.e., the Incremental Capsule Matching algorithm, de-
tecting collisions based on capsules generated over various consecutive trajectory points,
and a privacy-preserving proximity testing algorithm, specifically dedicated to detecting
co-locations while preserving the privacy of trajectory points. We presented two modes of
ePPTM, i.e., the Truncated Mode and Full Mode, with the former potentially allowing to de-
crease computational overhead at the expense of little false positives, while always ensuring
zero false negatives (no missed collisions). We implemented an actual proof-of-concept of
ePPTM, released the code open source, and used such proof-of-concept to experimentally
test the accuracy and overhead of ePPTM using actual vehicles’ trajectories on two test envi-
ronments containing multiple heterogeneous devices. Our performance evaluation demon-
strates that ePPTM provides 100% accuracy in Full Mode, and it can be computationally
feasible and energy-friendly on modern autonomous vehicles especially when trajectories
have just a few colliding points. We also demonstrate the enhanced accuracy of our solution
compared to the most relevant competing solution available in the literature, at the cost of
potentially higher overhead. Future work will cover more complex scenarios with several
AVs and the development of a fully geometrical approach, so as to evaluate further the pros
and cons compared to our approach.
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emote attestation based on the Trusted Platform Module (TPM) enables verification of
R the authenticity and integrity of software running on a computer system or IoT devices.
However, as briefly outlined in Chapter 1.1.3, traditional binary remote attestation requires
the disclosure of all details about the executed software from all vendors, e.g., proprietary
code and sensitive configuration details, posing confidentiality concerns. To solve privacy
and intellectual property concerns and to address SRQ2, in this chapter, we introduce a
privacy-preserving remote attestation approach that allows executing traditional binary re-
mote attestation while selectively disclosing software details and providing input privacy.

4.1. Introduction

Ensuring computer system trustworthiness is crucial for system security. Trusted Comput-
ing, remote attestation, and measured boot are established technologies for verifying soft-
ware integrity and authenticity. Measured boot computes deterministic hash values to mea-
sure the integrity of all loaded software components on a target system, the attester Measure-
ments are stored in an event log in the kernel space of the operating system (OS), securely
anchored in a TPM [227] using a cryptographic folding hash. The Linux IMA extends mea-
sured boot to the OS and running applications. A verifier can use remote attestation to verify
claimed software on the attester.

Most software systems today use software from different sources and vendors, and compart-
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mentalization — e.g., containerization or virtualization—is a widely used security practice.
This enables developers to bundle their software and all its dependencies into a singular pack-
age that can be deployed and executed on different computing environments. Furthermore,
system administrators can utilize security policies to safeguard the host system and other
software from potentially malfunctioning or malicious compartments.

However, traditional binary remote attestation faces several issues:

1. Measuring and reporting all events from all (sub) components in the same place makes
it hard for a remote verifier to disentangle individual (sub)component log entries, es-
pecially with virtual machines (VMs) and containers.

2. Software vendors are unwilling to reveal file names or hash values of various binary
versions and files included in a software package for privacy and intellectual property
reasons. Passive attackers can infer running software versions based on hash values,
enabling targeted attacks based on known vulnerabilities. Only vendors know which
file names and hash values are valid and trusted, making them responsible for vouch-
ing for corresponding log entries’ validity.

In this chapter, we present a novel approach called Remote Attestation with Constrained
Disclosure (RACD), which allows for traditional binary remote attestation to mask and se-
lectively disclose event log entries. We achieve this by extending the Linux IMA concept
and adding a NIZK proof based on Schnorr signatures. Our RACD approach complies with
the third principle of remote attestation—constrained disclosure, which states that a target
should be able to enforce policies governing which measurements are sent to each verifier.
Our contributions in this chapter are:

1. Introducing our RACD approach, which enables constrained disclosure of event log
entries for binary remote attestation.

2. Providing a security and privacy analysis, including formal verification with ProVerif,
to ensure that our solution does not compromise existing security properties.

3. Developing a PoC implementation of our RACD approach, based on the Linux IMA
concept, and making the source code publicly available.

4. Demonstrating the feasibility of our approach through performance measurements
based on our PoC implementation.

The remainder of this chapter is organized as follows: In Section 4.2 provides an overview
of Trusted Computing and remote attestation. In Section 4.3, we present our system model,
use cases, and our threat model. We outline requirements for our proposed approach in
Section 4.4. Section 4.5 details our RACD concept. In Section 4.6 we provide the imple-
mentation details. To justify the efficacy of our solution in terms of security and privacy, we
evaluate it in Section 4.7. Performance measurements and results of the formal verification
with ProVerif are also discussed in this section. We analyze related work in Section 4.8. In
Section 4.9, we conclude the chapter and suggest potential future directions for our research.
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Figure 4.1: Traditional remote attestation process with the roles Attester, Verifier, and Relying Party (cf. IETF
RATS [30]).

4.2. Background

Our RACD approach relies on a TPM and utilizes a modified measured boot process and
remote attestation to ensure security. Measured boot, as defined by the Trusted Computing
Group (TCG), enables a system to maintain an integrity-protected event log of all executed
boot components, including the BIOS or UEFI, bootloader, and OS kernel [135, 37]. Each
log entry identifies a component, e.g., “UEFI” or “Linux Kernel”, along with a cryptographic
hash digest known as the measurement of the software binary.

To protect the log entries, they are anchored in a tamper-evident manner in a TPM with
multiple Platform Configuration Registers (PCRs). PCRs implement a cryptographic folding
hash function called extend, and they only allow data to be read from or extended to the PCR.
It is not possible to set a PCR to an arbitrary value.

In our RACD approach, the TPM is utilized due to its robust resistance against physical
attacks, making tampering impractical for attackers. Being passive, every component must
have the TPM measurement functionality integrated into its logic. Thus,

1. components execute their logic,

2. measure the next component in the boot order,

3. append the measurement to the boot event log and the TPM, and
4. pass control to the next component.

It is crucial that components are measured before execution, to ensure potentially malicious
components are recorded before they become active. At system power-on, the first com-
ponent to activate is the Core Root of Trust for Measurement (CRTM), which is typically
immutable and must be trusted implicitly.

In a remote attestation process, a target system, the attester, provides verifiable evidence to
a remote verifier (see Figure 4.1). Based on this evidence, the verifier appraises whether it
is trustworthy, i.e., runs only authentic software. For this purpose, remote attestation relies
on measured boot and the produced boot event log. When a communication partner, also
known as a relying party in IETF Remote Attestation Procedures (RATS) terminology [30],
needs to determine the trustworthiness of the attester, it requests an attestation from the
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verifier (Figure 4.1, step 1). The verifier requests an attestation from the attester (step 2) by
providing a random nonce that is used for freshness and to counter replay attacks. With a
TPM Quote operation (step 3), the attester instructs the TPM to create a digital signature
over its internal state, i.e., its PCRs, incorporating the nonce. The key that is used to sign
the internal state of the TPM is only known to the TPM. The attester provides the TPM
Quote and the event log as cryptographically signed evidence of its operational state to the
verifier (step 4). The verifier assesses the validity of the digital signature (step 5) by using
the corresponding public key or digital certificate. Then, it compares the entries in the event
log against a whitelist that contains known good component hashes. Finally (step 6), the
verifier communicates the attestation result securely to the relying party, indicating whether
the attester is trustworthy or not.

Linux IMA extends measured boot into the OS [252, 251]. Thereby, it measures and logs
all native application binaries before they are loaded into memory for execution, irrevocably
anchoring them in the TPM. Further, all files accessed by user root are measured [186, 185].
This way, IMA augments the remote attestation process with the IMA log, providing mea-
surements of OS binaries and files.

4.3. System Model

In this section, we use the terminology from the IETF RATS architecture [30] to describe
the components in our system model. We focus on the roles, their interactions, and involved
data (artifacts) to describe relevant processes. Involved roles are 1. the attester, that produces
evidence to be appraised by the verifier, 2. the verifier, who appraises the validity of evidence
from the attester and produces attestation results, 3. the relying party, that consumes attesta-
tion results from the verifier. Involved artifacts are 1. evidence, which are (digitally signed)
claims about the platform configuration, including measurements of software binaries and
files, such as TPM quotes and event logs, 2. the attestation result, that is produced by the ver-
ifier and that includes information about the trustworthiness of the attester, 3. the reference
values, that the verifier uses as a whitelist of known good measurements of software binaries
and files to appraise evidence.

Relying parties must ensure the integrity of a target system (attester) before entrusting it
with the computation of sensitive or confidential data. For that purpose, relying parties con-
sume attestation results from a verifier to determine the trustworthiness of an attester. We
adapt the traditional remote attestation architecture from Figure 4.1 and introduce the role
of partial verifiers, which appraise masked event logs with only partially disclosed entries
(cf. Figure 4.2). In this way, we can partition the event log and disclose only log entries that
are associated with a particular third party. To mask the event log and disclose only chosen
entries, we use non-deterministic hashes based on Schnorr signatures. The original respon-
sibility of the (main) verifier is distributed among several partial verifiers. The main verifier’s
new task is to assess if every entry in the event log has been verified by at least one partial
verifier. This is because we assume that a system can only be considered trustworthy if all
entries in the event log have been verified with a positive result, and no log entries remain
unchecked.
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Figure 4.2: Remote Attestation with Constrained Disclosure (RACD) process with the roles Attester, Verifier,
Partial Verifier, and Relying Party (cf. IETF RATS [30]).

Whenever a relying party needs to know if the attester is trusted, it contacts the verifier (cf.
Figure 4.2, step 1). The verifier requests an attestation from the attester (step 2), which per-
forms a TPM Quote operation (step 3). Up to this point there is no difference to the tra-
ditional remote attestation. However, instead of returning the TPM quote and the event
log to the verifier, the attester now requests partial verifications from the partial verifiers
(step 4). For this purpose, the attester sends the TPM quote, the nonce, the masked event
log (as created by our adapted measurement process, using non-deterministic hashes), and
the disclosed event log entries to the partial verifiers. Based on an event log entries policy,
the attester knows which entries must be appraised by which partial verifier. The event log
entries policy constitutes a lookup table, and may be implemented as one or more files, or
a database. This lookup table can, for instance, be installed and maintained by the system
operator, or distributed as part of the installed software packages, containers, or VMs.

Each partial verifier 1. verifies the TPM Quote signature, 2. appraises the integrity of the
masked event log against the TPM quote, 3. appraises the disclosed event log entries based
on our NIZK proof, and 4. matches the disclosed log entries to known-good reference val-
ues (whitelist). As a result, partial verifiers reply to the attester with a signed partial attes-
tation result, containing the nonce and a map of matched entries (the corresponding non-
deterministic hashes) from the masked event log, associated with an indicator whether the
entry is authentic/trusted.

After receiving all partial attestation results, the attester forwards them to the main verifier,
together with the TPM quote and the masked event log (step 5). In step 6, the main verifier
1. verifies the TPM Quote signature and the nonce, 2. validates the masked event log against
the TPM quote to verify its integrity, 3. verifies the signature of all partial attestation results
(using trusted certificates), and then 4. checks if each entry in the masked event log is hit by
atleast one (trusted) entry in the partial attestation results. Asa response to the relying party
(step 7), the main verifier sends a signed attestation result about the trustworthiness of the
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attester, exactly as in the traditional remote attestation process.

Note that in our RACD approach, the main verifier no longer needs to maintain reference
values. In contrast, traditional remote attestation requires maintaining a whitelist, which dis-
closes all running events on the attester system. Further, note that the RACD approach is still
based on roles, i.e., attester, verifier (split into partial verifiers and main verifier), and relying
party. One entity may implement several roles, e.g., a system with a TEE can implement both
a (co-located) verifier in a TEE and an attester in the Rich Execution Environment (REE).

With US President’s Executive Order (EO) 14028 on “Improving the Nation’s Cybersecurity”
[85], the Executive Office of the President mandates software vendors to provide customers
with Software Bills of Materials (SBOMs) [217]. A SBOM is a manifest for a software pack-
age and contains information such as file paths, hashes, and metadata supplied as part of
the software package in a machine-readable format. They are vendor-specific and can per-
fectly serve as lookup tables for the event log entries policy. Moreover, SBOMs can serve
as reference values for a verifier in a remote attestation process. Microsoft [68, 17, 153] and
Adobe [182], among others, ship their products with SBOMs.

4.3.1. Use Cases

Our RACD approach has several real-world applications, ranging from IoT and other em-
bedded Linux-based systems to desktop PCs and even cloud scenarios. The integrity and
authenticity of the software is verified by several provider-specific partial verifiers, each one
responsible for verifying a set of software components, represented as entries in the mea-
surement log. With our RACD approach, we are able to disclose only entries that belong to a
partial verifier, blinding all others. For instance, a system with the OS Ubuntu (Canonical),
Microsoft Teams, and JetBrains Intelli] IDEA installed, would require partial verifiers from
Canonical, Microsoft, and JetBrains. This motivates us to provide a scheme with capabilities
of traditional remote attention while providing privacy with constrained disclosure.

As long as there is software from multiple sources or providers involved, including contain-
ers and VMs, RACD is applicable. This applies to more or less managed systems, such as
home energy management systems and network equipment (routers, switches, etc.) as well
as interactive systems where users are allowed to install apps, such as automotive head unit
systems, Linux-based smartphones like Android, and cloud appliances. In the following, we
consider three concrete use cases.

Use Case 1: Charging of AVs

An AV (e.g., UAVs, cars, boats, to name a few) wants to recharge the battery at a charging
station and, in addition to the usual authentication with username and password—must con-
firm that its system is running the latest and uncorrupted version of the charging software.
For this purpose, the charging station requests an attestation from the customer system. The
AV system acts as an attester that triggers a TPM quote, and requests attestation results from
partial verifiers for the installed software. In this case, the charging station itself is also a par-
tial verifier, as it is the provider of the charging software, and consequently has the authority
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to appraise the relevant disclosed event log entries. The charging station fulfills the roles of
the relying party, the main verifier, and (a) partial verifier.

Use Case 2: Android Smartphone and VPN

An employee wants to use his or her smartphone to access his or her workplace virtual pri-
vate network (VPN). In addition to the 802.1X and IPsec authentication methods, the VPN
gateway requires proof that only authentic software is running on the smartphone, so as not
to risk espionage or targeted attacks by malicious apps on the smartphone. For this purpose,
the VPN gateway requests an attestation from the smartphone. The smartphone implements
the role of an attester, that triggers a TPM quote, and requests attestation results from par-
tial verifiers, e.g., app stores and the smartphone vendor, for the installed apps and system
software. The VPN gateway acts as verifier, and grants access to the VPN based on the trust-
worthiness of the attester, i.e., the smartphone.

Since TPMs are not available per se in mobile phones, the TCG provides the TPM 2.0 Mobile
Reference Architecture Specification [222] and the TPM 2.0 Mobile Common Profile [223]
that describe how to implement a TPM 2.0 in software in a TEE as available in mobile phones.
Further, Chakraborty et al. [49] describe a TPM 2.0 based on Subscriber Identity Module
(SIM) cards: “simTPM: User-centric TPM for Mobile Devices”

Use Case 3: Containerized Edge Node

Containerization in edge computing involves packaging applications and their dependencies
into containers for deployment on edge devices. Containers provide a consistent environ-
ment, ensuring applications run uniformly across diverse edge infrastructures. They offer
efficiency, portability, and scalability benefits. In edge scenarios, containers are often man-
aged using orchestration tools, allowing for automated deployment, scaling, and operations
of application containers across clusters of edge devices. This setup streamlines application
updates, minimizes overhead, and tackles the unique challenges of edge computing, like in-
termittent connectivity and limited resources. Containers share the same underlying OS
kernel, which lets Linux IMA within that kernel “see” and measure containerized applica-
tions. Unlike hypervisor-based virtualization that emulates an entire machine with its guest
OS and kernel, the host OS kernel remains unaware of applications running in the guest OS.

Security is crucial in edge containerization, as vulnerabilities could compromise the host
system or expose sensitive data, necessitating robust isolation and container management
practices. Using our RACD approach, edge nodes can selectively verify the trustworthiness
of containers by disclosing only log details specific to each container. RACD allows all con-
tainers to log into a single TPM PCR. With the event log entries policy—that holds informa-
tion about containerized software—, RACD can disentangle and partition the Linux IMA
event log, unmasking a separate set of entries for each of the containers without revealing
entries from other containers or software.

In general, our use cases could benefit from TEE technologies such as Intel Software Guard
Extensions (SGX) [120] or AMD Secure Encrypted Virtualization (SEV) [5]. However, these
technologies are only available on Intel or AMD machines, not on mobile phones. Further,
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Intel discontinued SGX technology for Core processors [220, 175] in favor of Trust Domain
Extensions (TDX) [121].

4.3.2. Threat Model

In traditional remote attestation, an attester reveals the entire list of running software and
verifiers know about all software running on attester systems. A (partial) verifier being an
HbC adversary, can leverage this information and query the Common Vulnerabilities and
Exposures (CVE) database to identify and exploit vulnerable software. The HbC verifier will
follow the attestation protocol, without deviating from the protocol’s procedure while trying
to learn as much information as possible. Even though the attester sends only (determinis-
tic) hashes of binaries along with the file path, an HbC verifier can use or produce a reverse
lookup table to match up the hashes to corresponding binaries. Consequently, the HbC veri-
fier has the ability of knowing if attesters run versions of software with unpatched vulnerabil-
ities to compromise their systems by launching targeted attacks. In the real-world scenario,
it would lead to a threat in network equipment that complies with the Bell-LaPadula integrity
model, as addressed in TCG Trusted Attestation Protocol (TAP) specifications [224, 225].

The Internet Engineering Task Force (IETF) Supply Chain Integrity, Transparency, and Trust
(SCITT) working group addresses EO 14028 requirements further and features transparency
of evidence, including remote attestation data and event logs. According to the requirements,
the traditional remote attestation does not provide user privacy or vendor privacy. Hence,
based on our use case 1 (see Section 4.3.1), the bank knows about all installed programs
on the target system (user privacy issue). In addition, the partial verifiers are capable of
understanding the programs of other partial verifiers (vendor privacy issue).

4.4. Requirements

Our goal is to introduce the technical means to enable constrained disclosure for TPM-based
remote attestation. Based on our system model (cf. Section 4.3), and especially our threat
model (cf. Section 4.3.2), we define the following security requirements:

R Integrity and authenticity of the attester’s operational state must be assured. A TPM-
anchored event log of all loaded software must be maintained.

Rg Confidential communication must be established between attester and (partial) veri-
fiers in order to prevent passive man-in-the-middle attacks.

RS Mutual authentication must take place between attester and (main/partial) verifier to
ensure the identity of each party.

R3 A suitable elliptic curve must be used that guarantees no information is leaked to at-
tackers. It must be efficient and have advantageous security properties for the integra-
tion with the RACD protocol based on a NIZK proof.

RE The attester must be able to (securely) disclose any subset of event log entries to several
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partial verifiers in a remote attestation process, while maintaining the existing (TPM-
rooted) security properties integrity and authenticity (cf. [57]).

R§ Partial verifiers must not be able to collude with each other, nor must they know each
other. Otherwise, they would have the power to merge constrained disclosures.

4.5. Remote Attestation with Constrained Disclosure

In this section, we introduce our RACD concept that enables binary remote attestation to
selectively disclose event log entries from the attester to partial verifiers, as described in Sec-
tion 4.3. Section 4.5.1 outlines our adapted measurement process. In Section 4.5.2, we de-
scribe our adapted remote attestation process. We use the notation depicted in Table 4.1.

Table 4.1: Notation Summary.

Notation Description

hy(+) Template hash function

H() Cryptographic hash function
w(+) Injective function

Reeventhash (") | Generates an event hash

Template hash domain

Integer domain

Generator of cyclic group G

i-th element of the template hash domain

Randomly chosen value for i-th element in X

Randomly chosen value for z; from the integer domain Z
Generator of the i-th element

Computed scalar for the i-th element/entry

Computed challenge for the i-th element/entry

Computed scalars as pairs of the i-th element

Computed scalar from the partial verifier for the i-th element/entry
Computed challenge from the partial verifier for the i-th element/entry
Prime order group of Curve25519

~
V)

<.

~—
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4.5.1. Measurement Process

We adapt the IMA measurement process as well as the binary remote attestation process to
allow selective disclosure of IMA log entries. For that purpose, we replace the deterministic
hashes in the log with non-deterministic hashes based on a NIZK proof (Schnorr signature)
per log entry. This allows us to disclose only corresponding entries to a partial verifier during
remote attestation, while keeping intact the TPM-based integrity protection of the event log
as a whole.

The measurement process of our RACD approach follows the same initial steps as the mea-
sured boot sequence. The chain of trust starts with the immutable Root of Trust for Measure-
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Figure 4.3: Computation of the template hash from Linux IMA and the event hash from our RACD approach.
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ment (RTM) and continues up to the OS. The difference in our approach lies in the Linux
IMA measurement process. The original implementation of IMA measures software using
a configurable deterministic hash algorithm, e.g., SHA-256, resulting in a file hash (cf. dia-
gram at the top of Figure 4.3). The file hash and the file path of the measured file are hashed
together with SHA-1, resulting in the template hash, according to IMA terminology. This
template hash is then used to extend the configured TPM PCR (by default PCR 10).

The deterministic template hash of a software binary is overly informative. An attacker can
deduce details about a specific binary using just the template hash, given that software bina-
ries are typically stored in known file paths and a limited number of versions exist with their
corresponding hashes. To avoid this issue, we employ a non-deterministic hash, called event
hash, in our RACD method. The term event aligns with TCG terminology. A diagram of the
event hash computation is shown at the bottom of Figure 4.3.

The event hash basically is the cryptographically blinded template hash, constructed by ap-
plying a NIZK signing process known as Schnorr signature [105, 34]. First, the template
hash function is defined as h : X' — Y (we use SHA-512). Let X be a set of template hashes
and function h transforms them into the range 5. In order to generate the event hash, a
generator g of a (cyclic) group G needs to be selected (generator g in the case of this work
is the base point of an appropriate elliptic curve over a finite field). Second, the function for
the event hash is defined as h n L x X — G, which is computed as

eventhas

h (r,x) := grelhr@), (4.1)

eventhash
The first step of the computation is to blind the template hash by generating a random integer
r € Z. x is an element of the template hash domain (z € X). The injective function
¢ : Y — Z maps Y into the integer domain Z. The event hash (instead of the template hash)

is stored in the IMA log and extended into the TPM PCR. Note: The scalar 7 is not saved in
the IMA log.
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PCR Event Hash IMA Template File Hash File Path c s

10 c4456...331 ima-cd 65727...12b boot_aggregate b4612...1ac 3cbd2...a47
10 73c9b...eff ima-cd 153f3...¢95 /1ib64/1d-linux-x86-64.50.2 9ced5...2bf febl4...476
10 9b0ed...c09 ima-cd 4ebaf...c9a /lib/x86_64-linux-gnu/libc.so.6 2bb78...100 219%e...fd5

10 fef56...71b ima-cd 64743...f69 /bin/dash 5234d...edd 06069...e68
10 ee599...667 ima-cd fc66b...cef /bin/mkdir de567...4bd 7fc90...a2b
10 089c4...4bf ima-cd 2f43e...699 /bin/ln 7d400...031 6bla7...e90

10 78bd2...14c ima-cd e46fd...b48 /bin/mount 067d...93d d7fc6...70c

Table 4.2: Constrained disclosure enhancements to the IMA log (eventlog, . )

Non-Interactive Zero-Knowledge Proof Generation

Once the event hash is created, the attester must produce a (non-interactive) “proof of knowl-
edge” based on the well-known Schnorr signature and Fiat-Shamir heuristic, which is then
presented to the partial verifier during the remote attestation process. The NIZK proof must
be generated for each measured binary in the IMA log. The attester (IMA) computes for ev-
ery measured entry i a generator g; := ¢#("7(*1))_ Next, it chooses a random integer v; € Z
and computes the value ¢; := g;". Afterwards, the challenge ¢, := H(g;,t;, heventnash (75, ;)
is generated, where H is a cryptographic hash function. Finally, the attester computes the
scalar s; := v, —¢;r; (mod |G|). The pair (c;, s;) is the “extra data” (cf. Figure 4.3) for each
log entry that is necessary for the partial verifier to verify the event hash since it has zero
knowledge of the key ;. The computational steps are based on the standard Schnorr NIZK
proof over an elliptic curve [105].

Adapted IMA Log for RACD

We introduce a new IMA log format where we replace the column template hash with event
hash to prevent confusion, since the event hash is the cryptographically blinded template
hash. The IMA Template column holds our new IMA template identifier ima-cd (“constrained
disclosure”). Again, for each entry 7 in the IMA log, an element r; € Z is randomly chosen
and used to compute the hash value h,, ., thash (755 ;). ;> an element of the domain X of
template hashes, is a concatenation of File Hash and File Path for each entry 7 in the IMA log
(the integer 7 is the index of a log entry). Besides, the columns ¢ and s are known as extra
data (cf. Table 4.2). The pair (c;, s;) is necessary for the partial verifier to verify the Schnorr
signature (the “proof of knowledge”).

4.5.2. Remote Attestation Process

Figure 4.4 visualizes our RACD process with focus on the partial verifiers. The (main) verifier
sends an attestation request to the attester, including a nonce for freshness and against replay
attacks . The attester performs a TPM quote and reads the event log. Then, the attester
requests partial verifications of the event log from all partial verifiers, passing the TPM quote,
the nonce, the masked event log—i.e., the entire Event Hash column IT ¢ epypg,qn) (eventLog, )
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Figure 4.4: Remote Attestation with Constrained Disclosure process.

— as well as the corresponding disclosed log entries S C eventLog, . and E' C extraData.
E C extraData defines the subset of corresponding pairs (c;, s;) of the disclosed log entries.

(2

Based on the event log entries policy, the attester knows which event log entries must be
verified by which partial verifier. Note that the Event Hash column contains only the non-
deterministic event hashes. Partial verifiers run through the following verification process:

L.

Verify the overall event log integrity of the masked event log by simulating the TPM
PCR extend operation over all (non-deterministic) event hashes, thus, recomputing
the expected TPM PCR value. Then, the partial verifier compares the recomputed
PCR value against the actual one from the TPM quote. Only if they match, the log is
considered.

. Verify the log entry integrity of all disclosed entries by verifying the Schnorr signature.

For this purpose, the partial verifier computes the generator g, for each of the corre-
sponding entries, which is the same as in the measurement procedure. Further, the
scalar ] := g." - Nepenthash (Ti> T;)¢i is computed, which is used in the cryptographic
hash function H in order to compute ¢, := H(g;,t:, Fepenthash (7> Z;))- Note that
the corresponding event hash, c;, and s, can be directly read from the log entry. Fi-
nally, the partial verifier accepts the proof of knowledge, if and only if ¢; = ¢,. This
verification process allows the attester to prove to the partial verifier that the event
hash is the masked template hash, without revealing the key. By applying this proce-
dure, the partial verifier has zero knowledge of the integer r,. Figure 4.5 illustrates in
mathematical notation the adapted version of the NIZK proof [34, 105].

. Appraise the content of log entries by matching the File Hash and File Path of each log
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Figure 4.5: Adapted Schnorr Non-Interactive Zero-Knowledge Proof.

entry with known-good reference values from a whitelist.

Partial verifiers return a signed partial attestation result to the attester. This includes the
nonce and a list of verified entries in the form (eventhash,result). The eventhash corre-
sponds to a disclosed log entry and the result is either trusted or not trusted. Finally, the at-
tester replies to the verifier with all partial attestation results, the TPM quote, and the masked

event log H(eventHash) (eventLogima—cd>'

The (main) verifier appraises all received partial attestation results. Only if attestation results
for all entries in the masked event log are present and trusted, the entire attester system is
considered trusted. The attestation result is then sent to the relying party.

There is a chance that entries are verified by more than one partial verifier. Shared libraries,
such as the libc, are used by several applications or containers, and consequently may be ver-
ified by multiple partial verifiers. The following is a more formal presentation of the partial
verification process: Let £ be the set of all entries of an event log, and e € E be a single
entry. Further, let d; C E be disclosed entries from an attester to a partial verifier ¢, and n
be the number of partial verifiers needed to verify all entries at least once. Then, the (main)
verifier needs U?:1 d; > E verified entries to ensure verifications for all entries (Ve € FE)
are present.

4.6. Implementation

We conduct performance measurements using a Raspberry Pi 3 Model B V1.2 running Rasp-
berry Pi OS Lite in version bullseye from February 21, 2023. A LetsTrust TPM with an Infi-
neon Optiga™ SLB 9670 TPM 2.0 is attached to the GPIO ports. The proof-of-concept (PoC)
implementation is based on CHARRA [87] and [92]. It is written in portable C99 and the
source code is available on GitHub at https://github.com/DominikRoy/RACD.
Our concept builds upon Linux IMA and remote attestation, but without modifying the
kernel source code. Instead, we develop userspace applications based on the IMA princi-
ple and log format, implementing the RACD protocol. To obtain more meaningful results,
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we evaluate the performance by running both attester and verifier applications on separate
Raspberry Pis, enabling a direct comparison of attestation and verification processes on the
same hardware.

We implement the Schnorr NIZK proof using Ed25519 [105], an elliptic curve that with
a maximum size of 32 bytes, as restricted by the hardware TPM on our target platform. It
supports SHA-256 as the strongest hash algorithm for event data in a TPM PCR Extend oper-
ation. We realize our NIZK logic with Libsodium [66] that employs the Ristretto technique.
We establish mutually-authenticated encrypted TLS 1.2 channels between the attester and
the verifier, as well as between the attester and all partial verifiers, using mbed TLS [14]. For
wire-encoding, we use Concise Binary Object Representation (CBOR) with the QCBOR li-
brary [146]. To communicate with the TPM, we use the TPM2-TSS library [89, 226].

To generate the Schnorr signature, Libsodium’s crypto_core_ristretto255_scalar_reduce() func-
tion uniformizes input values for arithmetic operations. The input consists of 512 bits (64
bytes), while the output is 256 bits (32 bytes). We use SHA-512 to hash the file hash and path,
which produces a 64-byte digest. This digest serves as the input for the Libsodium function
(cf. Algorithms 1 and 2). The resulting 32-byte output is our event hash.

Algorithm 1 provides pseudocode for Schnorr NIZK signing. The input is an event, i.e., a file
path and file hash. The algorithm generates the template hash on line 2 and reduces it into a
scalar on line 4 to fall within the range of 0 to L, where L = 22°2 4 2774231777737235353585
1937790883648493. Ristretto scalars are designed to stay within the range of 0 and L for
each arithmetic operation. Line 7, 9, and 12 check the validity to ensure that the resulting
value is still a valid point on the elliptic curve after scalar multiplication, and uses mathemat-
ical steps similar to those in Figure 4.5. Line 8 creates a new generator that is accepted if it is
a valid point on the curve, and can be used in place of the basepoint if the output is a valid
point on the curve. Lines 4, 5, 14, 15, and 16 use the modulo operation to keep scalars in the
valid range. Eventually, line 17 returns the event hash, and the scalars c and s.

Our NIZK verification (Algorithm 2) takes an event record (c, s, and event hash) as input,
and outputs true if the verification succeeds, false otherwise. Lines 3-6 create the genera-
tor g;. Line 12 adds the two valid curve points to obtain ¢,”, which determines if the proof
of knowledge is successful. Success is achieved only if ¢’ equals eventrecord.c (see Sec-
tion 4.5).

4.7. Evaluation

In this section, we evaluate our RACD approach. In Section 4.7.1, we provide a security
and privacy analysis. We demonstrate the feasibility of our approach with a performance
evaluation in Section 4.7.2. Section 4.7.3 discusses several aspects of our approach.

4.7.1. Security Analysis

Traditional binary remote attestation provides integrity and authenticity of event logs, pro-
tected in hardware by the TPM. The Template Hash is anchored in the TPM using the folding
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Algorithm 1: NIZK Signing

Input: event

Output: eventy,, 5, C> S

Function nizksign (event):

templatehash <— hp(event);

r «— random();

reduced ;. <— templatehash (mod L);
Ty, ¢— 1 - reducedy, o, (mod L);
eventy o, <— 9"

if event,,,;, is not a valid point then return error;
g « greduceddigcst;

if g, is not a valid point then return error;

v +— random();

t < g

if ¢, is not a valid point then return error;
C<— H(Qthi”eventhash);

reduced, +— ¢ (mod L);

r. «— r-reduced, (mod L);

s«—v—r, (mod L);

return eventy,, ., C, S

End Function

Algorithm 2: NIZK Verification

Input: eventrecord
Output: valid
Function nizkverify (eventrecord):
valid «—false;
templatehash <— hp(eventrecord.event);
reduced ; ., <— templatehash (mod L);
g; — greduceddigest;
if g, is not a valid point then return error;
gZ « ggventrecord.s.
s 1 >
if gi, is not a valid point then return error;

reduced, +— eventrecord.c (mod L);

reduced,
eventhash, «— eventrecord.event, ' ¢

if eventhaéhc is not a valid point then return error;
t,) +— gi, - eventhash,

C/ A H(gthi/”eventhash);

if ¢’ == eventrecord.c then valid +—true;

return valid;
End Function
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hash function PCR Extend, providing integrity protection for the entire event log. Further, at-
testation involves sending the log and a digital signature over the TPM’s internal state (TPM
quote) to a verifier to ensure both authenticity and integrity. This fulfills requirement RY.

Our RACD method improves binary remote attestation by adding the security property of
selective confidentiality regarding running software. This allows an attester system to dis-
close log entries while preserving the unlinkability between non-deterministic event hashes
and the actual software binary, which satisfies requirement 2. The fully masked and signed
event log, as well as the signed partial attestation results, are provided to the main verifier,
which can then verify their integrity and authenticity to assess the attester’s trustworthiness,
without knowing the actual running software.

We can disclose all entries to one verifier just like with traditional remote attestation, but
this is in contrast with our use case and does not require our RACD approach at all. Our
approach only allows communication between the attester and the main verifier, as well as
between the attester and partial verifiers. Partial verifiers are not allowed to communicate
with each other as per requirement ;.

Threat Defense

We counteract threats identified in our threat model (cf. Section 4.3.2). To prevent passive
man-in-the-middle attacks, we use encrypted communication (TLS) between attester and
all verifiers (requirement R25). This encrypted channel thwarts adversaries from reading the
event log and combining subsets of disclosed data. Before starting the attestation process,
we require mutual authentication between the attester and all verifiers (requirement R3).
RACD uses NIZK as a sub-protocol, so we utilize the existing NIZK proof system (with
adaptations) to achieve constrained disclosure (and privacy) while preserving the overall
integrity and authenticity of the event log. We rely on the pre-existing properties of NIZK
and informally demonstrate their validity in the following.

Completeness With the proof of knowledge, the attester convinces partial verifiers that
the event hash is the blinded template hash. In other words, if the verification is valid (¢; =
¢;), the partial verifier accepts the proof of knowledge over the relevant event hash for the
provided values A, .., shash (Tis ;)» C;> and s;.

Soundness The attester needs the secret to blind the template hash and to convince partial
verifiers of the correctness of the statement. If the attester fails to provide the secret, the
partial verifier cannot use the “extra data” for non-associated event hashes, making the proof
of knowledge verification invalid. This means the attester cannot convince the partial verifier
of a false statement.

Our approach involves providing the partial verifier with the subset of entries of the event
log and the proof of knowledge over the associated template hashes. We generate a random
value (secret) r; for each measurement and proof of knowledge v;,. We assume the use of a
secure random number generator and the recomputation of event hashes on each boot cycle.
If the same r; and v; are used for each NIZK generation, the partial verifier can retrieve the
secret. Thus, we use secure random generation and avoid using the same r; and v; during the



4. Remote Attestation with Constrained Disclosure 87

measurement process. If the secret can be extracted, the event hash would no longer blind
the template hash. If given two valid tuples with the same secret, the verifier can compute
the secret r;:
S1 =8 VT —U e rc(g—a)
= = =7 (4.2)
C2—C C2— 0 (cg — 1)

Zero-Knowledge To prove knowledge without revealing the secret used to blind the tem-
plate hash, we pass only the extra data (c;, ;) to the associated event hash h_,,.,,shasn (Ti) ;)
allowing partial verifiers to confirm the statement’s accuracy using a NIZK proof.

t; = 951 . hevem‘/hash(ri’ 332)
— g@(hT(wi»'(Ui*Ci"’i) .g"i'@(hT(%))'Ci

— g‘P(hT(%))'%*‘P(hT(f”q‘,))‘Ci'Ti . gri'@(hT(Ii»‘Ci (4.3)
— gW(hT(wi))"Ui—tﬂ(hT(%))‘Ci""i+7'i'¢(h7"(l’i))'Ci

= g@(hT(wi»'Ui = gil = ti'

Since we rely on scalar multiplication, it is not possible for adversaries or verifiers to infer
the template hash from Equation (4.1). The Elliptic Curve Discrete Log Problem (ECDLP)
makes it impractical to retrieve the secret used in the computation from publicly known
values. Our method assumes a properly chosen elliptic curve and a collision-resistant cryp-
tographic hash function used to compute the challenge c. The security of the NIZK depends
on the ECDLP, the properties of zero-knowledge proofs, a secure random number generator,
and a collision-resistant cryptographic hash function H.

Elliptic Curve Analysis

Curve25519 meets our requirements for size and security and supports the ladder technique
for fast scalar multiplication, making it a suitable elliptic curve for our purposes. We based
our selection on the elliptic curve analysis by Tanja Lange and D. J. Bernstein, who maintain
a website listing secure elliptic curves [27]. However, for our implementation of the Schnorr
signature scheme, we use the twisted Edwards curve Ed25519, which provides faster scalar
arithmetic and equivalent security to Curve25519 for signature schemes [25, 128]. Addi-
tionally, Ed25519 is already used for signature schemes in existing literature [26], making it
advantageous for our approach.

Curve25519 and Ed25519 have an order of 8L, where L is the large prime number 22°2 +
27742317777372353535851937790883648493. However, the Schnorr signature scheme
requires establishing prime order groups [40], which is more complicated with non-prime
order groups such as Curve25519 and Ed25519 due to their complex group structure. To
resolve this issue, we employ the Ristretto technique [102, 103], which constructs prime
order elliptic curve groups and eliminates the cofactor. Ristretto extends existing systems
using Ed25519 signatures and ensures no further cryptographic assumptions are required.
We need this for our work and thus map Edward points to Ristretto points and validate their
canonical encoding.
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Protocol Verification with ProVerif

Our protocol selectively discloses log entries while maintaining integrity and authenticity.
We use ProVerif to guarantee the secrecy of non-relevant log entries in a single round of our
scheme. In appendix A, we provide details about ProVerif and the definitions necessary to
understand the output shown in Lst. 4.1. We provide the ProVerif code on GitHubathttps:
//github.com/DominikRoy/RACD. We verify the secrecy of x; with ProVerif and en-
sure it cannot be retrieved by the verifier or extracted from the randomly generated variables
r;,v;. In our scheme, we define three events: 1. verifiedAttestationResult confirms the partial
verifier has verified the disclosed events, 2. sendAttestationResult allows the attester to collect
results from all partial verifiers and send them to the verifier, and 3. trustable indicates the

attester device is trustworthy if all partial verifier attestation results are valid.

Listing 4.1: Verification results of ProVerif on RACD.

Weak secret x i is true.

Query not attacker(x i[]) is true.

Query not attacker(r i[]) is true.

Query not attacker(v_i[]) is true.

Query event (trustable) ==> (event (sendAttestationResult
(tpmQuote signed,partialAttestationresults)) ==>
event (verifiedAttestationResult (n,c_i’,event hash,result)))
is true.

Listing 4.1 shows ProVerif’s formal verification outcome of our protocol. The values of x;,
r;, and v; are not retrievable by the attacker (lines 1-4). Only the vendor knows the associ-
ated value x;. The formal verification guarantees that the non-vendor event hashes do not
reveal information to non-associated vendors (partial verifiers). ProVerif ensures that the
event verifiedAttestationResult occurs before sendAttestationResult for the nonce, eventhash,
and result, confirming the authenticity of partialAttestationResults. The verifier confirms the
trustworthiness of the attester system only if all partialAttestationResults are valid. The or-
der of events is crucial to ensure ProVerif’s confirmation of the authenticity of the results and
extend the trust base with the attester’s device.

4.7.2. Performance Evaluation

We conducted experiments comparing our RACD approach with traditional remote attesta-
tion by running both attester and verifier applications on two Raspberry Pis (see Section 4.6
for details). Our aim was to measure the execution time of the attestation and verification
processes on the same hardware platform. We focused exclusively on the incremental impact
of RACD verification compared to traditional remote attestation process, as our main con-
tribution and the most expensive operation is the Schnorr NIZK proof verification, which is
performed for each entry in an event log.

Our experiments involved running 50 iterations with an event log size of 50 entries. The
attestation process for both schemes was similar, with RACD taking on average 224 ms and
traditional remote attestation taking 218 ms. The slight increase in RACD execution time
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was due to additional processing of the event log, such as creating the masked event log and
identifying disclosed entries. However, the RACD verification process took much longer
than traditional remote attestation, on average 178 ms compared to 13 ms. This was because
the verifier had to verify the NIZK proof for each entry, which required significantly more
computational steps.

2 100 —8— RACD Attestation ~—®— Traditional RA Attestation
F 80 —4— RACD Verification ~ —A— Traditional RA Verification

zg i e i e e T e e e e T T T e e T e e e S  w——— e
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Execution #

Figure 4.6: Execution time of attestation and verification processes for our RACD approach and traditional
remote attestation approach, using 50 iterations and 50 log entries.

Although TPM-based remote attestation with constrained disclosure comes at a cost, our
approach enables scalability by allowing verifications to be distributed and performed si-
multaneously by multiple partial verifiers. As the number of partial verifiers increases, the
time required for an entire verification process can decrease significantly. We did not con-
sider communication costs in our experiments, as we did not observe a significant difference.
Our results are depicted in Figure 4.6, where the x-axis contains the respective iteration of
the execution and the y-axis indicates the execution time in milliseconds.

4.7.3. Discussion

While initially using a nonce (as a salt or freshness key) might seem simpler and more elegant
compared to our NIZK method, it comes with limitations. For instance, all verifiers must be
online during the (measured) boot process to supply the nonce. Additionally, if the nonce is
not selected carefully, it becomes vulnerable to rainbow table attacks. On the other hand, our
NIZK approach offers the advantage of transferability, eliminating the need for verifiers to be
online during boot-up. NIZK also securely proves the validity of the data without disclosing
the underlying secret and allows for the verification of the obfuscated hash.

The computational burden associated with using NIZK for information security and limited
disclosure is acknowledged. We also concur that increasing the volume of log entries would
proportionally elevate the processing time. However, our analyses demonstrate that when
parallelized across 1 to 50 partial verifiers—each handling 50 unique log entries—the com-
putational time remains largely consistent. For example, Figure 4.6 on the x-axis depicts a
scenario involving 50 partial verifiers, each managing 50 individual log entries, culminat-
ing in a total of 2500 log entries. This is comparable to a basic Ubuntu system, which has
between 600 and 800 files and binaries measured by Linux’s IMA, not counting additional
vendor applications. Jager et al. [122] designed a software defined networking (SDN) node
for Industrial Internet of Things (IIoT) applications. Their node features approximately 600
entries for Xen’s Dom0 and about 1700 entries for Xen’s DomU in the Linux IMA logs. These
figures support the validity of our study, showing that our 2500 log entry evaluation closely
aligns with or even replicates real-world configurations.
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4.8. Related Work

Debes et al. [63] present an approach called Oblivious Remote Attestation (ORA) to achieve
zero-knowledge proof of integrity conformance. The authors emphasize the importance of
privacy of the prover system’s configuration and scalability in a multi-domain setting. To
achieve this, they propose two additional protocols for provisioning and configuration up-
dates, which are essential to ORA functioning. They also mandate the use of a TEE, an TPM
NV Extend Index, and TPM enhanced authorization (EA) policies, as they state these mea-
sures are necessary to ensure a privacy-friendly attestation. Specifically, they limit access
to an attestation key with TPM EA policies. In contrast, our RACD approach does not ex-
pand the Trusted Computing Base (TCB) by mandating the use of a TEE, TPM NV Extend
Indexes, or TPM EA policies. Our protocol attains an equivalent level of security, without
requiring the use of these supplementary measures, while extending its applicability to a
broader range of devices. Furthermore, our protocol executes approximately 50 ms faster
than theirs.

Sadeghi et al. [184] introduce property-based attestation (PBA) to address the privacy defi-
ciency of binary attestation. The idea is to use a TTP to map platform configurations—i.e.,
binary measurements—to (security) properties, such as “booted up correctly” or “IDS is run-
ning”. In contrast to our approach, a TTP is required. Chen et al. [53] extend the PBA proto-
col with a detailed design in theory that does not require a TTP. They apply ring signatures
and commitments. Compared to our work, they rely on a commitment scheme and require
more computational steps. Further, their concept has two privacy limitations: 1. If the set
of configurations is small, the verifier can guess configurations, and 2. multiple executions
of the protocol with different configurations allows to find an intersection. Both [184] and
[53] suggest designs but do not implement them. In contrast, we design a practical approach,
implement a PoC, and evaluate its security and performance.

Luo et al. [147] designed a privacy-preserving integrity measurement approach for contain-
ers. For each container, they measure all processes and generate a secret for each measure-
ment (PCR.secret), and the secret is stored in the event logs. Each container log entry is
XORed with a corresponding PCR.secret. All XORed values are folded into a folding hash
that is extended into a specific PCR in the TPM. During remote attestation, the verifier re-
ceives the PCR.secrets for the corresponding container and the accumulated hash of a PCR
signed by the TPM. The verifier applies the same procedure described above and compares
the actual value with the received one. The state of the other containers and the host system is
in the accumulated hash signed by the TPM. However, the verifier can only check the value
of the corresponding container. Jie et. al [125] have a similar approach. Instead of the XOR
operation, they concatenate the template hash with a random factor (shielded factor) that is
transmitted in plain to the verifier. Both methods transfer their secrets to the verifier. If one
binary measurement is sent to multiple verifiers, the uniqueness of the secret is not given.
However, our work does not reveal the secret but proves that we have knowledge about it.
Undeniably, approaches that use symmetric primitives offer performance benefits, but they
also come with aforementioned downsides, which we account for in our approach.

Lauer et al. introduce a formal model and logic for containerized systems and their interac-
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tions [141]. Based on these, they design and verify a secure integrity measurement system
for containerized systems. Since Linux IMA is incapable of creating domain/container spe-
cific integrity reports, they extend IMA in theory to achieve this functionality and gain ad-
ditional desirable properties, such as measurement log stability and constrained disclosure
for multi-domain systems. However, their approach requires each container (or domain) to
be measured into a separate TPM PCR. Since a TPM typically has 24 PCRs—from which
only 2-12 are available, depending on the platform configuration—, the number of contain-
ers that can be run and measured separately is very limited. For example, measured boot
uses PCRs 0-7 (and also 8-9, depending on the configuration), Linux IMA by default uses
PCR 10, Intel Trusted Execution Technology (TXT) [119] occupies PCR 17 for its Dynamic
Root of Trust for Measurement (DRTM), and PCRs 16 and 23 are debug PCRes, i.e., they are
intended for development and can be reset during runtime. The work from Lauer et al. can
greatly benefit from our work by measuring multiple containers into a single TPM PCR and
achieve the same properties for measurement logs: log stability and constrained disclosure.

Our RACD approach targets the secrecy of binary measurements during remote attestation.
There exists the Direct Anonymous Attestation (DAA) protocol [41] to keep the identity of
a TPM secret. However, DAA, Enhanced Privacy ID (EPID), etc., are orthogonal to our
approach and can be used in conjunction with it.

4.9. Conclusion

In this chapter, we showed how to realize constrained disclosure for TPM-based binary re-
mote attestation data by applying a non-interactive zero-knowledge (NIZK) system using
Schnorr signatures.

We thoroughly analyzed security properties informally as well as formally with ProVerif.
Based on our PoC implementation, we evaluated the performance and demonstrated its fea-
sibility. The performance results showcase that RACD requires, on average, 6 ms longer than
the traditional remote attestation, which is negligible. However, the verification process of
RACD takes much longer than the traditional process, due to the necessity to verify each
NIZK proof of each entry to guarantee constrained disclosure. The number of entries is influ-
enced by the number of IMA logs in a real system, which we discussed in this chapter. We
compared our approach with existing work and highlighted its uniqueness. As future work,
we intend to further research the application of our RACD approach in the context of VMs
and software containers, and plan to integrate it into IMA in the Linux kernel.
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T hird-Party Unmanned Aerial Vehicle (UAV) services, a.k.a. Drone-as-a-Service (Daa$),
are an increasingly adopted business model which enables possibly unskilled users with
no background knowledge to operate drones and run automated drone-based tasks. As
briefly highlighted in Chapter 1.1.3, due to the shared ownership of the involved data, Third-
Party UAV services require the adoption of multi-party access control solutions, possibly
leaking confidential information about the access control policies specified by the data own-
ers. In this chapter, we propose a privacy-preserving multi-party access control solution tai-
lored to the application scenarios of Third-Party UAV Services. This contributes to achieving
input privacy and addresses SRQ3 and SRQ4.

5.1. Introduction

The increasing availability on the market of UAVs, namely, drones, is making it even more
appealing to use them in various domains [23]. At the same time, regulations applying to
drone flights and professional certifications, required to fly such devices, require users to
spend significant time and money to use drones safely [235]. In this context, Third-Party
UAYV Services, also referred to as DaaS, represents an emerging business model where Ser-
vice Providers (SPs) lease ready-to-use drones, as well as certified pilots, customizable to the

95
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needs of any application scenario [24]. Today, DaaS providers are appearing on the market
at a high pace, and recent reports show this trend will increase in the next years [45].

Although the Daa$ paradigm significantly reduces the time and effort to integrate drones
into business, it also introduces security and privacy concerns. Drones are managed by
untrusted SPs, and they access resources owned by multiple parties. Thus, DaaS scenar-
ios should use multi-party access control solutions, which can regulate access to resources
through policies provided by multiple parties [199]. At the same time, such policies might
contain sensitive information, e.g., relationships among Data Owners (DOs). If leaked, such
information might raise privacy issues and, possibly, jeopardize business. Therefore, we need
to adopt privacy-preserving multi-party access control solutions for DaaS$ scenarios.

To the best of our knowledge, no solutions are available today for privacy-preserving multi-
party access control for constrained devices. Some solutions available in the literature cover
traditional domains (see Sec. 5.6), but their usage within drones is not straightforward. In-
deed, drones feature several constraints in terms of processing, communication, storage, and
energy. At the same time, drones frequently operate in remote areas where Internet connec-
tivity is scarce and no other entities are available to assist the processes. Therefore, currently-
available solutions need to be re-engineered to fit the requirements of the Daa$S scenario.

Contribution. Our work aims to investigate the feasibility of privacy-preserving multi-party
access control schemes for Third-Party UAV Services. Our scheme builds on top of an exist-
ing approach based on the SFE paradigm [195], further adapting its architecture to meet the
constraints and requirements of the Daa$S scenario. Through the proposed scheme, drones
can evaluate complex multi-party policies without relying on a persistent Internet connec-
tion and without inferring user policies specified by data owners. We deployed a proof-of-
concept of the proposed scheme on a Raspberry PI 3 and performed an extensive experi-
mental assessment to evaluate the performance of our approach w.r.t. several key metrics
for constrained devices. The results show that our scheme can support privacy-preserving
multi-party policy evaluation on a processing-constrained device in realistic configurations
while requiring a limited energy toll.

Roadmap. The remainder of the chapter is organized as follows. Sec. 5.2 introduces our sce-
nario, use cases, and requirements. Sec. 5.3 provides the details of our solution, and Sec. 5.4
discusses security considerations. Sec. 5.5 reports an experimental evaluation of our solu-
tion using a real proof-of-concept implementation. Sec. 5.6 discusses related work. Finally,
Sec. 5.7 concludes the chapter.

5.2. Scenario, Use Cases, and Requirements

In this section, we introduce our reference scenario and adversary model (Sec. 5.2.1). We
also provide practical use cases (Sec. 5.2.2), which are used to extract the main requirements
for achieving privacy-preserving multi-party access control in Daa$ scenarios (Sec. 5.2.3).
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5.2.1. Scenario and Adversary Model

The scenario considered in this work is based on the Third-Party UAV service architectural
paradigm, referred to as DaaS. The DaaS paradigm provides advantages in several applica-
tion domains, such as surveillance, farming, and construction [2], where individuals and
companies cannot afford to buy drones, maintain them, and/or acquire the licenses neces-
sary for flying UAVs.!

Without loss of generality, the Daa$ paradigm enables a SP to lease one or more drones to
its customers to achieve specific tasks, e.g., the inspection of specific equipment or areas [45,
236,242]. The SP provides the drones and equips them with the necessary tools, sensors, and
software applications, depending on the specific purpose the drone is intended for. Moreover,
the SP can provide a professional pilot to run operations on the field. The drones and their
sensors, hereby referred to as resources, are made available for usage and access to several
Data Consumers (DCs). To interact with the drone and access resources, DCs use controllers,
i.e., software applications that can be installed on the user equipment (such as a smartphone)
and that allow interacting with the drone, in real-time, through a dedicated (secure) network
connection.

Access to the resources provided by drones is regulated through access control policies spec-
ified by the DOs. Specifically, DCs can access data collected by the drone and integrated sen-
sors only if the access control policy associated with the resources allows for it (see Sec. 5.2.2
for practical examples). In specific situations, the DC can also be a DO. DaaS$ applications
may also include other entities, such as the Manufacturer, i.e., the entity that produced the
drone, which can be different from the SP. However, given that such entities are not directly
involved in the use cases tackled in our work, we do not focus specifically on their functions.

In this work, we focus on resources owned by multiple DOs, each with a different level of
authority on the resource. Examples of such resources include data on areas affected by natu-
ral disasters, agriculture fields, harbors, and buildings under construction (see Sec. 5.2.2 for
more details). In the IT domain, the protection of such resources is usually achieved through
multi-party access control [162]. In this paradigm, each DO can specify access constraints
on its resources (hereafter referred to as user policy), which define under which conditions a
subject is allowed to access a given resource. When a DC requires access to a resource, the
multi-party access control mechanism accounts for the user policies of all the owners of that
resource to determine whether the authorization should be granted or denied, while han-
dling possible conflicts among the DOs’ user policies, e.g., based on their level of authority
on the resource.

While the protection of co-owned resources is of utmost importance, user policies may also
be sensitive. If revealed, these policies can leak confidential information, e.g., about the
relationship among different DOs, the resource, and the specific DO [195]. The above con-
siderations are even more relevant in the DaaS domain. Indeed, drones might be more easily
hijacked and captured than traditional IT systems. Moreover, manufacturers often keep re-
mote access to the deployed vehicles, e.g., for maintenance, and might stealthily access such

'Several countries have regulation in place (e.g., FAA regulations in the US [1]) requiring individuals and companies
using UAV's to maintain a valid drone pilot license.
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policies when performing regular maintenance operations. Thus, the policy content should
be protected, resulting in the need to deploy a privacy-preserving multi-party access control
solution.

While solutions supporting privacy-preserving multi-party access control have been pro-
posed for traditional IT systems [195, 196], their application and contextualization in the
DaaS$ scenario poses additional challenges. Indeed, drones frequently operate in remote lo-
cations where connectivity is scarce or not available at all. Thus, drones cannot simply out-
source operations to more powerful servers available on the Internet or other network nodes,
but they have to perform all computations offline. Moreover, drones are energy-constrained
devices, which should preserve energy as much as possible so as not to consume all the avail-
able energy too quickly, before the expected end of their planned mission.

5.2.2. Use Cases

This section presents concrete use cases to illustrate the need for privacy-preserving multi-
party access control in Daa$S applications. From such use cases, we elicit the requirements
that such a solution should meet (cf. Sec. 5.2.3).

Disaster Management

Disaster management plays a major role nowadays, and the Daa$ paradigm is increasingly
used in related rescue operations [11, 165].

Application Scenario. Assume a disaster scenario, e.g., a landslide or flooding, where several
local forces (e.g., the local police, fire force, and municipality) and state forces (e.g., the mil-
itary) are involved in rescue operations. Using a drone, such entities can better orchestrate
their interventions and optimize the distribution of forces on the field. However, the rela-
tively short duration of the operation might not justify the costs needed to buy and maintain
a drone; rather, rescue forces can subscribe to a shared drone through the Daa$ paradigm to
coordinate their interventions. In this context, the military, local police, fire force, and mu-
nicipality are both DOs and DCs. Moreover, other entities may require access to the drone
and its resources, thus acting as DCs, to participate (in various capacities) in rescue oper-
ations, e.g., volunteers, paramedics, civil protection, and news channels. The resources to
be accessed include readings of the surrounding environment, e.g., the camera (video feed),
heat sensors (sensor data), and environmental sensor measurements, to identify victims and
monitor the status of flooding or landslide.

Problem. Assume that, during the operations, the drone flies over a military base near the
area where the natural disaster occurred. In such a situation, the military, acting in the ca-
pacity of DO, would like to deny access to the video feed and heat map to rescue forces, as
they could reveal sensitive information about the base. Therefore, the military force might
deploy an access control policy on the drone, explicitly denying access to the video feed to
any other entity when the drone flies in the proximity of the military base. However, this
policy might contain sensitive information, such as the location of the areas to be protected,
which should not be disclosed to entities with access to the drone, including the SP.
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As another example, consider the case where the drone discovers dead bodies. For privacy
and safety purposes, the rescue forces (police and fire forces, which are DOs) want to deny
the news channels access to the video stream. Indeed, not only private images could be
leaked, but also news-media operators might crowd the area, obstructing rescue operations.
At the same time, the knowledge about an access control policy enforcing such a condition
on the drone would immediately reveal to the news channel why they cannot access the video
stream.

Challenge. Enforcing privacy-preserving multi-party access control in this use case is partic-
ularly challenging. Natural disasters might occur in remote and temporarily hard-to-reach
locations, where Internet connectivity is limited. Therefore, the drone cannot rely on a per-
sistent Internet connection, e.g., to delegate policy evaluation to Cloud-based systems. As
a result, access control policies should be evaluated in a private way offline, involving only
the drone and, if present, locally-available user-owned resources, such as a controller, while
dealing with a resource-limited environment.

Smart Transport/Vessel Inspection

The DaaS paradigm can also support port authorities to optimize their inspection procedures
while minimizing related operation and deployment costs.

Application Scenario. A harbor has port authorities responsible for handling incoming and
outgoing ships, e.g., harbormaster, immigration bureau, and coast guard. We assume that
the port authorities (DOs) feature a drone, operated according to the Daa$S paradigm, used
for inspection activities and other tasks, e.g., validating the crew’s identity, inspecting ship-
ment documents, and checking compliance with shipping regulations. In particular, the
drone can be used by the harbormaster to coordinate the traffic of vessels and perform ves-
sel inspections. Similarly, the immigration bureau can use the drone to acquire and process
the visa documents and passports of crew members. At the same time, we assume that the
coast guard runs periodic surveillance operations in the harbor area. To prevent disclosure
of the activities performed during these operations, the coast guard may specify an access
control policy that restricts the access to the video stream of the drone when it flies in the
proximity of the operation area.

Problem. When the drone approaches a vessel for inspection, the harbormaster and the im-
migration bureau (DCs) might not be able to access the video stream of the drone, as the
trajectory of the drone might cross the area currently patrolled by the coast guard (DO). By
looking at the policies deployed by the coast guard on the drone, others DOs and the SP
might learn sensitive information about the operations run by the coast guard, such as the
date, time, and exact area in which such operations are performed.

Challenges. Vessel inspections typically occur some kilometers offshore, where persistent
Internet connection is not available. Therefore, the drone should be able to make access
decisions offline (i.e., while not being connected to the public Internet), resorting to the aid
of only locally-available entities (e.g., a controller), while not featuring connection to any
additional network element. In this setting, policy evaluation should not drain too much
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energy from the drone€’s battery, as returning to the harbor for battery recharge would result
in high costs and delays in the harbor operations.

Smart Construction

In smart construction, we envision that different companies (subcontractors) can rely on the
DaaS$ paradigm to automatize work and reduce costs [126, 166].

Application Scenario. Assume the owner of a construction site contracts multiple subcon-
tractors, specialized in specific areas of the site (e.g., plumbing, installing electricity lines).
The site manager can provide the subcontractors with a drone, e.g., to install electricity lines.
Additionally, for privacy reasons, the drone only features a connection to the private net-
work of the construction site owner, thus minimizing the information transferred through
the public network. Due to safety concerns, the contractor also enables external parties, such
as the power line authority, to regulate the usage of some resources. For instance, the power
line authority (DO) can specify access requirements to limit power usage by elements carried
by the drone. Indeed, abusing electricity usage during line installation operations could lead
to a power shortage or a blackout for the entire area. At the same time, the construction site
manager (DO) can authorize external entities to access the real-time video feed of the drone.
For instance, during the electrical installation, the authority can access the video streaming
to oversee if the installed electricity lines comply with regulations. Thus, specific installation
operations could be forbidden to the power line operator due to the constraints imposed by
the authority regulating the power grid.

Problem. If access control policies are loaded and used in clear on the drone, all parties
interacting with the drone can see the information contained in the user policies. At the same
time, an adversary capturing the drone might access these policies. Thus, they would know
why a specific entity using the drone cannot install the electricity lines, potentially leaking
sensitive information. For instance, knowledge of constraints expressed by the power grid
authority might be misused to achieve a blackout or shortage in the region.

Challenge. While performing the planned tasks, the drone can only connect to the construc-
tion site owner’s company network, which might offer limited services. Also, connecting
to such a network might require a VPN connection, which is typically hard to support on
the drone because of the significant communication, processing, and energy resources it re-
quires [9]. Therefore, to save energy and increase the drone’s battery lifetime as much as pos-
sible, policy evaluation should be executed locally, either onboard or through the assistance
of locally-available users’ equipment, while preserving the confidentiality of user policies.

5.2.3. Requirements

The use cases in the previous section highlight the need for the adoption of a privacy-preserving
multi-party access control scheme in the Daa$S scenario. On the one hand, multiple entities
(DOs) share ownership of resources and can specify access constraints to regulate their access
(Support for Multi-party Data Governance, R2). On the other hand, to enforce access con-
trol policies, the drone needs access to the DOs’ policies and the information therein. Such
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policies, however, can be sensitive. If leaked, unauthorized entities might infer sensitive in-
formation about, e.g., the identity of the entities using the drone and their relations. For
instance, unauthorized entities might retrieve the location of military bases (use case 5.2.2),
spatio-temporal information about joint military operations (use case 5.2.2), and the restric-
tions on the usage of power lines (use case 5.2.2). Thus, Daa$ use cases require an access
control solution that allows the privacy-preserving evaluation of DOs’ policies (Policy Con-
fidentiality). In particular, the access control mechanism should preserve the confidentiality
of the access constraints in the user policies (Attribute Confidentiality, R3) while remaining
capable of collaborative decisions. Moreover, it should prevent someone from linking the
access decision to a specific user policy, which can be exploited to derive the user policies
(Decision Untraceability, R4).

However, the design of such an advanced security mechanism in Daa$S applications comes
with several constraints. First, drones involved in Daa$ applications might not feature per-
sistent Internet connection. Even when equipped with a SIM providing mobile Internet
connection, the drone might operate in areas where Internet connectivity is temporarily out
of service (e.g., soon after a natural disaster occurred, as in use case 5.2.2), is not available
(e.g., offshore, as in use case 5.2.2), or where there are restrictions on the type of connection
to be used (as in use case 5.2.2). As a result, drones cannot reliably outsource access control
operations to the Cloud or any fully-trusted edge devices. Conversely, they need to evaluate
access control policies and enforce access decisions offline, at most, with the assistance of a
semi-trusted party available in the field (Outsourced Third Party, R1).

In addition, although significant processing and storage resources might be available, drones
are typically energy-constrained devices, which should be able to complete all planned tasks
before battery exhaustion. For instance, interrupting their tasks to re-charge the battery
might cause loss of lives as in use case 5.2.2, economic losses as in use case 5.2.2, and construc-
tion delays as in use case 5.2.2. Therefore, the enforcement of privacy-preserving multi-party
access control should be computationally lightweight, i.e., it should not have a large impact
on the time necessary to access resources and the overall lifetime of the drone (Constrained
Environments, R5).

We summarize the aforementioned requirements in Tab. 5.1.

5.3. Privacy-preserving multi-party access controlin
Daa$S

A main problem of existing multi-party access control solutions is that they typically do not
account for the protection of the policies, whose disclosure can leak confidential information
as well. This problem is addressed in [195], which proposes a framework for the privacy-
preserving evaluation of multi-party access control policies. In this work, we rely on that
framework for the specification of multi-party access control policies and for the crypto-
graphic primitives for their secure evaluation; based on it, we propose a privacy-preserving
multi-party access control architecture for the DaaS scenario. We first present an overview
of the framework in [195] (Sec. 5.3.1); we then describe the architecture of our solution
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Table 5.1: Privacy-preserving multi-party access-control requirements.

ID |Requirements Description
Outsourced . .

R1 Third Party The scheme allows the assistance of a semi-trusted party.
Multi-part . .

R2 urparty The scheme allows to specify access constraints to

Data Governance .
co-owning resources.

Attribut
R3 roure The scheme should preserve the confidentiality of the
Confidentiality o .
access constraints in the policies.
R4 Dec1510{1' The scheme should prevent someone from linking the
Untraceability g ) )
access decision to a specific user policy.
trained
R5 Cofls raine The scheme should be computationally lightweight.
Environments

(Sec. 5.3.2) and the protocol flow (Sec. 5.3.3).

5.3.1. Privacy-Preserving Policy Evaluation via Secure Function
Evaluation

Our work is built on top of the framework for privacy-preserving multi-party access con-
trol proposed in [195]. This framework allows users to provide their policies, expressed
in Attribute-Based Access Control (ABAC), in private form and provides secure computa-
tion protocols for evaluating multi-party policies, preserving the confidentiality of the user
policies forming the multi-party access control policy.

The authors of [195] realized their framework and secure protocol using the SFE paradigm [65].
SEE allows several parties to compute a function on their private inputs without revealing
any information besides the result of the function. Given two parties p,, p, and their cor-
responding inputs x and y, each party creates secret shares for their input, represented as
{2}y, (@), and (y),, () respec. such as (z), ® (a) = @ and (y), ® (y), = y. Fach
party shares one of the input shares with the remote party and evaluates a given function f
using the shares in its possession. The actual result of the function (z = f(z,y)) can then
be reconstructed by combining the shares of the result, (2),, and (z),, obtained by applying

[ to the input shares, i.e., z = (z), ® (2),.

By leveraging the SFE paradigm, the work in [195] devises secure computation protocols for
target evaluation and policy composition of ABAC policies. These protocols are used for the
privacy-preserving evaluation of multi-party access control policies. Intuitively, multi-party
policies are created from the shares of user policies, which specify the DOs’s access constraints
for their resources, according to a policy template defining how user policies should be com-
bined based on the relationship between the DOs and the resource. When receiving an access
request, the server and a Semi-Trusted Party (STP) evaluate the request, each using its share
of the multi-party policy. The access decision is obtained by combining the shares of the
decision computed by these entities on their shares of the multi-party policy and request.
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Although the proposal in [195] addresses privacy concerns in multi-party settings, it has not
been considered or applied in constrained scenarios, where the involved entities are char-
acterized by computational, communication, storage, and energy constraints, and feature
a non-persistent Internet connection. We take such a step ahead through our work, as de-
scribed in the rest of the section.

5.3.2. Architecture Overview

Fig. 5.1 presents the architectural view of the proposed privacy-preserving multi-party access
control system for the DaaS scenario. The architecture comprises five main entities: the DOs,
the SP, the STP, the controller, and the drone.

o The DOs are the entities that own the resources in the system. We specifically consider a
multi-owner scenario, where multiple owners might share possession of a specific resource.
In this context, each DO defines user policies (in the form of ABAC policies), specifying the
access constraints a requester should fulfill to access the protected resource. We assume
that DOs are known in advance.

o The SP is the entity responsible for the services offered by the drone and for the enforce-
ment of DOs’ access constraints.

o The STP is a semi-trusted party that assists the SP in the privacy-preserving evaluation of

multi-party access control policy.

The controller runs on a device possessed by the DC, equipped with (wireless) communi-

cation capabilities, e.g., a mobile phone. Within the controller, we identify two main in-

dependent and isolated logical spaces: the client space and the STP space. The client space
encompasses the applications used by the DC to access the resources on the drone. The

STP space is controlled by the STP and comprises a Policy Decision Point (PDP) aimed to

support the privacy-preserving evaluation of multi-party policies.

o The Drone is the entity possessing the resource(s) requested by the DC client. When de-
ployed for the planned mission, the drone communicates persistently with the controller,
and it does not feature a persistent Internet connection. To protect its resources and ser-
vices, the drone includes a Access Control Module (ACM), which comprises a Policy En-
forcement Point (PEP), a PDP, a Policy Information Point (PIP). The PEP is responsible for
the interaction with the DC’s application and enforcing the access decision; the PDP eval-
uates the DC’s requests (with the assistance of the PDP in the STP space); the PIP gathers
environmental attributes (e.g., from sensors) needed for policy evaluation.

The DOs, STP, and SP interact offline during the setup phase to configure the access control
policies for the protection of the drone€’s resources, such as data and physical capabilities
provided by the drone. The DOs create two shares of their user policy (denoted as (s), and
(s), in Fig. 5.1) and provide one share to the SP and the other to the STP. From these shares,
the SP and STP separately construct a multi-party policy, specifying the permissions to be
enforced on drone resources, based on a predefined policies templates.” The shares of the
multi-party policy are then deployed by the SP and STP into the drone and STP space on the

*As in [195], we assume that the policy template is defined by the SP, in agreement with the DOs, based on their
relationship with the resources to be protected.
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Figure 5.1: Architecture of the Privacy-Preserving Multi-Party Access Control scheme for the DaaS scenarios.

controller, respectively.

When operating in the field, a DC might request access to resources or services offered by
the drone (through the applications installed in the controller). Access to these resources
and services is determined at runtime in a privacy-preserving way through the interaction
of two entities: the controller and the drone. In particular, the PDPs in the drone and in the
STP space of the controller evaluate the request against the share of the multi-party policy,
independently. The drone recombines the computed shares of the decision to reconstruct
the final access decision to be enforced. Note that the whole protocol flow is executed locally
between the controller and the drone, without an online connection to the public Internet.

The communication between the controller and the drone is managed through two interfaces.
The Request/Response Handler (RRH) manages the interaction between the application in
the client space and the drone, whereas the Protocol Handler (PH) enables the interactions
between the drone and the STP PDP for privacy-preserving policy evaluation.

Security Assumptions. We assume an honest-but-curious threat model, where the entities
behave according to the protocol specification, but they are interested in obtaining more
information from their input, intermediary messages and output. In addition, we assume
that the SP and the STP are independent entities, which do not collude. We will discuss the
implications of collusion attacks in Sec. 5.4. We also assume that the client space and the STP
space deployed on the controller are independent and do not interact with each other. This
can be achieved, e.g., by using containerization techniques that provide built-in isolation
among processes.

5.3.3. Protocol Details

Our scheme includes two phases: setup phase and online phase. A sequence diagram repre-
senting the schema is presented in Fig. 5.2.

Setup Phase. This phase, executed offline before the deployment of the DaaS, involves the
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following steps:

(1) The DOs generate secret shares of their user policies, i.e., (s),, (5),-

(2) Using a secure connection over the public Internet, the DOs provide one secret share,
ie., (s),, to the SP.

(3) At the same time, the DOs provide the other secret share, i.e., (s)
another secure connection.

(4) Using a secure channel, the SP sends to the STP the policy template used to construct the
multi-party policy using DOs’ shares.

(5) The STP deploys the multi-party policy into the controller.

(6) Similarly, the SP deploys the multi-party policy into the drone.

p 0 the STP using

Online Phase. In this phase, the DC’s controller and the drone interact to determine whether
access to the requested resources should be granted. This phase involves the following steps:

(1) The application hosted in the client space of the controller sends a request to the drone
for accessing a resource.

(2) At reception of the request, the Drone PEP requests the Drone PIP to provide environ-
mental attributes for policy evaluation.

(3) The Drone PIP retrieves the environment attributes from the drone’s sensors and sends
them to the Drone PEP, which augments the access request with those attributes.

(4) The Drone PEP forwards the request to the STP PDP, which generates two shares of the
request, (g),, and (g),, using a share generation algorithm. One share, (g),,, is kept on
the drone; the other, (g),, is meant for remote evaluation on the STP.

(5) The drone forwards the share (g),, to the PDP in the STP space.

(6) The Drone PDP and the PDP in the STP space evaluate their shares of the request using
their shares of multi-party policy, resulting in the shares of the decision, namely, (d),,
and (d), resp.

(7) The STP PDP sends its share of the decision, i.e., (d),, to the Drone PDP.

(8) The Drone PDP re-combines the shares (d), and (d),, obtaining the final decision d.

(9) The final decision d is sent to the Drone PEP for its enforcement.

(10) If the decision is permit, the drone grants access to the resource(s). Otherwise, if the
decision is deny, the drone notifies the requesting application that access is denied.

5.4. Security Considerations

In the following, we discuss the security properties of the proposed scheme. Overall, the
discussed approach is secure against an honest-but-curious adversary. This means that the
involved parties (DC, DOs, STP, and SP) follow the protocol steps and, at the same time, aim
to obtain sensitive information from the exchanged messages. In this context, we can see that
none of the involved entities can learn information about the user policies. Specifically:

o The SP cannot derive the DOs’ user policies. This is because the SP knows only one share of
the user policies, which is insufficient to obtain the user policies thanks to the SFE proper-
ties [65]. At the same time, the SP is the entity deploying and managing the drone. Thus, it
knows the final decision and the specific request issued by the application. This is necessary
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Figure 5.2: Sequence diagrams of the Setup Phase and Online Phase of the proposed scheme.

as the drone needs to provide access to the requested resource. However, this information
is insufficient to derive the individual user policies.

The STP cannot derive the user policies nor the final access decision. As we assume the
STP space and the Client space in the controller are isolated, the STP has only one share of
the user policy and the policy template, not enough to infer the user policies.

On the controller, the application knows the final decision. However, the application can-
not infer the individual user policies from it as it does not have any share. However, we
highlight that the application might attempt to reconstruct the multi-party policy, e.g., by
issuing all possible requests. However, we highlight that, in our scenario, issuing all pos-
sible requests might be difficult, if not impossible, as attributes are retrieved by the PIP at
run time.

It is also worth discussing the impact of collusion attacks on the security of our scheme.

Collusion between SP and DOs. Some DOs might collude with the SP to learn the policies

of
co

the other DOs. However, the DOs and the SP combined have only one share of the non-
lluding DOs’ user policies. Thus, they cannot derive any information about these policies

from intermediary messages.

Collusion between STP and DOs. Even in the case where all but one DOs collude with the
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STP, they cannot infer the user policies of the honest DO, as the STP does not know the final
decision. Thus, the STP and the colluding DOs cannot compare such a decision with the
known user policies to derive the unknown ones.

Collusion between SP and application. Neither the SP nor the application has access to the
other share of DOs’ user policies. Thus, even if they collude, they cannot learn them. Both
entities know the final decision; thus, neither of them learns new information.

Collusion between STP and application. Similarly to the previous case, the STP and ap-
plication do not have both the shares of the user policies. Thus, they cannot infer them. By
colluding with the application, the STP can learn the final decision. Yet, the STP cannot
derive DOs’ user policies from it.

5.5. Evaluation

We evaluated our scheme, presented in Sec. 5.3, based on its performance and feasibility in
the DaaS$ scenario. Specifically, we are interested in answering the following three research
questions:

o CRQ1: How the level of policy granularity in the scenario affects the communication, pro-
cessing, and energy cost of the proposed privacy-preserving multi-party policy evaluation
scheme on a constrained drone and controller?

o CRQ2: How the number of stakeholders in the scenario affects the communication, pro-
cessing, and energy cost of the proposed privacy-preserving multi-party policy evaluation
scheme on a constrained drone and controller?

o CRQ3: How does the proposed scheme perform compared to alternative privacy-preserving
solutions available in the literature?

DaasS$ scenarios are typically highly dynamic. Thus, they require solutions able to adapt to
different contexts. In the field of access control, this is usually achieved by employing fine-
grained policies, which give users more control over the data. However, supporting a fine
granularity often requires access requests to include a large number of attributes for their
evaluation, which might impact system performance. CRQ1 investigates the impact of pol-
icy granularity (represented as the number of attributes to be evaluated) on the performance
of the proposed scheme in terms of processing, communication, and energy costs. Moreover,
the number of stakeholders in the scenario (e.g., DOs) may impact system performances,
which is the focus of CRQ2. The number of stakeholders managing the resources is typi-
cally reflected in the complexity and size of the access control policy, where larger and more
complex policies might require higher execution time, communication overhead, and en-
ergy cost for policy evaluation. For both CRQ1 and CRQ2, we are interested in such per-
formance costs on both the constrained drone and the controller hosting the STP. Knowing
beforehand the protocol’s demands on both entities can help manufacturers and SPs deploy
devices with the necessary processing, communication, and energy capabilities to achieve
the planned tasks and minimize deployment costs. In this work, we employ SFE as the un-
derlying privacy-preserving technique for the proposed scheme. CRQ3 aims to assess this
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choice by comparing our solution against the use of other privacy-preserving techniques
available in the literature, applied in traditional IT domains.

5.5.1. Proof-of-Concept Implementation and Deployment

To answer our research questions, we implemented a proof-of-concept of our proposed solu-
tion.> For our implementation, we got inspiration from the work in [195], which presents a
prototype implementation of their approach for the privacy-preserving evaluation of multi-
party access control policies. Their prototype relies on the ABY framework [65] as the main
building block. In a nutshell, the ABY framework provides basic modules to design secure
two-party computation protocols using Arithmetic, Boolean circuits, and Yao's garbled cir-
cuits. However, the prototype in [195] was used to evaluate the performance of the approach
using a fully local simulation running on a single machine. In this respect, it does not sup-
port the pre-sharing of the user policies and remote connections, as required by the DaaS
scenario.

For our proof-of-concept, we followed the same logic of [195] but provided additional func-
tionalities to support a network environment compliant with the Daa$S scenario. In particu-
lar, we (i) organized the code into several processes, (ii) distributed such processes on several
hardware platforms, and (iii) enabled remote communication capabilities using communi-
cation sockets. In this context, a major improvement of our implementation is the adoption
of the PutINSharedGate available from the ABY framework instead of using the PutINGate
asin [195]. Specifically, using the PutINSharedGate allows us to compute and pre-deploy the
shares of the user policies during the setup phase rather than providing these policies in plain-
text during the online phase, as was done in [195]. To achieve privacy-preserving multi-party
policy evaluation, we used 32-bit Boolean circuits and configured the ABY framework to
provide a security level of 114 bits.

To answer CRQ3, we additionally implemented another proof-of-concept based on the Partially
Homomorphic Encryption (PHE)-based protocol proposed in [195]. In this regard, we also
considered using Fully Homomorphic Encryption (FHE) in the benchmark protocol. Ata
first glance, applying FHE might appear a suitable choice for our scenario due to the well-
known properties of FHE to carry out both additions and multiplications in the encrypted
domain. However, we discarded such an option as, to preserve policy confidentiality, an
equivalent scheme based on FHE would also require the deployment of an online third party
(not to let the drone know the user policies). When such a third party is involved in the pro-
tocol, a solution based on FHE would require more computational overhead than a solution
based on PHE due to the well-known high processing toll of FHE schemes. For implement-
ing PHE-based operations, we used the GMP multiprecision library, in the C++ program-
ming language. To enable a fair comparison with our approach, we improved the original
implementation using actual remote sockets. Thus, the results reported in Sec. 5.5.5 con-
sider the same deployment of our proposed approach and the competing solution in terms
of hardware, software, and communication setup.

We deployed our proof-of-concept implementations on a real heterogeneous network. To

*The source code is available at ht tps://github.com/DominikRoy/PP-Daas.
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emulate the drone, we used a Raspberry PI 3 Model B+ [176]. This is an embedded plat-
form equipped with a Cortex-A53 processor running at 1.4 GHz, 1GB of RAM, and 16GB
of storage. As acknowledged in the literature [144, 139], the computational and bandwidth
resources offered by the Raspberry PI are comparable to the ones provided by low-end com-
mercial drones, and, recently, some commercial drones integrating a Raspberry PI as an on-
board CPU also became available on the market [75]. Thus, using the Raspberry PI allows
us to evaluate our solution in a realistic setting.

On the other hand, we considered two deployment setups for the controller hosting the STP.
In the first setup, we used a regular laptop Lenovo Thinkpad P1, equipped with two Intel
Core i7-8750H processors running at 2.20 GHz, 32GB of RAM, and 1 TB of SDD Storage,
while in the second we used a Raspberry PI 3 Model B+. Hereafter, we refer to the two
setups as Testbed 1 and Testbed 2, respectively. These testbeds allow us to investigate the
system performance when heterogeneous hardware is used as a controller. When run on the
laptop, the STP executes in a Docker virtual environment, while it executes as a native process
when run on the Raspberry Pi. From the communication perspective, the Raspberry Pi
modelling the drone and the STP (running either on another Raspberry Pi or on the laptop)
communicate over an ad-hoc WiFi network.

5.5.2. Evaluation Metrics

To assess the practical feasibility of our scheme for the DaaS scenario, we evaluated our proof-
of-concept implementations in terms of processing, communication, and energy costs.

We measured the processing costs for evaluating an access request in terms of the execution
time of the setup phase (in milliseconds), the execution time of the online phase (in millisec-
onds), and RAM occupancy (in kilobytes). To carry out time measurements, we leveraged
the integrated measurement system provided by the ABY framework. The ABY framework
provides built-in benchmarking routines to measure the execution time of its various phases
(setup, circuit generation, garbling, OTextension, online). However, these phases do not pre-
cisely map to the phases of our scheme. Thus, for measuring the execution time of the setup
phase of our scheme, we considered the combined time required for the initialization of the
ABY framework (setup), the circuit generation, and the garbling (encryption of the circuit).
For the online phase of our scheme, we considered the sum of the time to execute the on-
line phase of the ABY framework and OTExtension. Note that the OTExtension falls into
the online phase of our scheme since this process concerns the generation and distribution
of the shares of the access request. To measure RAM occupancy, we used the Linux tool
“/usr/bin/time -v”, which provides the highest instantaneous RAM consumption of a given
process. Such a metric allows us to determine the maximum RAM demands of the proposed
approach, thus providing an indication of the necessary RAM to be deployed on the involved
devices.

We evaluated communication costs by measuring the communication overhead introduced
by our scheme (in bytes). To this end, we leveraged the integrated measurement system
provided by the ABY framework, which reports the summation of bytes sent and received
during the setup phase, online phase, garbling (encryption of the circuits), and OTtransfer,
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for both the client and server.

We also measured the energy consumption (in milliJoule) required by the drone and the
STP to evaluate an access request. To this end, we used powertop, a software-based energy
estimation tool provided by the Linux OS. Powertop estimates the power (in Watt) of a run-
ning process. Then, to compute the energy consumption of the process, we multiply such
a power estimate for the (measured) duration of the online phase, as: £ = P x At, being
E the estimated energy in Joule, P the power (in Watt) estimated by powertop and At the
duration of the online phase.

5.5.3. Experiment 1: Impact of the Request Size

This experiment aims to answer CRQ1 by evaluating the impact of policy granularity (rep-
resented in terms of the number of attributes) on the relevant system performance metrics
described in Sec. 5.5.2 on both the drone and the controller.

Settings. For this experiment, we fixed the policy size to 10 and increased the request size
(i.e., the number of attributes provided in the access request) from 1 to 20. For each request
size, we generated 200 different access requests. In the results, we report the average for
every performance metric.

Results. Fig. 5.3 reports the average execution time of the setup and online phases, commu-
nication overhead, and RAM required by the proposed scheme using the log scale on the
y-axis while increasing the request size (x-axis). We also show the 95% confidence interval
of the measurements through shaded areas. The figure is organized in two rows and four
columns, where the top row refers to the results obtained by running the STP as a docker
instance on the laptop (Testbed 1), and the bottom row refers to the measurements obtained
by running the STP on a Raspberry PI (Testbed 2).

We observe that increasing the request size results in an increase of all performance metrics,
except for the execution time of the setup phase, which remains almost constant regardless
of the request size. Specifically, the setup phase takes between 6 and 20 ms on the Raspberry
Pi, whereas it takes between 0.15 and 0.17 ms on the laptop.

The execution time of the online phase increases with the request size for both testbeds. On
Testbed 1, the drone takes, on average, 482 ms for completing the online phase with a request
size of 1, and the execution time grows to 3, 730 ms for requests of size 20. On the other
hand, the STP takes, on average, 1,322 ms for completing the online phase with requests
of size 1 and 4, 604 ms for requests of size 20. We believe this result, which might appear
surprising, is due to the working logic of Docker containers, which cannot efficiently allo-
cate enough resources to the process. The drone and the STP require the same amount of
communication overhead and RAM, ranging from 0.14 and 26 Mbytes, for a request size
of 1 to 5.8 and 162 Mbytes, respectively, for a request size of 20. On Testbed 2, the drone
and the STP take approximately the same time for completing the online phase, ranging from
410 ms for requests of size 1 to 7, 045 ms for requests of size 20. Moreover, the drone and the
STP require the same amount of communication overhead and RAM required in Testbed 1.
Comparing Fig. 5.3(b) with Fig. 5.3(f), we notice that the drone in Testbed 2 always requires
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Figure 5.4: Experimental energy consumption of the controller and drone in Testbed 2, varying the request
size.

more time than in Testbed 1. Conversely, the STP in Testbed 2 requires less time than the
STP in Testbed 1 when the request size is lower than 5, but its performance degrades faster
for higher values of the request size.

We also measured the energy consumption of our scheme for Testbed 2 varying the request
size.* The results are reported in Fig. 5.4. In line with the results in Fig. 5.3(f), the energy
consumption of the involved entities increases with the increase of the request size. To pro-
vide a few examples, for requests of size 8, the drone requires approx. 4, 338.71 mJ, while the
STP consumes 3,603.17 mJ. Such a consumption on the drone translates into 0.158 mAh.
Considering that an actual drone such as the DJI Mini 2 features a battery with a capacity of
5,200 mAh [70], such a consumption corresponds to approx. 0.003% of the overall drone
battery capacity, with minimal impact on the drone’ lifetime.

5.5.4. Experiment 2: Impact of Policy Size

The number of stakeholders involved in the management of resources influences the size and
complexity of the policies to be evaluated and, thus, system performance. This experiment
aims to investigate such impact by assessing how the increase in policy size affects the rele-
vant system performance metrics described in Sec. 5.5.2 on both the drone and controller.

Settings. We fixed the request size to 10 and increased the policy size (i.e., the number of
atomic access constraints in the policy) from 1 to 50. For each policy size, we generated 200
different policies. In the results, we report the average for every performance metric.

Results. Fig. 5.5 reports the average time of the setup and online phases, communication
overhead, and RAM consumption of the proposed solution when increasing the policy size

“For Testbed] we did not measure the energy consumption, because Docker does not has the kernel access for pow-
ertop to read the energy estimates.
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Figure 5.6: Experimental energy consumption of the controller and drone in Testbed 2, varying the policy size.

in Testbed 1 (top row) and Testbed 2 (bottom row). As for the previous experiments, we also
report the 95% confidence interval of all measurements.

Opverall, Fig. 5.5 shows a similar trend compared to the results reported in Fig. 5.3. All the
metrics under investigation increase with the increase of the policy size, but the time for the
setup phase, which remains constant in the range between 6 and 20 ms.

As for the execution time of the online phase, we notice that it increases faster for policies of
size between 1 and 10 compared to larger policies. On Testbed 1, the drone takes, on average,
1, 849 ms for evaluating a policy size of 6 while requiring a communication overhead of 1.69
Mbytes and 70.4 Mbytes of RAM. At the same time, the STP takes, on average, 2, 864 ms, in
line with the findings of Fig. 5.3. On Testbed 2, the drone and the STP take, on average, 2, 378
ms for evaluating a policy size of 6 while requiring the same amount of communication
overhead and RAM of Testbed 1. As for the previous experiment, we believe these results
are acceptable for applying our solution in real settings, as they do not degrade too much the
experience of the users and the quality of the offered services. On the other hand, considering
the worst-case of a policy size of 50, the online phase of the scheme requires an execution time
of 12,619 ms on the drone and 13, 595 ms on the STP (Testbed 1).

We also measured the energy consumption of our scheme for Testbed 2 varying the policy
size. The results are reported in Fig. 5.6. Similarly to the results in Fig. 5.4, the energy con-
sumption increases with the increase of the policy size. With a policy of size 6, the drone
requires approx. 3, 308.98 m]J. Yet, considering the DJI Mini 2, such a consumption corre-
sponds to 0.0023% of the overall drone battery capacity. Such a limited energy toll confirms
the minimal impact of our solution on the drone’s lifetime.

5.5.5. Experiment 3: Comparison

In this experiment, we compare the solution described in Sec. 5.3 against the approach based
on PHE proposed in [195].
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Figure 5.7: Experimental results of our approach and the solution in [195] for Testbed 1 (top row) and Testbed
2 (bottom row), varying the policy size.

Settings. In this experiment, for each of the two selected approaches, we fixed the request
size to 10 and increased the policy size from 1 to 12. For each policy size, we generated 200
different policies. In the results, we report the average values of each measurement together
with the 95% confidence intervals, depicted through shaded areas.

Results. Fig. 5.7 reports the results of our investigation, focusing on the time required in the
online phase by the two approaches, the communication overhead and RAM occupancy.

The results show that the approach proposed in [195] requires, on average, two orders of
magnitude more time than our solution. At the same time, the solution in [195] requires
less communication overhead than ours, especially on the drone. This is due to the commu-
nication overhead introduced by the OTExtension, which is used by our scheme during the
online phase to generate and exchange the shares of the circuit between the involved entities.
Finally, we notice that our solution also requires more RAM than [195]. Indeed, building,
maintaining, and executing operations on circuits requires more RAM than performing ad-
ditions in the encrypted domain.

5.5.6. Discussion

The results of our experiments show that system performance degrades when the size of re-
quests and policies increases. Although in extreme cases (request size 20 and policy size
50) the privacy-preserving evaluation of multi-party access control policies on constrained
devices is challenging, the experiments demonstrate that the proposed scheme is feasible in
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Table 5.2: Comparison of privacy-preserving access control approaches.

Crypt. Outsourced Third Party Support for Attribute Decision Constrained
Tech. Fully-Trusted ~ Semi-Trusted  Multi-party Data  Confidentiality ~Untraceability ~Environments
Governance
Kominos et al. [137] CP-ABE [ ] O O [ J O O
Nishide et al. [158] CP-ABE o O O © O O
Zhang et al. [249] CP-ABE [ ] @) @) [ ) O O
Fan et al. [86] CP-ABE o O O [ ] O O
Kan et al. [240] CP-ABE [ 4 O O [ d O O
Ming et al. [154] CP-ABSC [ ] @) O [ ] O O
Xu et al. [239] HE O o O [ ] O O
Kapadia et al. [133] HE O o O [ ) O O
Alishahi etal. [195,196] HE; SFE O o o [ ] o O
Our scheme SFE O [ ([ ] [ J ([ ] ([ ]

real-world Daa$S scenarios when a reasonable number of attributes needs to be evaluated
and when reasonably complex policies are deployed. For instance, the drone takes approx-
imately 1, 599 ms to complete the online phase for a request size of 8 and a policy size of
10 (cf. Fig. 5.3). In the same settings, our solution requires approx. 2.23 Mbytes of commu-
nication overhead and 85 Mbytes of RAM space, being tolerable for an actual commercial
drone. We highlight that in such configurations the consumed energy is approx. 0.003% of
the overall battery capacity, not requiring to equip the drone with large batteries.

By comparing Testbed 1 with Testbed 2, we also notice differences in the impact of the request
size on the execution time of the online phase on different devices. By comparing Figs. 5.3(b)
and (f) for the STP running in Docker, the time is lower for Testbed 1 for requests of size 5 or
less; for larger requests, lower values are observed in Testbed 2. Such an unexpected behav-
ior is caused by the OTextension of the ABY framework, as more communication overhead
is required between Docker and the host system for larger requests. This is confirmed by
comparing Figs. 5.5(b) and (f), where we do not observe this behavior. Indeed, the request
size for such experiments is the same, not affecting the execution time.

Finally, the results reported in Fig. 5.7 confirm that our approach requires much less time
than the PHE-based solution in [196], being more suitable for DaaS scenarios. The reduction
in the execution time comes at the cost of an increased communication overhead and RAM.
However, these values remain reasonably low to be tolerable on modern commercial drones.

In Sec. 5.6, we evaluate to what extent the solutions available in the current literature consider
and address the requirements mentioned in Sec. 5.2.3, motivating the need and novelty of
our solution.

5.6. Related Work

Several works investigated privacy-preserving access control solutions in the IoT domain.
We summarize existing proposals w.r.t. the requirements identified in Sec. 5.2.3 in Table 5.2.

Ciphertext-Policy Attribute-Based Encryption (CP-ABE) schemes are often proposed to pro-
tect resources from unauthorized access in the IoT domain. However, these schemes typi-
cally do not protect policy confidentiality. Several works have addressed this gap and pro-
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posed schemes that extend CP-ABE with other techniques to also ensure the confidential-
ity of the policies used to protect the resources. For instance, Kominos et al. [137] pro-
pose a privacy-preserving attribute-based encryption scheme that combines CP-ABE with
pseudonyms to anonymize identifying attributes in the policy. Nishide et al. [158] combine
CP-ABE with wildcards to protect attribute confidentiality. In this scheme, an encryptor
uses wildcards to hide attributes that are not relevant to the ciphertext policy. This way, the
decryptor does not learn the entire policy but only the attributes that are not “hidden behind
the wildcards”, thus only partially achieving attribute confidentiality. Zhang et al. [249] com-
bine CP-ABE with hashing to hide the attributes defined in the policy. Other works propose
schemes that combine CP-ABE with Linear Secrete Sharing Scheme (LSSS) [86, 240]. For in-
stance, the scheme in [86] uses a one-way anonymous key agreement protocol to anonymize
the attributes in the policy and stores the attribute mapping in an LSSS matrix. The ma-
trix is then secretly shared with different parties. An authorized DC needs at least a given
number of shares to reconstruct the matrix, and thus, to securely authenticate the attributes
if the anonymized ones are present in the matrix. The DC can decrypt the ciphertext only
if the anonymized attributes contained in the matrix are securely authenticated, without
knowing the entire set of anonymized attributes in the LSSS matrix. A similar solution is
proposed by Kan et al. [240], using a Bloom Filters (BF) to mask the attributes in the LSSS
matrix, so that the decryptor is not able to infer the policy used to protect the resource. To
achieve attribute confidentiality, Yang et al. [154] propose a solution based on Ciphertext-
Policy Attribute-Based Signcryption (CP-ABSC), an attribute-based encryption and signing
scheme, in combination with LSSS and Cuckoo Hashing (CH).®> This solution allows the
DO to sign and encrypt a resource using two different policies defined over different sets of
attributes hidden in the LSSS matrix using CH.

Although these approaches protect the attributes in the policy attached to the encrypted
resource, they are not fully suitable for DaaS$ applications. First, they can only deal with re-
sources that are disclosed to the DC and do not support the protection of resources that can
be only accessed on the drone (e.g., sensors). Moreover, the cryptographic operations under-
lying CP-ABE and CP-ABSC (e.g., pairing-based decryption, attribute generation, and cer-
tificate management) are computationally expensive and, thus, existing schemes tailored to
constrained devices typically propose to outsource their computation to a third party. Such
outsourcing, however, might not be possible in Daa$S applications since persistent Internet
connectivity is often unavailable. In addition, the third party is required to be fully trusted.
By contrast, in our context, drones operate in unknown and untrusted environments, where
they cannot rely on any fully-trusted party. Such schemes also assume that the resources
to be protected are governed by a single entity. Although multi-authority-based encryption
schemes are available [50, 51], they do not support the protection of co-owned resources.
To the best of our knowledge, there are no CP-ABE schemes supporting multi-party data
governance.

Another body of research investigated the problem of privacy-preserving policy evaluation
using HE. For instance, Kapadia et al. [133] use HE together with proxy encryption to pre-
serve attribute confidentiality. The data owner encrypts the attributes in the policy with its

*CH is similar to BF, which supports the dynamic insertion and removal of elements in a bit array, thus being more
efficient and with a lower false-positive rate.
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public key by using the ElGamal cryptosystem. The server checks whether the attributes
of the data consumer match with the encrypted ones and “homomorphically multiplies”
the matching encrypted attributes with random values, which are disclosed along with the
ciphertext to the client. The DC decrypts the attributes to decrypt the ciphertext without
learning the individual values of the attributes associated with the ciphertext. Xu et al. [239]
propose a privacy-preserving ABAC scheme based on the ElGamal cryptosystem to protect
user attributes. This scheme allows a DC to disclose its sensitive attributes in an encrypted
form, which are evaluated by the server against an ABAC policy using a privacy-preserving
policy matching component without gaining any information about the DC’s attribute. Al-
though this scheme does not require a trusted third party to protect user attributes, it only
supports the privacy-preserving evaluation of clauses containing only one comparison oper-
ator. These proposals are not suitable for the Daa$S scenario because they assume resources

owned by a single entity. To the best of our knowledge, the only privacy-preserving solutions
based on HE supporting a multi-party governance model are the ones in [195, 196]. Alishahi
et al. [196] propose a framework for the privacy-preserving evaluation of multi-party access
control policies. The framework allows every party to independently specify policies regulat-
ing the access to their resources, which are deployed in the resource server in an encrypted
form. The (encrypted) policies are combined according to a predefined governance model
and evaluated under encryption, thus preserving the confidentiality of local policies and en-
suring decision untraceability. The work in [195] extends [196] by supporting the privacy-
preserving evaluation of multi-party access control policies expressed in ABAC. The works
in [195, 196] also investigate the use of SFE as an enabler for the privacy-preserving evalua-
tion of multi-party access control policies, showing that SFE provides a more efficient solu-
tion compared to HE both in terms of computation time and bandwidth usage. Differently
from schemes based on CP-ABE and CP-ABSC, which require a fully-trusted third party
when operating on constrained devices, solutions based on HE and SFE only require a semi-
trusted party to decouple access control operations, thus preserving policy confidentiality.
Opverall, as shown in Table 5.2, the work that fulfills the most requirements is [195]. However,

such a proposal cannot be directly integrated into the DaaS scenario. Such a scheme was pro-
posed to address privacy issues in Online Social Networks (OSNs), where persistent Internet
connectivity is always available, and computational capabilities are always at the disposal of
both the client and the server. Conversely, in the Daa$ scenario, the drone should make
access control decisions offline, without connecting to the Internet or featuring a persistent
reliable connection to a server in the Cloud. At the same time, the drone should also mini-
mize energy consumption to increase lifetime. Our solution addresses these considerations,
contextualizing the solution proposed by [195] in the Daa$S scenario and mitigating its limi-
tations in terms of processing and suitability for constrained environments (non-persistent
Internet connection and energy limitations). We realized a prototype of our solution and per-
formed a thorough experimental performance evaluation, showing its viability in the Daa$S
domain.
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5.7. Conclusions

In this work, we proposed a privacy-preserving multi-party access control solution for emerg-
ing Third-Party UAV Services, a.k.a., Drone-as-a-Service. As a distinctive advantage, our so-
lution allows multiple DOs to provide their policies in a private form. These policies are eval-
uated in a privacy-preserving way by relying on the SFE paradigm, thus protecting sensitive
information therein. We deployed a proof-of-concept of our solution on two testbeds, em-
ulating the drone through a Raspberry PI 3 Model B+ device. We showed that our solution
achieves privacy-preserving multi-party policies evaluation for system configurations typi-
cal of real-world use cases in a reasonable time. We also evaluated communication overhead,
RAM occupancy, and energy consumption, showing the suitability of the proposed approach
for Drone-as-a-Service scenarios. Overall, our work makes a step further in demonstrating
the viability of privacy-preserving techniques on commercial drones. Future work is needed
to test our solution on real drones.
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ommercial drones used nowadays for goods delivery in many urban and remote areas
C increasingly execute critical operations onboard without relying on the public Internet,
so to provide reliable services also when the public Internet is congested or not available
at all. Such drones use state-of-the-art biometric verification techniques to hand out goods
securely, e.g., by verifying the face of the recipient of the goods. As briefly highlighted in
Chapter 1.1.3, on-device processing of sensitive biometric information creates a serious pri-
vacy risk. Indeed, when an adversary seizes the drone, they can extract the stored biometric
data, posing privacy risks for the users. In this chapter, we propose Obscura, the first solution
for privacy-preserving face verification onboard of commercial drones. This contributes to
achieving input privacy and addresses SRQ3 and SRQ4.

6.1. Introduction

UAVs, ak.a. drones, are increasingly used nowadays for various automated tasks in several
application domains, including goods delivery, search-and-rescue, and patrolling [23]. The
increasing popularity of drones is also confirmed by leading market analysis agencies, pro-
jecting the only drone delivery market to grow to 4.6 USD billion by 2030 [151].

Commercial drones deployed nowadays usually rely on Cloud servers available on the pub-
lic Internet to perform the most computationally intensive and energy-consuming tasks [46,
113]. However, due to the real-time nature of many operations and QoS considerations, e.g.,
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collision avoidance and smooth interaction with people, reliance on the public Internet is
often problematic. In crowded urban areas, wireless links over WiFi and cellular networks
often become congested, significantly increasing the time to receive service [187, 198]. Inter-
net is also best-effort by definition, i.e., it does not provide any guarantee that data are deliv-
ered effectively or that the delivery meets any QoS requirement [192, 201]. Moreover, drones
often have to operate in scenarios where connection to the public Internet is unreliable or
completely absent, e.g., remote or hard-to-reach areas [101, 145]. To execute operations re-
liably in the above-described scenarios, drones need to operate without communicating to
any Internet-connected entity, while storing onboard all information necessary to complete
the planned tasks. When considering goods delivery via drones, such considerations apply,
among others, also to biometric face verification techniques used to verify the identity of the
consignee of the goods. As of today, all drones using biometric face verification techniques
onboard for goods delivery verify the identity of the consignee on the spot, via a camera and
a face verification algorithm [100, 130, 193].

However, when operating beyond the line-of-sight of the operator in an unattended way,
drones are naturally exposed to physical and cyber-attacks by attackers active in the area of
operation [209]. Such attackers could capture the drone and, beyond stealing transported
goods, also access the content of their memory, causing the leakage of any stored information,
including potentially private users’ data [19, 172, 219]. When the drone is captured and the
stored data are leaked, private users’ information stored onboard, provided at registration
time to the SP, become available to the adversary. Such data leakage constitutes an issue
both for the user and for the SP. As for the user, the adversary could use such biometric
features to impersonate the user [194]. Moreover, regulations such as the GDPR and the
upcoming Cyber Resilience Act (CRA) mandate the SP to keep data provided at registration
time fully private, and thus, the SP would be held responsible for any disclosure of such data
to unauthorized parties [77, 83]. To protect against such threats, we need a solution allowing
a drone, featuring no Internet, to securely and accurately verify the identity of the goods’
recipient without storing any sensitive users’ information onboard. At the same time, we
should take into account that drones are energy-constrained devices, which should preserve
energy as much as possible so as not to consume all the available energy too quickly, before
the expected end of their planned mission.

To the best of our knowledge, no solutions are available in the literature to solve this problem.
Some solutions allow to execute privacy-preserving face recognition and verification (see
Sec. 6.8), but they consider different domains, e.g., biometric verification to an online SP or
face verification at the gate of an airport. Thus, the straightforward usage of such solutions
in the (constrained) scenario discussed above brings significant challenges.

Contribution. In this chapter, we introduce Obscura, a novel solution for privacy-preserving
face verification on constrained drones. In a nutshell, Obscura allows a drone, deployed in
area with no reliable Internet connectivity, to verify the identity of a person without storing
locally any PII, i.e., the facial features provided by such person to the SP. We design Obscura
by smartly combining the MPC paradigm with the latest additive secret sharing techniques.
We describe the details of our solution and we prove its security against an adversary access-
ing the drone at deployment time. Moreover, we provide an extensive performance evalua-
tion of Obscura on a proof-of-concept deployed over two relevant testbeds, using as devices
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the Raspberry Pi Model 3B+ and the Intel NUC7i5BNK. On the most constrained device
(Raspberry Pi Model 3B+), Obscura requires approx. 27 ms to verify the face of a user,
while also keeping the verification accuracy intact compared to the plain-text version of the
inner face recognition algorithm (up to 97.2%). We also compare our solution to the closest
related work (adapted to solve this problem), showing significant savings (more than 50%)
in terms of execution time and energy consumption. Finally, we release the source code of
Obscura as open-source at [73], allowing the scientific community to replicate our results
and encouraging its deployment and further extension.

Opverall, our work contributes to highlight the increasingly important role of PETs in the
deployment of secure and privacy-aware IoT systems, motivating the development and engi-
neering of new solutions in this domain capable of running on constrained devices without
affecting their usability and lifetime.

Roadmap. This chapter is organized as follows. Sec. 6.2 introduces preliminaries, Sec. 6.3
describes the considered scenario, adversarial model, use case and requirements, Sec. 6.4
provides the details of Obscura, Sec. 6.5 discusses the security of Obscura, Sec. 6.6 provides
the extensive experimental evaluation of Obscura, Sec. 6.8 reviews related work and qualita-
tively compares Obscura to the literature and finally, Sec. 6.9 concludes the chapter.

6.2. Preliminaries

In this section we introduce preliminary concepts necessary to fully understand our contri-
bution, i.e., secure MPC (Sec. 6.2.1), optimized additive secret sharing (Sec. 6.2.2) and cosine
similarity (Sec. 6.2.3). Tab. 6.1 summarizes the main notation used in the chapter.

6.2.1. Secure Multi-Party Computation

Secure MPC techniques allow several parties to compute the result of a shared function with-
out revealing their private inputs [84]. In this work, we consider MPC techniques allowing
two non-colluding parties to compute a function by preserving their input privacy. More-
over, we leverage the offline-online paradigm of MPC [81]. According to such functions,
during the offline phase, a trusted dealer or an offline interaction are used by the parties to
generate input-independent randomness. During the online phase, the parties use the ran-
domness with the private inputs to compute the function. The offline-online paradigm is
particularly beneficial in scenarios with computational constraints, e.g., on IoT devices and
for real-time computation, to name a few. To generate input-independent randomness, sev-
eral algorithms can be used, including the well-known Beaver triples [21] or YAO’s garbled
circuits [241]. To allow for shared computation of the mathematical function, secure mul-
tiparty computation techniques represent the function through Boolean or arithmetic cir-
cuits. These circuits allow to construct linear and non-linear operations. Linear operations
such as addition and multiplication over a large rings can be executed efficiently. However,
the execution of non-linear operations, e.g., integer comparison, division, and square root,
could lead to computational overhead. In the following, we discuss the input-independent
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Table 6.1: Notation used throughout the chapter.

Notation |Description
€ Adversary.
S Simulator.
X Reference template of the user.
y Live template.
;Y Components of vector x and y with index s.
d Dimension (length) of the vector x and y.
P, Generic party, with j € {0,1}.
T Publicly known threshold for face verification.
Sign(-)  |Sign function.
A Logic AND operator.
s Uniformly at random allocated value.
l Bit length.
74, Ring for the secret sharing.
0y, 0y, Values masking x and y.
Oy, 0xx  |0-shares for the inner product.
0y, 0, Shares of 3, 4.
J J
6xyj , 5xxj Shares of 0, -
A,, A, |Masked values of xandy.
() TI-secret sharing.

randomness generation and which mathematical functions we represent as an arithmetic
circuit.

6.2.2. Optimized Additive Secret Sharing

Secret sharing techniques allow to break up a secret into multiple pieces (namely, shares)
distributed to several entities, such that none of these entities have complete knowledge of
such a secret [163, 84]. In this work, we use an Optimized Additive Secret Sharing technique
inspired by the works in [163, 115], which is particularly efficient for 2-party computation.
According to such a technique, a trusted party holding a secret value x can distribute (se-
curely) pieces of such a secret to two parties P; (j € {0, 1}). The parties do not know the
secret value, but they can perform operations over such value. To this aim, the semi-trusted
party generates a random value §,, and uses it to compute the mask value A, = = + §,.
Then, it generates two shares of 0., namely 6, ,d, , with d, = o, + d, ,and distributes
(05,:A;) to Py and (6, ,A,) to P;. Using the shares ¢, ; and the mask A, the parties
perform secure function evaluation, i.e., operations over the secret z without knowing its
value.

For addition and subtraction, both parties compute locally an intermediate result of the op-
eration based on the given input shares. Then, they exchange the shares resulting from the
computation to reconstruct the result of the secure addition or subtraction. The arithmetic
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operation for addition is defined as in Eq. 6.1, as per [163]:

z=x+y (6.1)
— (A, —b,)+ (A, —4,)
=(A,+4,)—(6,+9,)
=A,—0,
— (A, +A)— (6, 40, )
= (A, +A) = (8, +3,)+ (0, +6, )
— (A, —b,)+ (A, —4,)
=T+,

where 5% , 5y_7 , 5961#, 5?41—] are §-shares which are uniformly randomly generated by the par-
ties from Z,,. Indeed, if the function f contains only linear operations, then no communica-
tion between the parties is required except for the reconstruction of the shares. However, to
perform secure multiplication, communication between the parties is necessary. Addition-
ally, such operation requires function-dependent precomputed uniformly random J-shares
known as Beaver’s triple [21]. To compute z = x - y securely, the semi-trusted party can
generate the Beaverss triples during the setup phase, i.e., d,,9,,9,,, where d,, =4, -9, and
distribute the shares of the triples to the parties P;. To perform secure multiplication, the

steps in the following Eq. 6.2 are executed.

2= A0, — A5, — A5, 46, (6.2)
R1—j = (1—3)- ArAy - Arayl,j o Ay(sfl,,‘ + 57Ey1—j
z=x-y
=zt 2z

=D, A, = A6, 40y, ) =Dy (0, + 0, )+ (0, + 04y, )
= A A, — A5, — A, +6,,

= AN, — A5, — A6, + 6,0,

= A, (A, —6,)+ (6, —A,)d,

=yA, —yd, =y(A, —6,)

=x-y.

In this chapter, we use the technique provided by the authors in [163], improving the multi-
plication gate to reduce the communication overhead. Using such a technique, only one com-

- . . . d
munication round is required to reconstruct the result of the inner product (3. (@, - y;)),
independently of the vector dimension d.
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6.2.3. Cosine Similarity

The cosine similarity is a well-known distance metric between two vectors x and y, quanti-
fying the angle between such vectors, as in Eq. 6.3 [31].

d
Zizl LiY;

6.3
I T (63

cos(x,y) =

In this work, we use the cosine similarity metric for biometric verification. Consider an
user submitting the biometric reference template x during enrollment and the live biomet-
ric template y during verification. The cosine similarity between the two vectors indicates
how much similar the two vectors are. The user is successfully verified if the value of the
cosine similarity between the two vectors is greater than or equal to a known threshold 7.
Otherwise, the user is not verified. For this work, we use an adapted version of the cosine
similarity, & .5y er (X, ¥, 7) = Sign(cos(x,y, 7)), inspired by the recent contribution by
Cheng et al. [55]. Such computation strategy does not use non-linear operations, thus be-
ing particularly suitable for implementation through a circuit for MPC. The functionality
F (x,¥,7) = ¢ = ¢; A ¢y is defined as in Eq. 6.4:

d
¢; = Sign (Z(% ’ yz)) )

o () () (£0))

¢y Neg  ifT >0,
c=40¢ ifT =0,
¢, Ve, ifT <0,

cosVer

(6.4)

where 7 € [—1,1] is the threshold. For executing them securely, we represent the inner
products as circuits and compute them securely, while performing the remaining operations
in plain-text.

6.3. Scenario, Adversary Model and Requirements

6.3.1. Scenario

We consider the general scenario of a drone operating without reliable Internet connection,
which needs to verify the identity of a person to hand out a package. We identify four entities:
(i) the SP, (ii) the drone, (iii) the user, and (iv) the Wireless Device (WD).

The SP is an organization that conducts business or distributes sensitive content via drone de-
livery, e.g., a logistics company, a pharmacy, a medical supplier, the military, or a non-profit
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organization, to name a few. The SP is the entity deploying drones for providing services
in any areas, as requested by users. When not deployed for missions, drones are hosted at
dedicated parking spots provided by the SP. Here, the drone has reliable Internet connec-
tivity to communicate with the SP servers, e.g., for regular maintenance, updates, and to
receive information for the next mission. When deployed for a mission, the drone may oper-
ate in areas that are characterized by unreliable, intermittent or absent Internet connectivity,
e.g., congested places (events full of people) and hard-to-reach areas. Thus, we consider
the worst-case scenario where, when deployed on a mission, the drone cannot connect to
other remote services over the Internet. Note that, even if Internet connection may be pos-
sible, e.g. via satellite communication services, we consider that the drone cannot reliably
use such connection, as it provides no QoS guarantees. In line with many commercial prod-
ucts, we consider a drone equipped with medium-range communication technology, such
as WiFi, used for telemetry and delivery of the video feed to a remote controller [132]. At the
same time, the drone can use the WiFi communication technology to establish secure com-
munication links on the fly with nearby WiFi-enabled entities without relying on any third-
party, e.g., through WiFi-direct [69]. The drone also has energy constraints, i.e., it operates
on battery power, and thus, it possesses limited energy available for flying and executing
computations. Even though drones are becoming increasingly powerful in terms of compu-
tational capabilities, they still require significant processing power to handle complex tasks
like autonomous navigation, object detection, and real-time data processing [167]. Further,
we consider drones equipped with a camera to verify the identity of the user to whom the
payload is delivered. Thus, the drone delivers the payload to a user only if the picture taken at
delivery time matches an expected template information available for the particular user. To
aid biometric verification, the drone could communicate with other entities, e.g., the WDs
possessed by users. WDs are personal devices possessed by the user, e.g., a smart card or
an IoT device like a smart-watch, equipped with wireless connection capabilities via WiFi.
We consider that the WD does not feature a camera, in line with the capabilities of most
portable IoT devices (smart watches, smart cards). Also the WD possessed by the user fea-
tures no reliable Internet connection when interacting with the drone (for the same reasons
discussed above). However, it can connect to the drone and exchange information using the
dedicated ad-hoc wireless connection provided by the drone. Note that any authentication
process involving the drone and the WD is not enough to verify the identity of the person to
whom the goods are delivered. Indeed, WDs may be stolen and used by unauthorized peo-
ple. Thus, verifying users’ biometrics provides enhanced authentication guarantees—the
same as authentication via something you are provides more guarantees than authentication
via something you own [35].

The User in our scenario is a person or organization requiring a service, e.g., military per-
sonnel, paramedics, law enforcement, or aid recipients, to name a few. In some cases, the
user may be affiliated with the SP. To utilize the delivery service offered by the SP, the user
preliminarily registers with the SP, providing the necessary PII, e.g., biometric information,
to allow for the verification of the user’s identity at runtime. Such a registration occurs pre-
liminarily to delivery operations, where the user is physically present to register at the SP
and register their WD to the SP, e.g., through the MAC address of such device. Our sys-
tem design does not require the SP to be persistently available over the Internet, but only to
be reachable for allowing users to register for service. This allows us not to rely on trusted
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third parties or require online connections while verifying the user’s identity efficiently and
privately — even in constrained environments.

6.3.2. Adversary Model

The adversary considered in this work, namely ¢, takes control of the drone during its de-
ployment in the field for the mission. The overall aim of the the adversary e is to retrieve the
PII of the user to which the delivery is destined, i.e., the biometric information provided by
the user to the SP at registration time.

To achieve this objective, € features passive and active capabilities. More in detail, € is a global,
spatially-unbounded, and frequency-unlimited eavesdropper, able to detect any RF activity
initiated by the drone. Using such capabilities, € can passively listen all the communications
between the drone and the WD, e.g., capturing the packets sent between the entities.

e can physically capture the drone during the deployment phase to access and extract the
biometric templates. This enables € to use popular data retrieving tools like the one in [44]
to retrieve any information previously stored on the drone that was deleted, discarded, or
overwritten. We also consider that the adversary € only has control of the drone and not
of the WD of the user (see Sec. 6.5 for a discussion about this scenario). Also, Denial of
Service is out of scope. In this context, the aim of our solution is to perform face verification
of the user while guaranteeing the privacy of the private information available on the drone,
i.e., the PII of the user, so that any attempt to steal such information by tampering with the
drone is unsuccessful.

6.3.3. Use case

As a practical use case of our scenario, we consider a drone used to distribute aid in remote
and hard-to-reach areas, as recently considered by Kasra et al. in [79]. Such a drone has to
travel through underdeveloped and scarcely populated areas, where it cannot rely on stable
and persistent Internet. At the same time, face verification allows fairness in aid distribu-
tion through drones since humanitarian organizations typically have limited resources [79].
During registration in a central distribution hub, humanitarian organizations can also easily
distribute cheap WDs to aid recipients, for example, smart cards with readers or restricted
wireless devices with a WiFi module [231].

In this scenario, the drone can be targeted by attacks, where malicious groups could steal
the transported medical supplies and capture the drone. This groups could further sell the
drone to more expert groups or even state-sponsored actors, which have the tools to extract
the biometric templates stored onboard and use them further in an unauthorized way, e.g., to
sell them on the black market. When such a drone stores biometric information of the user
onboard, such information could be extracted and made available to unauthorized parties.
Without a solution in place, the loss of the PII can lead to lawsuits for the delivery services
and to an overall decrease in the trust of the citizens to the technology, with consequent
significant loss of revenues. The aid recipients could suffer an even greater loss, since such
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organizations typically do not want their identity to be exposed either, which leads to reduced
trust towards humanitarian organizations.

Therefore, in such a scenario, it is crucial to deploy a solution which can protect the (private
and sensitive) information of the users stored onboard even when the drone is captured by
the adversary, while guaranteeing timely and eflicient users’ face verification.

6.3.4. Requirements

From the previous discussion, we can extract several system and security requirements that
a suitable solution should require.

First, our solution should consider that the drone and the user, including the WD possessed
by such a user, do not have a reliable Internet connection at delivery time. Therefore, any
computation necessary for face verification needs to be done while being offline (R1). More-
over, both devices cannot rely on any TTP during face verification (R2). Our use case also
requires biometric verification since aid recipients may not have valid IDs. Thus, the drone
should be equipped with a camera instead of a fingerprint or microphone sensor, and our
solution necessitates biometric templates based on the users’ facial features (R3). We also
require a solution for face verification characterized by high accuracy (R4) in person identi-
fication, so to effectively fulfill the purpose of reliable and correct goods delivery. Further-
more, to protect the biometric template of a person against stealing from an adversary who
gains possession of the drone, the biometric template of the user should not be stored on
the drone (R5). Since the adversary could access all the content available on the drone, we
should also avoid storing cryptography materials onboard leading to retrieving sensitive in-
formation, e.g., secret keys, whose leakage would give the adversary the possibility to obtain
PII (R6). We also require that, at the end of the protocol, the drone should be able to take
the final decision about the matching of the user’s identity with the intended recipient, so
to hand out the package, or not (R7). Finally, we should consider the computational and
energy constraints of the drone, which could also have to identify multiple users. There-
fore, the solution to be designed should be computationally lightweight and energy-friendly,
so being suitable for deployment on constrained devices, such as drones (R8). To the best
of our knowledge, the current literature does not provide solutions fulfilling all the above
requirements (see Sec. 6.8). We summarize the aforementioned requirements in Tab. 6.2.

6.4. Obscura

6.4.1. Rationale of our Solution

To protect against the adversary discussed in Sec. 6.3.2 and fulfill the requirements laid down
in Sec. 6.3.4, we need to carry out face verification on the drone without storing locally sen-
sitive information. To this aim, we propose Obscura, a privacy-preserving face verification
protocol conceived specifically for such scenarios. Obscura includes two phases: the Setup
Phase (Sec. 6.4.2) and the Deployment Phase (Sec. 6.4.3).
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Table 6.2: Requirements table with summarized description.

ID |Requirements Description
Offline . . .
R1 . The computation on the drone and the WD is done offline,
Computation L .
because the Internet connection is unreliable.
R2 No TTP Neither the drone nor the WD rely on a TTP during face
verification.
Face . .
R3 . . The scheme uses facial features (camera-based) instead of
Biometrics . .
fingerprints or voice.
High . .
R4 The scheme must achieve high accuracy for face
Accuracy . .
verification .
R5 No Onboard The drone must not store raw reference biometric
Templates
templates.
R6 No Onboard The drone must not store any cryptographic secrets that
Secrets
could reveal PII.
Onboard ..
R7 .. The drone must take the final match/no-match decision to
Decision
release the goods.
R8 Cor.lstramed The scheme must be lightweight and energy-friendly for
Environments

constrained devices.

During the setup phase, the user subscribes to a delivery service offered by the SP. To this
aim, the user connects to the SP through a regular Internet connection, secured via common
transport-layer security protocols, like TLS. Over such a secure connection, the user provides
a reference image of itself, used by the SP to extract the user’s facial properties for biometric
face recognition, namely, the user’s face embeddings, forming the reference template. Our
solution uses a secure two-party computation technique based on the offline-online model.
We use the ABY 2.0 sharing technique [163], a.k.a, II — secret-sharing [115], which allows
to generate the §-shares for the multiplication and the masks for the face-embeddings (see
Sec. 6.2.2). The shares and the masked embeddings generated through such a technique
are then distributed to the two entities which, during the deployment phase, are active on
behalf of the SP and the user, i.e., the drone and the user’s WD, respectively. Note that pre-
sharing the §-shares allows us not to store sensitive information (i.e., the user’s PII reference
biometric template) on the WD and the drone. Also note that, during the setup phase, the
drone is hosted at the SP location, featuring persistent Internet connection.

During the deployment phase, the drone is deployed by the SP for a mission provided by the
user, e.g., transporting goods like food, medicine, and medical Kits, to a place with scarce
or absent Internet connection. To hand over the goods securely, the drone needs to verify
the user’s live biometric template against the one provided at setup time, without storing any
sensitive information. To this aim, the drone captures the live image of the user through
the onboard camera, extracts the corresponding image embeddings, applies the technique
described in Sec. 6.2.2 to mask the embedding of the collected live biometric template and
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forwards the masked values to the user’s WD. To compare the two embeddings and verify
the user’s biometric template, the drone and WD uses their shares to evaluate privately a
shared function, i.e., the inner product between the two vectors. After evaluation, the WD
sends the result to the drone, which obtains the final result of the comparison operation. If
the reference template and live biometric template are similar enough (based on a threshold),
the verification is successful and the drone hands over the package to the user. Otherwise,
the drone does not hand over the package, and may move away.

Note that, if the adversary discussed in Sec. 6.3.2 captures the drone, it learns no sensitive in-
formation about the user to which the goods are destined. We discuss this further in Sec. 6.5.
Also note that our protocol reuses and extends some protocols initially proposed by the au-
thors in [55, 115], and provided below as Protocol 2, 3,and 4. As discussed more in detail
in Sec. 6.8, the authors in [55, 115] consider a problem which shares some similarities with
the one considered in this chapter. However, compared to their solutions, the protocol de-
scribed below executes some operations in plain-text, due to the different problem, adversary
model and architecture that we consider. As shown by the results in Sec. 6.6, this contributes
to make our solution more lightweight and ideal for running on constrained devices.

6.4.2. Setup Phase

The Setup Phase of Obscura aims to register all the actors to the SP and to equip them with
the necessary cryptography material (§-shares) to run Obscura. This phase is executed once,
before the deployment of the drone for the mission, through a secure channel, e.g., TLS.
Fig. 6.1 illustrates the steps required as part of the Setup Phase by the user, SP, WD, and
drone, as discussed below.

o The user registers to the SP over a secure channel, providing to the SP a photo of itself.
The SP extracts from such a photo a vector x, namely the face embeddings, using
commonly-applied Machine Learning (ML) techniques like Deepface [208]. We refer
to the vector x as the reference template of the user. (see Fig. 6.1, step @) ).

o The SP uses the Setup Protocol provided in Protocol 1, inspired by the protocol used by
the authors in [115], to generate the §-shares of the user’s reference template x, namely
Oy, Ox, » Ox (see Sec. 6.5 for more details). Then, it distributes the cryptography mate-
rials necessary to run the following phases of the protocol to the drone and to the WD
of the user. As shown in Fig. 6.1 (step ), following the execution of Protocol 1, the
drone receives a share of the random value for the reference template d,_, the random
value d,, used to mask the live template y, a share of the random value 4, namely 4, .
At the same time, the user’s WD receives the other share of the random value for the
reference template 5x1 , the other share of 5y, namely, 5y1 . Asstated in [115] to realize
the Protocol 1, the SP executes the Protocol 1 in a TEE to compute the preprocessing
material for the inner-product, but in our case the drone and WD are leveraging 2-
Party computation technique based on OT or HE. This allows the drone to have two
auxiliary shares d,,, and 0, necessary to execute the inner-product operation on
the local shares of x and y at runtime. Similarly, the WD will have two auxiliary shares

0y, and 8, necessary to execute the inner-product operation on the local shares
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Figure 6.1: Setup Phase of Obscura.

of x and y at runtime. For details on how to obtain the J-shares for the inner product
through OT and HE, we refer to Sec. 3.1.3 in [163].

o The SP executes Protocol 2 (step (3) using as input the face embedding x of the user’s
biometric template and the generated randomness d,, obtaining the masked value A, .
Finally, the SP distributes A, to the drone and the WD.

Note that, after the completion of the Setup Phase, neither the drone nor the WD need any
further communication with the SP.

Protocol 1: Setup(d,l) — (0y), (dy), (0xy)s (Oxx)

Parties: Service Provider.

Input: d (dimension of the input vector), [ (bit length), Z,: (secret sharing ring).
D0y, Zg,,éyo s 7%

D0y, Zgl,éyl s 7,

F(0x) = (0 Ox, )5 Oxc 4= O + O,

1
2
3
4 (8,) = (8,0, ), 0, « &, +0,
5:
6
7
8

— (6)(0 + éxl) : <6y0 + 6)'1) - 6")’0
: <5xy> = (6XyO’(SXY1)

9:
10: () = (o 0y )

Output: ((8,.), (3y), (6, (Oexc))

6.4.3. Deployment Phase

During the Deployment Phase, the drone verifies securely the face of the user and, if such
verification is successful, it delivers the goods. Throughout the phase, the drone and the WD
do not have access to any Internet connection. Thus, they work offline through a dedicated
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Protocol 2: Gen.Share(v, §,) — (A,)

Parties: Service Provider, Drone.

Input: v € {x,y} x, y(input vectors), d,, (shares of the mask values).
LA, (v+4,)

Output: A,

WiFi ad-hoc network whose access point is hosted by the drone. We illustrate the operations
executed during the deployment phase by the involved entities in Fig. 6.2, and we describe
such operations more in details in the following.

1. The protocol is triggered when the drone reaches the destination location, and needs
to verify the user’s identity to hand over the package. As shown in Fig. 6.2, step (@, the
drone captures the live image and extracts the corresponding embedding y. Then, it
deletes the live image.

2. The drone needs to compare securely the captured live image y with the reference
template x, to verify the user’s identity. To this aim, it needs to compute securely the
scaled cosine similarity according to Eq. 6.5, without having access to the plaintext
embeddings x.

d
result = Sign (Z(IZ . y,)) A (6.5)

son (L (S200) = (Srma) - (S ).

To this aim, the drone uses the masked value of the embedding of the live image y,
namely A, according to protocol 2 introduced in the Setup Phase. Then, it delivers
Ay to the WD (see Fig. 6.2, step (3). After delivering A, the drone deletes the
embeddings of the live image y, e.g., by replacing them with random values.

3. At message reception, the WD computes the inner product operations in Eq. 6.5 on its
local shares, i.e., between A, Ay, (le, 6y1, 6xx1 and nyl, by executing Protocol 3.
The same operations are executed also by the drone over its local shares A, Ay, d, ,

0y Oxx, and 0, (see Fig. 6.2, step (©).

Yo’
4. At the completion of the local inner product operations, the WD sends the resulting
values o, and o, to the drone (Fig. 6.2, step (7).

ZY1

5. At message reception, the drone reconstructs the result of the overall inner product
operation by following the steps 1 and 2 of Protocol 4. The drone uses further the
result of step 1 and 2 in Protocol 4 to compute the scaled cosine similarity (Eq. 6.5),
using the intermediate results 0, and 0, as shown in Protocol 4. Based on the result,
the drone takes the decision if to release the goods to the user (Fig. 6.2, step (). This
is established based on the threshold 7 in step 4 in Protocol 4. Finally, the drone and
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Figure 6.2: Deployment Phase of Obscura.

WD discard all the §-shares and A values used for the biometric verification, e.g., by
replacing them with random values.

Protocol 3: Eval(j, Ay, Ay, (), (0x), (0xy ), (9): d) = ({04), (044))

Parties: Drone, Wireless Device.

Input: j € {0, 1} (being P, the drone and P; the wireless device), A, Ay (masked
values of X, y), (0y), (0x); (Oxy); (Oxx) (3- shares of the input and the inner
product), d (dimension of the vector).

dp.

L: 0y, Yol AA, — ALy, — Ay, + 5wyj}

dp.

2 Ocmcj — Z [.] ' AmAar - Ax(stj - Ax(;:rj + 5%75]]

Output: ((0,,). (0,.,))

6.5. Security Analysis

In this section, we discuss and prove the security of our proposed Obscura protocol against
the adversary introduced in Sec. 6.3.2.

As discussed, the adversary e captures the drone during the Deployment Phase. Therefore, €
has access to the memory of the drone before and after our protocol has been executed. In
the following, we first show that by simply listening passively to the communication channel
where the drone and the WD exchange information, the adversary cannot achieve its objec-
tive, i.e., retrieving the reference template x. Following, we show that an attacker with access
to all information collected, received, and stored on the drone, cannot obtain the reference
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Protocol 4: Cosinesim((0,,,), (0,,)) — (result)

Parties: Drone.
Input: (0,,), (045) — Opy.s Oy, s Oz, s Oz, € Lot (share of the parties I, and P)).
Wireless Device P, sends o,,, , 0., to the drone.
P 0y ¢ (0gy, +04y)
: O’L"I’ — (O’I‘ﬁo Jr O.ﬁ.l'l)
t ¢y < Sign(oy,)
) d
PG SZQ”(% : (O:L'y)Q — (04 22 (Vi¥1))
s result <— cq A ¢y
Output: (result)

U1 W N -

template x. Since such adversarial behavior is equivalent to a drone passively executing the
protocol, for such a proof, we consider € as an HbC adversary, which has knowledge of all
the information on the drone during the Deployment Phase and tries to use such information
to obtain x. Finally, considering an active behavior of €, we show how our protocol protects
against re-verification attacks.

Passive Behavior.  As described in Sec. 6.4.3, during the deployment phase, the drone
delivers Ay to the user's WD and the user’s WD delivers to the drone o, Oy, Ay is
the masked value of y, computed as A, = y + d,. As per its definition, it is a random
value, and it does not reveal anything regarding the live template y and the reference tem-
plate x. 0., ,0,, are the results of the inner product based on the J-shares of the WD.
The computatlon of such values is based on the masked values possessed by the WD, i.e.,
0y, 50y, 0xx, Oxy, and A, Ay, which are random values, that by definition, do not al-
low to retrieve the plain-text data. Therefore, € cannot retrieve the reference template x

based on the information eavesdropped on the wireless channel.

The following definition and proofs are partly inspired by the works of [55, 115], which con-
sider tools similar to the one at the roots of our solution.

Definition 6.5.1 (Security of Obscura). For the Party F, (drone), there isa P P71 algorithm
8 (simulator) s.t. Vx,y € Z4, and every function F 4y, (X,y, 7): 2% — Z5, S simulates
the ideal functionality F .., (Fig. 6.3) and its behavior is computationally indistinguish-
able from a real-world execution of protocols 2, 3, 4 in presence of the semi-honest adversary
€.

Theorem 6.5.1. In the 7 g.,,,-hybrid model, protocols 2,3,4 securely realize the functionality
F (Fig. 6.3) during the deployment phase.

cossim

Proof. The semi-honest adversary e corrupts Party P, (the drone) and has access to such
party during the sequential execution of protocols 2, 3, and 4. The § executes the circuit
evaluation assuming that the circuit inputs of the WD P, are 0. In protocol 3, § adjusts the
results of the shares of (0,,), (0,,) on behalf of P, so allowing the adversary € to see the
same protocol flow as in the real-world protocol.
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Ideal Functionality 5
7{205 sim

and the adversary § and is parametrized by

cossim

interacts with the Drone (F,) and the wireless device (P;)

the publicly known function & _y.,.(X,y, 7), 7 is the threshold.
Input: ‘?cossim
AL A 6yj from the parties P, P,.

receives the pre-computed inputs
T ?
Computation:

?cossi'm
X= Az - (610 + 511)’
y=4,— (5, +46, ) and

reconstructs:

ComPUtes d= ‘SrcosVer(x7 Y, T)'

Output:Send d to Drone.

Figure 6.3: Ideal Functionality.

Protocol 1 During the offline phase, the ideal functionality & ., generates the necessary
cryptographic elements for generating the d-shares, as shown in Protocol 6.1. Asin [115], we
use Protocol 1 as a black-box access which simulates the security of the underlying primitives,
i.e,, OT or HE for the setupMULT in [163] for generating the cryptographic materials.

Protocol 2 During the deployment phase, the drone P, is the owner of the input vector y.
Therefore, § does not need to simulate anything since the adversary e is not receiving any
messages.

Protocol 3 During the evaluation of the circuit, § follows the steps of protocol 3 honestly
using the preprocessing data obtained from the setup phase. Protocol 3 executes two inner
products, where the element-wise multiplication relies on the cryptographic materials re-
ceived during the setup phase, as per Protocol 1. Meanwhile, the addition of the dimension
d in the inner product does not require any interactive steps. Therefore, the simulation is
not necessary.

Protocol 4 & receives <oxy>, (0,5 for reconstruction from ¢, which is the output of e. §
uses (0,,), (0,,) to compute Oyy = Ony — Oy, s Opzy = Opg — Oy » Where oy, 0, are
from P,. & sends 0, , 0,, 1o ¢, where S simulates in ideal world the behavior of P, send-
ing the share. This ensures the adversary € has a similar view as in the real world with P;.
Therefore, S receives o, ,0,, from € on behalf of P (real world). The sequential execu-
tion of protocols 2-3-4 securely realizes the functionality F ;,,, with negligible probability
from disclosing the real interaction apart from the ideal interaction in the presence of € and

S. O

The protocols in the real world and the ideal world are thus indistinguishable. We see that
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the information available on the drone related to the reference template x is A, and 4, .
Per definition, it is not possible to obtain x by knowing only A, and §, —subtracting d,,_
from A, leads to z + d,, , which is still a random value due to J,, . Therefore, by executing
the protocol as intended, the adversary on the drone does not get any information on the
reference template x, proving the security of Obscura.

Re-Verification Attacks. e can also use active attacks to retrieve the reference template x.
One of the most popular active attack against biometric verification is re-verification, where
€ forces several consecutive executions of the protocol to obtain several instances of the
masked information. By possibly correlating such instances, € can use them for obtaining
sensitive protected information. There could be also non-malicious cases where the drone
needs to carry out face verification multiple times, i.e., re-identify the user, e.g., due to sub-
optimal weather conditions, gesture movements, or motion blur, to name a few, motivating
the deployment of multiple instances of the cryptographic materials onboard. In such a
scenario, € could exploit the legitimate repeated usage of the reference template x in our pro-
tocol to extract its plaintext value. As shown in Eq. 6.6, and in particular in the underbrace
at the last line of such equation, by forcing multiple executions of Obscura with the same
input values, € could obtain a system of linear equations to reconstruct d, , which is one of
the secrets used to mask x—the drone has §, and A, and with d, it could obtain 4, as

0, =0, +0, andthenx = A, —4,.
d
Oa:y = Z[AmAy - (Aa:(syo + Aw(syl) - (Ay(swo + Ay6w1>]+
d
D 1By, + Oy, )] =

=
(8 +00y )-8y 18, )0y

d (6.6)
=D [AA, = A5, —AS, +0,, — A0, +0,0, +0,0,]
d
+ Z[(;xléyl + 5$1690 B Ayéml] :

> wd,,]

To find the unknown value of 4, , the drone needs to solve a system of m = d linear equa-
tions, being m the number of re-identification sessions and d the size of the embeddings.
Indeed, the space to find the unknown value 4, is (2H)(@=m) " Obscura features multiple
ways to protect against such attacks. First, the application on the WD can have a fail-safe,
i.e., the maximum number of allowed verifications. Setting such a maximum number to
m < d prevents the adversary from generating d linear equations. Indeed, if (m < d), the
adversary does not have enough knowledge to retrieve x by using Eq. 6.6. Second, the WD
could use new cryptography materials for every re-identification session. In particular, dif-
ferent sets of cryptography materials 6,,9,, ,d, ,A,,0,,0, .0, , can be pre-computed by
the SP and deployed on the WD and the drone during the setup phase, to be used for the iden-
tification of a particular reference template x during the following Deployment Phase. When
are-identification request is issued by the drone, the WD could use every time a different set
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of values for such cryptography materials. Since the adversary has control over the drone but
not the WD, it cannot force the WD to re-use the same cryptography material for each new
identification session. Since each set of values is independent and extracted from a variable
distributed uniformly at random, such values allow to provide freshness across the different
re-identification session, preventing the adversary to build up the system of linear equations
in Eq. 6.6. Note that impersonation of the WD by the adversary, to be successful, requires
knowledge of the correct shares possessed by the WD (4,9, , 9, ), which is impractical.
Further protection against impersonation is also provided through peer authentication at
the establishment of the WiFi connection between the two parties, via traditional WiFi au-
thentication protocols like WPA3 [8], so this attack is also not viable. The only limitation
of this defense technique is the little additional storage space required on the WD and the
drone, which is however minimal. Also note that at the deployment time the compromised
drone cannot communicate with the SP to get additional fresh values.

Note that the attack discussed above is the only viable option for the adversary to obtain
x. Other attacks, possibly exploiting interaction with the SP, are not possible in our system
model.

Summary. As discussed above, at any point in the deployment phase and with any behavior,
capturing the drone does not lead the adversary to compromising the user’s reference tem-
plate x. However, we acknowledge that an adversary capturing the drone before the package
is delivered to the user could access the live template y captured at verification time by the
drone. Also, if the adversary can recover previously-deleted (or overwritten) information as
discussed in Sec. 6.3.2, recovering the live template y is possible also after package delivery.
Since drones currently deployed always have a camera onboard to take the live photo, dif-
ferently than any user device, there is no way in our current system model to protect from
such a leakage, independently of the adopted privacy-enhancing technology. However, in
the scenario of interest for this chapter, we remark that our solution aims to protect the ref-
erence template, and not the live template. Indeed, since there is no way for the adversary
to recover the reference template x, the SP cannot be held responsible for the leakage of any
sensitive information provided at registration time.

6.6. Performance Evaluation

In this section, Sec. 6.6.1 introduces the details of the implemented proof-of-concept testbeds
of Obscura, Sec. 6.6.2 describes the experiment settings and finally, Sec. 6.6.3 presents the
experimental results.

6.6.1. Testbeds Details

We implemented a proof-of-concept of our protocol using the programming language Python.
To characterize the performance of our solution on heterogeneous devices and networks, we
consider two different testbeds, namely Testbed I and Testbed 2.
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Testbed 1 (T1). In this testbed, we consider the drone and the WD to be on Raspberry PI 3
Model B+ devices [176]. This is a well-known low-cost embedded platform equipped with
a Cortex-A53 processor running at 1.4 GHz, 1GB of RAM, and 16 GB of storage, running
the operating system Raspbian Bullseye 64-bit. As acknowledged by several contributions in
the literature such as [95, 144, 210], the computational and bandwidth resources offered by
the Raspberry PI Model 3 B+ are comparable to the ones provided by low-end drones, and
there are even commercial drones integrating the Raspberry PI as an on-board CPU [75].

Testbed 2 (T2). For this testbed, we consider the drone and the WD to be equipped with
larger computational resources. We use two embedded devices Intel NUC7i5BNK [118],
equipped with two Intel Core i5-7260U processors running at 2.20 GHz, 16GB of RAM, and
256GB SDD, running Ubuntu 20.04.6 LTS. Compared to Testbed 1, Testbed 2 allows us to
emulate drones characterized by more significant computational power, like high-end ones.
For communication, we set up an ad-hoc IEEE 802.11 network working at the operating
frequency 2.4 GHz in a regular office environment. This choice is on purpose to let our
proof-of-concept share the same spectrum of other communications and possibly experience
interferences and packet losses, so to execute realistic tests.

For executing our experiments using Obscura, we (i) enabled remote communication ca-
pabilities using communication sockets using the Python package tno.mpc.communication,
(ii) integrated within Obscura the II-Secret Sharing building block proposed by the authors
in [55, 163], (iii) organized the code into several processes, and (iv) used as database for face
verification a dataset of actual faces.

6.6.2. Experimental Settings

We evaluate the overhead of Obscura considering the deployment phase (Sec. 6.4.3) and
four relevant metrics, i.e. the execution time, memory footprint (specifically, RAM con-
sumption), bandwidth, and energy consumption on both the initiator (drone) and respon-
der (WD) devices. For measuring the execution time, we measure the time taken by each
protocol instance on both the initiator and the responder, in milliseconds. For measuring
the RAM consumption, we consider the maximum instantaneous RAM consumption of the
relevant process running on the device (in kilobytes), using the Linux tool “/ust/bin/time -
v”. For measuring the bandwidth overhead, we consider the application bytes generated and
delivered by the process of our protocol, using the Python library tno.mpc.communication,
independently of the meta-data added by lower-layer protocols. Finally, for estimating the
energy consumption of Obscura, we use the tool powertop, a software-based energy estima-
tion tool. Powertop provides an estimate of the power (in Watt) of a running process. We
compute the energy consumption of the process by multiplying the power estimate for the
execution time, as: £ = P x At, where E is the estimated energy in Joule, P the power (in
Watt) estimated by powertop and At the duration of the deployment phase of Obscura.

Datasets. We validate our solution with two datasets, i.e., (i) Labeled Faces in the Wild
(LFW), available at [110] and denoted as D1, and (ii) DroneFaces, available at [109] and de-
noted as D2. D1 is a general-purpose dataset of real-faces, and it is selected since it has been
used by many contributions in the literature dealing with privacy-preserving face recogni-
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tion [115, 250]. It includes 13, 233 images of 5, 749 unique identities. For our performance
assessment, we set up a balanced dataset of 1, 000 images, balancing out positive with nega-
tive face verification operations. Specifically, out of 1, 000 images, 500 images lead to a true
positive, i.e., the user is successfully verified, and the remaining 500 images lead to a true
negative, i.e., the user is correctly not verified. The dataset D2 includes 1, 364 frontal face
images and 73 portrait images of 11 unique identities, and it is used to evaluate face recogni-
tion techniques on drones. We evaluate the performance of our solution with this datasets
using two balanced sub-datasets: (i) D2-1 (1, 364 images), which keeps probes shot at the
easier heights of 3-4 m and at 2.5-16 m distance from the target, and (ii) full D2, which
includes all probes taken from 1.5-5 m at the same distance range. This allows us to study
how performance varies with the drone’s angle of depression (as discussed in [109]).

We also use the well-known model SFace [38] to extract face embeddings from the dataset,
so working with vectors of dimension d = 128. Finally, to enable the experimental com-
parison of Obscura with the closest proposal in [55], we deployed both Obscura and the
solution in [55] on the testbeds T1 and T2, and evaluate the performance and accuracy of
such solutions on the datasets discussed above. Note that we adapted the proposal in [55]
to fit in our scenario so that we can provide a fair comparison. Our proof-of-concept and
datasets are available at [73].

For all the tests, we report the results of our experiments using the average and the 95%
confidence intervals. For such tests, we set the value of some specific protocol parameters.
In particular, we fixed the input size of the §-shares to 64 bits and the vector dimension
d = 128, in line with used ML model for the generation of face embeddings.

6.6.3. Results

We consider the effectiveness and overhead of our proposed Obscura solution on the two
testbeds introduced in Sec. 6.6.1.

Face Verification Performance. We first verify the accuracy of our solution, i.e., the ca-
pability of correctly verifying the identity of individuals, without degrading performances
compared to the equivalent non-private solution. To this aim, we used our datasets (see
Sec. 6.6.1) and compare the performance of the plain-text scaled cosine similarity algorithm,
our solution and the proposal by Cheng et al. in [55]. We report the results of our analysis
in Tab. 6.3, on all datasets. For D1, all three approaches report 97.2% of accuracy, confirm-
ing that our proposed Obscura solution guarantees the same face verification performance
of the plain-text face verification approach and the state-of-the-art. For the dataset D2-1 all
three approaches report 78.15% of accuracy, while we achieve 77.46% accuracy for the entire
dataset D2, for all three approaches. Therefore, we can conclude that Obscura achieves the
same performance of plain-text non private approaches, while fully preserving privacy.

Experiments on T1. We investigate the overhead of Obscura with testbed T1, i.e., the most
constrained setup. Fig. 6.4 reports the results for the execution time required by Obscura
and the solution by Cheng et al. [55] when executed on T1, with dataset D1. We divide the
overall execution time into the time required for (wireless) communication (light grey bars
in Fig. 6.4) and the time required for computation (dark grey bars in Fig. 6.4), for each party.
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Dataset | Plain-text Face Recognition | Cheng et al. [55] | Obscura
D1 [110] 97.2% 97.2% 97.2%

D2-1 [109] 78.15% 78.15% 78.15%
Full D2 [109] 77.46% 77.46% 77.46%

Table 6.3: Face verification accuracy of the plain-text algorithm, the solution in [55] and Obscura, with all

datasets.
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Figure 6.4: Execution time of Obscura and the solution by Cheng et al. [55] on the testbed T1.

The results show that the overall execution time of Obscura is significantly lower than the
competing solution, on both parties involved in the protocol. Overall, on the drone Obscura
requires on average 26.810 ms, which is 56.14% less than the solution by Cheng et al., which
requires on average 61.124 ms. We also notice that, with both schemes, the WD takes more
time than the drone to complete the protocol. However, with Obscura, such a difference
is very little, making the computational burden of the protocol almost the same for both
involved parties. We also notice that the reduced execution time of Obscura comes from both
reduced computation and communication time. The solution by Cheng et al. requires more
computations than Obscura. Regarding communication overhead, we show in Tab. 6.4 the
overall number of bytes delivered by both entities with Obscura and the solution by Cheng
etal. in [55]. We notice that, with the chosen configuration, Obscura requires the drone to

Cheng et al. [55] Obscura
Drone WD Drone WD
11930 bytes 766 bytes|1216 bytes 80 bytes|

Table 6.4: Average communication overhead of Obscura and the solution in [55] during the Deployment Phase.

send 1, 216 bytes, including the messages to establish the connection and A,. In contrast,
the work in [55] requires the drone to send 1, 930 bytes, including A and the shares of the
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Figure 6.5: Energy consumption of Obscura and the solution by Cheng et al. [55] on the testbed T1.

inner product. Besides, the WD requires on average 80 bytes in Obscura and 766 bytes for
the proposal in [55]. The increased overhead of the proposal in [55] is due to the delivery
of the shares of the inner product and the share of the function Condeval (see [55] for more
details). Instead, with Obscura, the WD delivers only o

zzy s Oy, -

Using the same setup, we investigate the average energy consumption required by Obscura
and the competing solution by Cheng et al. [55]. Fig. 6.5 summarizes the results our anal-
ysis. Overall, Obscura is significantly more energy efficient than the solution in [55]. Our
proposal consumes on average 0.0145 ], which is 55% less than the solution of Cheng et al.
when applied to our problem. The energy consumption of Obscura on the drone translates
into a power consumption of 0.0008 mAh. Considering that an actual drone, such as the
DJI Mini 2, features a battery with a capacity of 5, 200 mAh [70], the power consumption of
Obscura corresponds to approx. 0.00002% of the overall drone battery capacity, confirming
its minimal impact on the drone’s lifetime. We also notice that the energy consumption of
the WD with Obscura is less than the one of the competing solution. When using the pro-
tocol of [55], the WD consumes on average 0.03924 ], while such consumption reduces to
0.01404 J with Obscura, i.e. 64.2% less.

We also investigate the RAM consumption of both approaches with T1, and report our re-
sults in Fig. 6.6. In terms of RAM consumption, the two proposals are approximately equiv-
alent. On the drone, Obscura requires 80.226 MB of RAM, while it requires 80.435 MB on
the WD. We attribute such a RAM consumption to the use of process python3.9 for both
schemes. Usually, such a RAM consumption is not a problem for drones, which feature
enough RAM [71].

Experiments on T2. We also investigate the overhead of Obscura using the testbed T2.
Fig. 6.7 reports the results for the execution time required by Obscura and the solution by
Cheng et al. [55]. Similarly to Fig. 6.4, we report through light gray bars the time required
for communication and through dark grey bars the time required for computation, for each
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Figure 6.6: RAM consumption of Obscura and the solution by Cheng et al. [55] on the testbed T1.
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Figure 6.7: Execution time of Obscura and the solution by Cheng et al. [55] on the testbed T2.

party (the drone and the WD). We notice that the results follow the same trend in Fig. 6.4,
with our solution being significantly faster than the competing approach by Cheng et al.
in [55]. However, being the equipment used for T2 more powerful than the equipment used
for T1, the overall execution times are even lower than what reported earlier. Obscura re-
quires 8.984 ms to complete on the drone and 9.414 ms to complete on the WD, decreasing
further by approx. 67% the execution time on the testbed T1. Also for T2, Obscura is quicker
than the solution by Cheng et al., in this case by 37.6% on the drone. Finally, we report our
results for the RAM consumption on T2 in Fig. 6.8. As found for the testbed T1 (Fig. 6.6),
Obscura and the competing solution consume the same RAM, i.e., approx. 43.683 MB for
T2. Although we do notice that the RAM consumption for T2 appears to be lower than
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Figure 6.8: RAM consumption of Obscura and the solution by Cheng et al. [55] on the testbed T2.

the one for T1, we recall that a direct comparison between the two testbeds for RAM con-
sumption is not possible, since the underlying system architectures and memory allocation
procedures are different.

6.7. Discussion

We briefly discuss below some relevant aspects connected with the deployment of Obscura.

Alternatives to the Trusted Dealer. During the Setup-Phase, we consider that the SP plays
the role of the trusted dealer. An alternative option is to use OT or HE to generate each
party’s multiplicative shares of . We leave the implementation of such alternative options as
future work.

Leakage of the Live Template. An adversary capturing the drone after goods delivery may
derive private information from the live template possibly collected by the drone at run-
time. To prevent this, the drone could additionally include a TEE, and store the live template
therein, as in [115, 168]. Specifically, once the live template is collected, it could be temporar-
ily stored in the TEE. Once A is computed, the TEE could reveal only the masked value and
its shares, while protecting the original information. Since TEEs are tamper-resistant and in-
accessible, the adversary could not retrieve the live template. Note that setting up the entire
face verification process (including also the reference template) in the TEE would enlarge the
enclave significantly, while also increasing side-channel exposure and computational over-
head. Instead, in line with recent literature [112, 237], by storing limited information (only
the live template) in the enclave, the TEE could be kept small and efficient, while offloading
to Obscura the protection of the reference template.
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6.8. Related Work

In this chapter, we consider the problem of privacy-preserving face recognition onboard
drones, i.e. verification of users’ identities for delivering goods. To the best of our knowledge,
to date, there is no scientific contribution dealing with this problem, making both our prob-
lem and solution novel. A few contributions in the literature consider privacy-preserving
biometric verification, although working with different assumptions and requirements than
the ones considered here. We summarize the main features of such works in Tab. 6.5, with
reference to our requirements laid down and motivated in Sec. 6.3.4. Overall, many dif-
ferent PETs-based schemes have been used for executing privacy-preserving face recogni-
tion. We see solutions based on FHE (e.g., [36, 111, 238]), Quadratic Homomorphic Encryp-
tion (QHE) and Additive Homomorphic Encryption (AHE) ([116, 183]), Paillier encryption
([80, 149, 160]) and I1-Secret Sharing with Function Secret Sharing (ESS) ([55, 115]). We also
notice that many approaches rely on a T'TP, which is used for storing the plain-text biomet-
ric template of the user and for delivering cryptography materials related to such a template
during the face verification task. As discussed in Sec. 6.3.4, our use case considers drones
deployed in areas with unreliable, scarce or unavailable Internet connection, ruling out the
possibility to interact online with such a TTP (see regs. R1 and R2). Moreover, on top of the
previous limitations, some schemes based on FHE, e.g., [36, 80, 111, 149, 238], require the
storage of a decryption key onboard of the device ultimately verifying the match of the live
template with the reference template. This is not compatible with our requirements, since
an adversary taking control of the drone would have access to such a key, so being able to
compromise the confidentiality of the PII stored onboard (R6).

Scientific contributions that do not require TTPs, i.e., the solutions by [115, 116, 160, 183],
do not allow the client (i.e., the network entity initiating the connection) to take the final
decision about face verification, not fulfilling our requirement (R6). This is a relevant differ-
ence compared to our system model, which also prevents us to carry out an experimental
comparison of such solutions with our work. Moreover, such schemes are not designed for
and not even tested on constrained devices like drones.

At the same time, several template protection techniques have been proposed to protect
the reference template’s confidentiality against stealing, linkage, and misuse. Many of these
techniques, such as salting or token-based transformation techniques, often depend on a
token or key stored locally or on a TTP’s server, and thus, they do not fulfill our require-
ments [140]. Biometric cryptosystems such as Fuzzy Vault and Fuzzy Commitment are
known to be vulnerable against key recovery attacks, error correction codes attacks, and
correlation attacks [4, 177]. Finally, cancelable biometric techniques are well-known to be
prone to inversion attacks, and they use complex transformation which could lead to de-
graded recognition performance [22, 140]. Therefore, cancelable biometric solutions do not
fulfill the requirements R4 and R6. The closest work in terms of drone-side deployment is
by Pillai et al. [168]. However, their work focuses on the user-centric privacy by classifying
if the delivery drone recorded the user. This allows the user to query the footage without
disclosing it’s location at that time.

Overall, although not fulfilling all our requirements and focusing on a different problem
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(optimization of cosine similarity implementation with audio traces for voice recognition),
the contribution by Cheng et al. [55] is the only one that can be framed to be comparable with
our solution. As shown in Sec. 6.6.3, besides being the only one to fulfill all our requirements,
Obscura is more lightweight and energy-friendly than the approach in [55].

In summary, our work is the first to consider the combination of all requirements motivated
and discussed in Sec. 6.3.4, allowing to address the problem of privacy-preserving face veri-
fication on constrained devices.

Table 6.5: Qualitative comparison of state-of-the-art privacy-preserving face recognition schemes and our

work. The symbol @ indicates that a particular feature is supported, while the symbol O indicates that the
feature is not supported.

Cryptography Technique R1 R2 R3 R4 R5 R6 R7 R8
Xiang et al. [238] FHE OO NOK JOJoKe
Ma et al. [149] Paillier OCeee®O OO0
Im et al. [116] QHE 000000000
Erkin et al. [80] Paillier+DGK [60] ONON N NONORON®,
Sadeghi et al. [183] AHE+GC N N NON NONONO
Osadchy et al. [160]  Paillier 00000 OO
Boddeti [36] FHE OOee®O OO
Huang et al. [111] FHE+GC CONON NONON RONC
Pillai et al. [168] GC/SS [ N NONONON RON )
Ibarrondo et al. [115] II-SS + FSS C00000 OO
Cheng et al. [55] II-SS + CondEval CeCeee®OO
Obscura I1-SS 0000000

6.9. Conclusion

In this chapter, we proposed Obscura, a novel scheme based on Multi-Party Computation al-
lowing to carry out privacy-preserving face verification onboard commercial drones. Through
Obscura, commercial drones deployed in areas characterized by unreliable or scarce Inter-
net connectivity can execute face verification fully onboard without storing onboard any
sensitive private user’s information provided at registration time. This strategy protects the
privacy of users and helps the Service Provider (SP) deploying the drone to keep compliance
with privacy regulations, even in the presence of adversaries capturing the drone during the
delivery of the package. We describe Obscura and prove its security against an adversary
capturing the drone at deployment time. Moreover, we implemented a proof-of-concept of
Obscura, released the code as open source, and used such a proof-of-concept to experimen-
tally test the accuracy and overhead of our solution on two test environments. Our perfor-
mance evaluation demonstrates that Obscura is very accurate and lightweight, as it requires
approximately 27 ms and 0.0145 ] on the most constrained device tested, more than 50%
less than the closest competing approach. Future work is needed to extend the scope of our
solution further to protect also the live picture of the user acquired during goods delivery.



Discussion

he prior chapters highlight privacy concerns in the IoT domain, and how we can address
T them by applying and adapting various PETs. In this chapter, we draw attention to the
limitations of our solutions and provide prospects on how to address them, while opening
new avenues for future research.

We divide the chapter into eight sections: Sec. 7.1 discusses the limitations of pre-processing
strategies and how to improve them; Sec. 7.2 emphasizes scalability concerns; Sec. 7.3 ad-
dresses various adversarial settings and output privacy guarantees; Sec. 7.4 introduces strate-
gies to improve the efficiency of MPC techniques in the IoT domain, based on hardware ac-
celerations or manual circuit optimization; Sec. 7.5 discusses the reduction of sizes of NIZK
proofs through the use of different signature schemes which allow updatable proofs; Sec. 7.6
discusses how to define thresholds for PRM and ePPTM; Sec. 7.7 elaborates on how to fur-
ther harden our works in preparation for the upcoming quantum era; Sec. 7.8 gives insights
on the future directions regarding PET composition.

7.1. Pre-Processing

Many of the solutions described in this thesis, i.e., Obscura (Chapter 6) and DaaS (Chap-
ter 5), rely on the pre-processing model, also known as the offline-online paradigm. Pre-
Processing is a model that stems from the MPC domain and enables MPC-based protocols
to achieve efficient computation for real-world applications [206]. The pre-processing model
is split into two phases: (i) the offline phase, which computes the function-dependent cryp-
tographic material, and (ii) the online phase, which computes the actual function over the
private input and the pre-computed values. The offline-online paradigm shifts the compu-
tationally intensive operations into the offline phase to reduce computation and communi-
cation overhead in the online phase. This paradigm is beneficial in the IoT domain, due to
shifting the pre-computations into the setup phase, since during the deployment the IoT de-
vices are confronted with limited computational power or real-time constraints. However,
the offline/setup phase requires a trusted dealer or TTP to generate and distribute the pre-
computed values to ensure that the values were not tampered with. In the following, we
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discuss how pre-processing has been integrated into our protocols and its limitations and
practical implications in the IoT domain.

In Chapters 2 and 3, we discussed how to deploy multiple pre-computed moduli for different
sessions during the setup phase. In Chapter 5, we rely on the trusted dealer (the DOs) to pre-
share attributes of the policy via additive secret sharing. Chapter 6 applies the offline-online
paradigm, where we precompute the necessary values of the obscura protocol, i.e., the Beaver
triple for secure multiplication. During the online phases of such protocols, the involved
parties use the precomputed values to execute computations to achieve the respective privacy
goals.

The prior chapters highlighted the scenarios where pre-processing is useful, e.g., real-time
computations or scarce Internet availability during the deployment. In such scenarios, the
IoT devices cannot access a TTP to obtain fresh precomputed values. At the same time, the
freshness of the cryptographic materials is necessary to mitigate attacks, e.g., replay attacks
or the reference template attacks mentioned in Chap. 6. To guarantee freshness, a naive strat-
egy is to precompute a set of cryptographic materials and use a new subset at the beginning
of each new execution of the online phase of the protocol. However, this may increase the
storage requirements on the device. Note that the amount of cryptographic materials re-
quired depends on the application. In MPC, the number of AND gates in a Boolean circuit
or multiplication gates in an arithmetic circuit determines the amount of preprocessed val-
ues. Thus, both AND and multiplication gates require multiplication triples [65, 163]. The
number of AND gates in Chap. 5 depends on the policy size, leading to increased storage re-
quirements. These considerations are similarly applicable to the multiplication gates of the
arithmetic circuits.

We can reduce the storage requirements for the pre-processing phase by letting the parties
leverage the silent OT extension based on pseudorandom correlation generator (PCG) instan-
tiated with Learning Parity with Noise (LPN) assumptions [39]. During the preprocessing
phase, the parties may agree on a seed. When the IoT device is deployed, during the online
phase, the parties can expand this seed to correlate the necessary tuples for secure function
evaluation. This could allow for minimizing the amount of preprocessed values, and mul-
tiple seeds can be stored for multiple sessions — providing the necessary freshness. How-
ever, integrating such techniques in the designed protocols likely involves careful protocol
re-design, thus requiring further research.

7.2. Scalability

In IoT deployments, ensuring scalability of the proposed solutions is essential for allowing
such solutions to accommodate increasing and heterogeneous IoT devices. Designing scal-
able protocols allows us to expand the number of participants without significantly modify-
ing the underlying protocol. Depending on the use case or scenario, MPC-based protocols
offer scalability. However, this depends on the underlying cryptographic techniques and
whether the function can be computed over multiple private inputs. We discuss below which
use case require scalability.
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The work in Chapter 5 and Chapter 6 is meant for a two-party setting, and does not scale
for more than two parties. However, scalability considerations are critical in the scenarios
considered in PRM (Chap. 2) and ePPTM (Chap. 3), e.g., to identify collision among AV's
or interference among multiple distinct mesh network gateways. Thus, PRM and ePPTM
require redesigning to be scalable. In this context, the first step could be to redesign PRM
and ePPTM into an MPC setting. This choice would allow us to consider schemes based
on the adversarial threshold setting (see Sec. 7.3.2). However, the increase of the number of
parties leads to a corresponding increase of the communication overhead of our protocols,
linearly (O(n)) in the star topology and quadratically in a mesh topology (O(n?)) [155]
and a tree topology (O(logn)). Therefore, additional research is necessary to identify how
to update PRM and ePPTM when considering several involved parties while keeping the
communication overhead limited.

7.3. Active Adversaries

All the protocols considered in this thesis take into account two parties and a semi-honest
or honest-but-curious adversary model. The honest-but-curious adversary model considers
an adversary which does not deviate from the protocol flow, while attempting to learn the
private information, but it is considered as the weakest model. However, in practice, IoT
devices can be entirely compromised, allowing an adversary to provide arbitrary input, or
deviate from the protocol, i.e., play the role of an active adversary. It is reasonable to as-
sume that an active adversary is present during the online-phase of the protocols. During
the execution of such phase, the adversary possibly deviates from the protocol flow to re-
trieve sensitive information from the other party. Therefore, a direct and relevant research
opportunity is to extend our protocols to thwart active attackers.

We discuss in Sec. 7.3.1 possible strategies for active security in our existing protocols, which
consider the two-party setting. We describe possible directions on expanding certain proto-
cols for the n-Party setting against malicious adversaries in Sec. 7.3.2. Finally, we elaborate
on how to guarantee input verifiability in Sec. 7.3.3.

7.3.1. Two-Party Setting

The two-party setting stems from the MPC domain, and we borrow the term for any protocol
between two parties to accomplish a secure computation or task. We discuss below how
we could harden our protocols against active adversaries, in cases where an IoT device is
compromised during the online phase based on the underlying scheme.

To harden the protocols in Chapter 2 and Chapter 3 against active adversaries, we could
replace the current privacy-preserving proximity testing [161] scheme with a construction
that is provably secure against a malicious adversary that deviates from the protocol. Another
option is to consider Verifiable Computation (VC) so that each party can verify that the
identifiers are based on their actual trajectory. We classify this approach as input verifiability
during the online phase. We provide more details in Sec. 7.3.3.
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Given the high chance that PRM and ePPTM need to be redesigned, they can be mapped
in the two-party setting of MPC to identify collisions at the exact location of their trajec-
tory (or, equivalently, interferences in the radio scheduling table). By doing so, they can
use techniques for authenticating the computations, e.g., via Message Authentication Code
(MAC) [55]. Similar considerations apply to make the protocols discussed in Chapter 5 and
Chapter 6 robust against active adversaries. However, this implies incurring additional com-
putational overhead, which is a significant consideration in the IoT domain.

7.3.2. n-Party Setting

We have discussed in Sec. 7.2 that another valuable research direction is to extend some of
the protocols considered in this thesis to deal with multiple parties, specifically the protocols
in Chapter 2 and Chapter 3. However, increasing the number of parties involved in the
protocols also requires us to take into account new possible adversarial models.

Allowing untrusted IoT devices to compute over a function with their shared input may not
guarantee the intended output. To deal with such issues, we could consider MPC schemes
that assume various adversarial threshold settings. These include honest-majority (t < %),
dishonest-majority (t < n) or two-thirds honest-majority (t < %) [81], with ¢ being the
number of parties at-most corruptible by the adversary and n being the total number of
parties. Depending on the adversarial setting, we could design MPC protocols to ensure
these output guarantees [81]: (i) guaranteed output delivery, ensuring that all participants
receive the results in the presence of corrupted parties; (ii) fairness, ensuring that all parties
acquire the result or that every party aborts computation so that the corrupted party does not
acquire the output, and (iii) security with abort, ensuring that input privacy is upheld for all
parties, even if an abort is triggered by an adversary that has already learned the output. As
stated in [81], output guarantees vary based on the active adversary threshold setting. With
the two-thirds honest majority, all output guarantees could be ensured; in honest-majority,
fairness and security with abort could be ensured (as stated in [81]). When extending PRM
and ePPTM to the multiparty setting, we could explore which active adversary threshold
best fits the given scenario. For example, ePPTM performs safety-related operations, which
require guaranteed output delivery; this objective can only be achieved by the two-thirds
honest majority setting in case of active security. The aforementioned examples showcase
how to map the vast settings of MPC into the context of IoT. Additionally, a strategy that has
been investigated concretely in the domain of Privacy-Preserving Machine Learning is how
the efficiency and throughput may be improved based on the number (three and four) of
involved parties, e.g., by the work of Harthkitzerow et al. [106]. Such considerations could
be feasibly adapted for the IoT landscape.

7.3.3. Input Verifiability

The previous sections addressed active adversary models in two-party settings and n-party
settings in MPC, which are considered during the online phase, where the parties securely
evaluate a function. When considering schemes based on MPC, e.g., Obscura, we should take
into account that MPC schemes guarantee input privacy but not input verifiability against ma-
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licious intended inputs on a compromised IoT device. Thus, MPC strategies do not protect
against malicious input but only against malicious adversaries that deviate from the protocol
flow. We address here an interesting research direction on how to guarantee input verifiabil-
ity during the setup phase and online phase.

In Chap 7.1, we discussed various preprocessing strategies involving dealers distributing
shares during the setup phase. In Chap. 5 and Chap. 6, we use trusted dealers during the
setup phase to distribute shares. However, in the case of a malicious dealer, distributing
compromised shares can lead to incorrect results during the online phase. This may lead to
severe safety concerns in the IoT domain. To deal with these threats, the literature provides
solutions for publicly verifiable secret shares [18]. Such schemes allow all involved entities to
confirm the validity of the received shares before evaluating the shares over the function se-
curely during the online phase. However, publicly verifiable secret sharing leads to additional
computational costs to guarantee integrity.

Other solutions discussed in this thesis, e.g., ePPTM and PRM, are not based on MPC and
operate in a two-party setting. We can use VC, to verify in each round that the capsule
identifiers are bound to the actual trajectory (ePPTM) or that the portion identifiers are
bound to the RST (PRM). This prevents a malicious party from injecting malformed identi-
fiers. Through ZKP gadgets, we can bind the trajectory to the capsule computation, e.g., via
a commit-and-prove scheme. The commit-and-prove scheme ensures that the parties com-
mit to an input and that computations are based on these committed values, which are
proven via ZKP. However, the commit-and-prove paradigm will be invoked in each round
of ePPTM and PRM. Therefore, to reduce the communication and computation overhead
of these schemes, a possible direction is to explore the succinctness of generating proofs and
batch verification in the context of the IoT landscape.

The prospect is to design a lightweight input verification stage. To this aim, the IoT device
validates the input, which prevents IoT devices from spending energy on a computation that
may be resource-intensive. Therefore, we intend to investigate a hybrid design that combines
input verifiability and computational verification, in the context of being resource-aware and
resistant to malicious adversaries and maliciously intended input.

7.4. Hardware Acceleration and Circuit Optimization

IoT devices often operate under constraints, such as limited processing power or critical
real-time requirements, and incorporating PET's requires additional resources, while other
operational tasks also need resources simultaneously. To address these issues in the con-
text of MPC-based protocols, we can consider two optimization techniques: (i) hardware-
dependent optimizations, that parallelize operations based on the specific function, and (ii)
circuit-level optimization, by reducing the number of gates or depth depending on the func-
tion. We discuss below how these techniques can be applied in our use cases.

When using secure function evaluation (Chap. 5), the function is represented as a circuit
which contains multiple gates representing operations. Fast execution of circuit evaluation is
provided through hardware acceleration, known as Single Instruction Multiple Data (SIMD),
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or by manually minimizing the circuit size by decreasing the number of computationally in-
tensive gates, e.g., AND gates in Boolean circuits and multiplication in arithmetic circuits.
SIMD architectures allow us to utilize the vectorization registers AVX2 in Intel Processors
and NEON in ARM Processors [171]. The vectorization registers enable evaluation of gates
such as multiplication and AND gates of vectorized input, wherein the component-wise and-
ings/multiplications are parallelized. In Obscura, we use two inner products, where we could
leverage the SIMD architecture to speed up the component-wise multiplication. This strat-
egy would reduce the computation overhead for complex circuits, especially when the cir-
cuit size cannot be reduced. However, it is hardware-dependent and the transition between
AVX2 and NEON is not straightforward [157].

A possible hardware-independent solution is to manually optimize the circuit size by iden-
tifying operations that can be combined to reduce the number of gates or by reducing the
circuit depth by repositioning them [84]. In Chap. 5, we use ABAC to represent policies and
rules to construct complex policies. Each rule requires three AND gates, and the evaluation
function requires 10 AND gates. The combination of the rules and the representation of the
policy as a tree could allow us to map the policy tree into the circuit to identify the actual
number of AND Gates. Additionally, this could show the circuit depth and size based on the
number of gates, which would then allow us to reduce the number of gates by a certain com-
bination of the policy rules or to reduce the circuit depth, e.g., by allowing us to reposition
gates. Moreover, we could improve the performance of our work by switching from ABY
to ABY2.0 [163]. However, as mentioned in Sec. 7.1, the amount of preprocessing values
will increase, which in turn may increase the storage size. In practice, IoT devices may need
storage for sensor data, e.g., video-feed, heat map, to name a few, rather than being primarily
occupied with pre-processed values.

7.5. Replacement of Signature Schemes

As mentioned in the previous section, the IoT devices are limited in their resources. There-
fore, we discuss below signature-based schemes that preserve selective disclosure and the
challenges of integrating them into the IoT domain based on our use cases.

The solution discussed in Chapter 4 leverages Schnorr signatures for NIZK based on elliptic-
curve cryptography. In our protocol, the IMA-log contains the proof to be verified by the
partial verifier. However, measurements can change over time. Therefore, an interesting ap-
proach is to adapt the scheme for updatable NIZK proofs and succinct proofs for frequently
changing measurements. Ideally, we would require a scheme that can batch a subset of proofs
associated with a partial verifier to reduce the communication overhead and the storage size
of the IMA-log. Additionally, the partial verifier can perform batch verification. However,
if any single proof is invalid, the entire batch fails, and the verifier cannot identify which
specific entry was tampered with.

The possible candidate that promises to achieve the requirements discussed above is BBS+,
which provides selective disclosure and allows the generation of NIZK and updatable tokens
for updatable proofs [104, 215]. These features, in combination with the succinctness of
the generated proof, could sufficiently reduce both proof-generation overhead and commu-
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nication overhead. Zk-SNARKSs [143] provide the ability to update the signature, but the
generation of proofs is typically very expensive. Further investigations are required to un-
derstand how to integrate pairing-based cryptography with the TPM, and if NIZKs can be
used in the chain of trust.

7.6. Threshold Calibration

Protocols designed with thresholds allow IoT devices to have control over the threshold con-
figurations with respect to privacy and computation overhead. Depending on the scenario
or task, this allows them to trade off privacy against computation overhead. We give a brief
discussion below on how such a threshold could be calibrated.

Both ePPTM and PRM are designed based on energy and privacy thresholds, which enable
a fallback to plain PSI. In our work, we delegate the responsibility of defining the thresholds
to the SPs or the network administrators. However, we do not specify how a threshold could
be calibrated. A naive approach to identifying the threshold is to assume the worst-case
scenario, where the iterations of the iterative division algorithm and the incremental capsule
matching reach the maximum depth of the binary tree, assuming that all cells or trajectories
collide. Instead, by knowing the energy consumption of the worst-case scenario and the per-
centage of privacy leakage in each round of our algorithms, we could determine a threshold
where we can accept a certain percentage of privacy leakage of the cell occupation and tra-
jectories while conserving energy. We could further investigate such trade-offs in realistic
use cases as part of our future work.

7.7. Future-proof Schemes

National Institute of Standards and Technology (NIST) recently announced that, by 2030,
reference cryptographic algorithms such as RSA, ECDSA, EdDSA, DH, and ECDH will be
deprecated, and in 2035, they will be disallowed [179], due to the transition to quantum-safe
schemes. The transition from classical cryptography to post-quantum-based cryptography
is not straightforward and raises questions about the feasibility on constrained IoT devices.
Therefore, we discuss below how we may enable quantum-safe construction for our use cases.

To harden ePPTM and PRM for the quantum era, we need to replace the basic primitive
they use, i.e., the integer factorization, with a quantum-safe primitive. A first step in this di-
rection is to integrate the idea of the authors in [164]. They provide private proximity tests
based on lattice-based cryptography, which is quantum-safe. However, in general as well as
for ePPTM and PRM this replacement is not a trivial plug-and-play exercise, especially in
the IoT domain. It requires a fundamental understanding of the post-quantum primitives
and further investigation of the computational aspects of such primitives when applied and
run on constrained devices. Moreover, we remark that the authors in [164] use quantum-
safe primitives which are not currently standardized by the NIST. However, alternatively,
NIST has recently recommended a key-encapsulation mechanism for asymmetric encryp-
tion known as Kyber, which does not provide malleable features (see [188] for more details)
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necessary for ePPTM and PRM.

The schemes discussed in Chapter 5 and Chapter 6 are also quantumly vulnerable, specifically
in the setup phase, since we use OT or HE for the AND gate and the multiplication gate. A
strategy to make them quantum-safe is to investigate the existing quantum-safe versions of
OT or HE and how they can be integrated into our protocols while still limiting the resulting
computational overhead. The work in Chapter 4 is also not quantum-safe, due to the reliance
on elliptic-curve cryptography. We believe a possible solution is to investigate whether post-
quantum secure signatures [13] provide selective disclosure, and how they can be integrated
with IMA and Hardware Security Module (HSM).

Future work should investigate the rising challenges of transitioning privacy-preserving
schemes toward quantum-safe privacy-preserving schemes while retaining their applicability
to the IoT domain.

7.8. Composing Privacy-Enhancing Technologies for
loT Systems

The works presented throughout this thesis consistently incorporated a single PET alongside
auxiliary algorithms to solve specific privacy concerns in diverse IoT use cases. As briefly
mentioned in Sec. 7.3.3, relying on a single PET is often insufficient against active adversary
models. Particularly for input verifiability, an additional PET is necessary to ensure that the
input is not maliciously altered whilst keeping the input confidential. Such considerations
can be generalized beyond input verifiability to the design of privacy solutions for IoT use
cases by integrating composable PETs.

However, integrating several PET's into a single privacy-preserving solution running on IoT
devices is a non-trivial task. The current literature, e.g., the contribution by Li et al. [142],
contextualizes the principles of privacy-by-design to the IoT domain, but focuses on the data
collection and data processing layers. In contrast, our works emphasize the need for safety-
critical real-time computations that do not rely on TTPs. In many real-world IoT-based
use cases, sensitive data could already be deployed onboard AVs or IoT devices, and must
be processed locally. In this context, integrating several PETs could allow us to protect the
data during transit and computation on the device, providing enhanced privacy guarantees.
We therefore see a clear path for this research to be further integrated with the principles of
privacy-by-design or privacy-by-architecture — creating resource and privacy-aware schemes
to be deployed across diverse IoT environments while not sacrificing safety and real-time
responsiveness.

7.9. Final Considerations

In conclusion, this thesis paves the way for the integration of PETSs in the IoT domain to ad-
dress real-world privacy, performance, and legislative concerns. This chapter has identified
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some limitations of this research and has highlighted areas to improve that require further
investigation.

We remark that we first identified the privacy challenge in the IoT domain and then identified
the suitable PET to address the problem. However, in some cases, we could use a top-down
approach by investigating how a solution with various settings addresses real-world privacy
concerns. Our current understanding shows that, in the future, the combination of various
PETs will play an important role, as mentioned in Sec. 7.8. However, combining various
PETs leads to additional computational, bandwidth, and energy overhead, which could be
unsustainable for constrained IoT devices, thus opening the road for future research in the
directions laid down by this thesis.







Conclusion

T his final chapter concludes the thesis. We summarize the results discussed in the previ-
ous chapters and we use them to answer the research questions introduced in Chapter 1.

8.1. Summary of Contributions

We recall below the main research question defined in Chapter 1:

Main Research Question (MRQ)
How can we design and deploy Privacy-Enhancing Technologies effectively and efficiently
so to be supported on constrained IoT devices and networks?

In the thesis, we have demonstrated that effective and efficient deployment of PETs on con-
strained IoT devices and networks cannot be executed through a general-purpose one-size-
fits-all approach, but must instead be carefully customized to fit the specific requirements
and constraints of the particular use case.

In Part I, we identified that discovering interferences between two independent networks
working within the same spectrum raises confidentiality concerns, due to the sensitivity of
the information connected to the channels assigned to various devices. We addressed this
issue by presenting PRM, the first scheme to identify potential interferences among multi-
tenant wireless networks in advance, without exposing the entire scheduling information
of each network to untrusted parties (Chapter 2). The second use case focused on address-
ing the private matching problem of detecting spatiotemporal collisions among AVs in ad-
vance, to improve safety and reduce risks. We proposed ePPTM, a fully-accurate protocol for
privacy-preserving trajectory matching among AVs, improving over our preliminary work
in [191], and we demonstrated its effectiveness through a proof-of-concept evaluation on
real-world datasets (Chapter 3).

We further discovered, in Part II, that traditional binary remote attestation protocols require
the disclosure of all details about the executed software from all vendors, e.g., proprietary
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code and sensitive configuration details, onboard IoT devices, posing confidentiality con-
cerns. We introduced a privacy-preserving remote attestation approach that allows us to ex-
ecute traditional binary remote attestation while selectively disclosing software details (Chap-
ter 4).

In Part III, we investigated further real-world IoT use cases characterized by privacy con-
cerns. We first considered the shared ownership of the involved data, in the context of
Third-Party UAV services. Third-Party UAV services require the adoption of multi-party
access control solutions, possibly leaking confidential information about the access control
policies specified by the data owners. We proposed a privacy-preserving multi-party access
control solution tailored to the application scenarios of Third-Party UAV Services and pro-
vided an extensive analysis of the feasibility of such a solution on drones (Chapter 5). To
address the privacy concerns, we integrate SFE. SFE is a secure 2-party computation strat-
egy over a function that evaluates policies, and the sensitive information of the policies is
pre-shared through additive secret sharing. We leverage additive secret sharing so that nei-
ther the requester nor the drone can access the sensitive information defined in the policy
by the DOs. We provide an extensive analysis of the feasibility of our solution regarding the
policy size and the request size, so to evaluate the impact of the complexity and granularity
of the policy on the overhead of drones.

The second use case for MPC is built on the consideration that on-device processing of sen-
sitive biometric information creates a serious privacy risk, especially when devices can easily
be stolen. Indeed, when an adversary seizes a drone, they can extract the stored biometric
data, posing privacy risks for the users. We proposed Obscura, the first solution for privacy-
preserving face verification onboard commercial drones (Chapter 6). To tackle the privacy
risk, we securely compute the scaled cosine similarity function to identify whether the dis-
tance between two biometric templates is within a threshold. To realize our solution, we
integrate the building blocks of ABY2.0 [163], where we leverage the secure addition and
secure multiplication based on the optimized additive secret sharing. We further reduce the
computational overhead by only computing the parts involving the reference template in the
scaled cosine similarity function.

We also revisit and answer the sub-research questions laid down in Chapter 1.

SRQ1: How can we effectively and efficiently identify matches in private input data stored
onboard two IoT devices?

In Chapter 2, we designed the protocol PRM, which identifies collisions in the RST of two
independent networks without revealing the entire RST to the other party. Similarly, in
Chapter 3, we introduce ePPTM, identifying in advance collision among two IoT devices or
AVs. Both schemes identify matches through the underlying concept of PSI. PSI allows us to
identify and reveal the actual matches without revealing the non-matching values. This guar-
antees the privacy of the data onboard the IoT devices, i.e., the RST or the entire trajectory
path.

During the design of PRM and ePPTM we realized that using the plain PSI for solving these
problems leads to a significant computational and energy overhead on the involved IoT de-
vices. In PRM the RST in the communication technology IEEE 802.15.4 can have 1616
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cells, which leads to the same amount of exponentiations onboard the IoT device. Similar
considerations apply to ePPTM, depending on the number of trajectory points. Therefore,
in both schemes, we proposed auxiliary algorithms to reduce the computational overhead
and to identify effectively and efficiently the collisions. In PRM, we introduce the algorithm
iterative set division, and we evaluated the approach on simulated data to understand the
feasibility of our solution. We discovered that the overhead depends on the distribution of
the occupied cells in the RST.

In ePPTM, we designed the algorithm incremental capsule matching, for detecting collisions
in the trajectory data structure. As a result, our scheme and the auxiliary algorithms are
efficient in identifying immediate non-collisions. However, if the relation between the input
data is strong, then our solution may introduce more computational overhead. We discussed
in more detail in Sec. 2.6, Sec. 3.6, and Sec. 7.6 how to fine-tune the algorithm to trade off
between false positives and overhead.

We demonstrate the effectiveness of PRM and ePPTM by identifying private matches through
proof-of-concept implementations and through the security analysis of the schemes.

SRQ2: How can we remotely attest the trustworthiness of the proprietary software running on
IoT devices while preserving its confidentiality?

In Chapter 4, we designed a scheme that allows remote attestation with constrained disclosure.
Specifically, we adapt the IMA to integrate NIZK, which enables us to blind the measure-
ments, a.k.a. event hash. We then use a TPM to extend the event hashes into the TPM PCR.
Furthermore, we store the generated NIZK proof along with its associated data in the IMA
log. We modify the architecture of the remote attestation process by introducing a partial
verifier that allows us to selectively disclose the event hashes from the IMA log to the cor-
responding partial verifier while maintaining the ability to verify the integrity of the TPM
PCR values over the masked values (event hashes). In the end, we provide the results of all
partial verifiers and the masked values to the relying party. This allows the relaying party to
verify and aggregate results to confirm if the prover’s system is trustworthy.

The results, obtained by using a real TPM on the Raspberry Pi, showcased that our solution
requires 228 ms for the attestation process, while the traditional approach requires 218 ms.
The adaptation of our scheme only introduces an average of 10 ms overhead. Meanwhile, the
verification process requires a significant computational overhead. Therefore, we discussed
in Sec. 7.5 various approaches to adapt our solution, which may lead to reduced computa-
tional overhead. To conclude, our solution preserves the privacy of the measurements while
providing integrity and trustworthiness of the prover’s system. We demonstrate the effec-
tiveness of our scheme through a proof-of-concept implementation and a security analysis.

SRQ3: Which design strategies allow reducing the computational overhead while guaranteeing
input privacy in IoT devices?

We have answered this question by designing schemes that leverage the strategy of precom-
puting the necessary cryptographic materials, so to reduce the computation overhead of
various PETs when executed at runtime. As highlighted in Chapter 5, to pre-share the poli-
cies, we use additive secret sharing. This allows the drone not to understand the sensitive
conditions of the policy while the policy is pre-shared by a trusted dealer, i.e., the DO. More-
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over, in Sec. 7.1, we describe the offline-online paradigm, which allows the IoT devices to
rely on trusted dealers during the setup phase (executed offline). As highlighted in our find-
ings in Chapter 6, we pre-compute the function-dependent shares, leading to a significantly
improved computational overhead. As stated in Chapter 6, our scheme Obscura requires
approx. 27 ms to verify the face of a user while also achieving state-of-the-art accuracy of
97.2% for face recognition.

We highlight that the possibility of applying pre-computations to reduce computational and
energy overhead at runtime depends on the function and the scenario. In Obscura the SP
provides the pre-computed values, allowing to reduce the computational overhead during
the online phase. However, this may lead to an increase in the storage size for multiple
sessions. In Sec. 7.1, we discussed possible strategies to compute the necessary shares and
values for the online phase with pseudorandom correlation generator (PCG) instantiated
with Learning Parity with Noise (LPN) assumptions. To conclude, Obscura is the first work
showcasing the strategy for mapping the MPC-setting and terminology for the IoT ecosys-
tem to provide input privacy, while reducing the computational overhead. This solution can
be adapted for IoT scenarios with different functions.

SRQ4: How can we realize privacy-aware operations on IoT devices without relying on trusted
third parties?

To address this sub-research question, in the various chapters of this thesis, we have designed
protocols that, when necessary, involve third parties only offline, before the deployment of
the IoT devices. At runtime, such protocols always involve only the interacting parties, while
not relying on any trusted party to complete the protocol.

In Chapter 2 and Chapter 3, we use privacy-preserving equality testing for privacy-aware op-
erations on the IoT devices, which do not require a TTP. In Chapter 4, we use the TPM for
providing a chain of trust and integrity. However, we adapt IMA by integrating NIZK to
verify only the associated data while not disclosing any non-associated data and guarantee-
ing integrity over the masked measurements. This preserves the privacy of the proprietary
software running of different SPs, without requiring a TTP.

Similarly, in Chapter 5 and Chapter 6, in the offline phase, we distribute the shares and neces-
sary cryptographic materials for the 2-Party computation (MPC). During the online-phase,
both parties do not require a TTP since they evaluate locally over the shares and reconstruct
the result.

8.2. Final words

Overall, this thesis provides manifold contributions: (i) we identify many real-world IoT-
related use cases generating privacy concerns; (ii) we identify privacy-enhancing technolo-
gies suitable for addressing these challenges; (iii) we design new algorithms and strategies
to integrate such PET's on real-world constrained IoT devices while dealing effectively and
efficiently with the constraints of the IoT ecosystem; and finally, (iv) we extensively eval-
uate such solutions on relevant real-world IoT devices to showcase their effectiveness and
efficiency.
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This thesis paves the way for the integration of PETs in the IoT domain to address real-world
concerns about privacy, performance, and regulations. Our current understanding indicates
that composing multiple PET's plays a significant role in future deployments, as stated in
Sec. 7.8. Therefore, through our work, we aim to motivate the IoT security and applied
cryptography communities to join forces to develop methods that can reduce the additional
computational, bandwidth, and energy overhead while preserving the underlying security
and privacy properties of PETs. The contributions presented in this thesis represent an initial
step toward privacy-aware next-generation IoT deployments. In Chapter 7, we have outlined
future key research directions for various strategies, as well as challenges that need to be
addressed to deliver truly efficient and privacy-preserving schemes in the IoT domain.













Appendices

A. ProVerif

ProVerif assumes that the underlying cryptographic primitives at the roots of the protocols
are robust, and that the adversary is aware of the steps and the public values of the proto-
col [32]. Based on these assumptions, ProVerif formally verifies the security of the cryp-
tographic protocol against the Dolev-Yao attacker model, i.e., an adversary able to access,
modify, delete, and forge new messages on the public communication channel. If ProVerif
identifies an attack during the formal verification, it also lists the steps to achieve to break
the protocol.

In our context, we applied ProVerif to formally verify the secrecy of the elements possessed by
the two communicating entities. Recall that ProVerif provides the output not attacker(elem|[])
is true, when the attacker cannot retrieve the value of elem. On the other hand, if the out-
put is not attacker(elem[]) is false, then the attacker can retrieve the value of elem. Similarly,
ProVerif provides the output weak secret(elem[]) is true when the attacker cannot execute
guessing attacks on the value elem or brute-force it, while it provides the outcome weak se-
cret(elem[]) is false when the attacker is able to guess or bruteforce the value elem. Proverif
outputs non-interference (elem[]) is true then the adversary cannot distinguish if the input
of the protocol is changing; otherwise, ProVerif returns the output non-interference (elem(])
is false. Finally, ProVerif verifies message authenticity by defining event sequences such as
(event(e;)==>event(e,)) to confirm the occurrence of e, before e;.

Chapter 2 ProVerif

Lst. 2.1 in Sec. 2.4.1 shows the output provided by ProVerif. We provide the source code
with documentation in Listing A.1 for interested readers to reproduce our results and further
extend them in customized use cases. Additionally, we released the code, which is available
in [72].
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Listing A.1: PRM ProVerif code.

(*Dolev-Yao model Open Channel¥*)
(*Channel between mobile network A and static network B¥)
free c:channel.

free a: bitstring [private].
weaksecret a.
free b: bitstring [private].
weaksecret Db.

(* RSA modulus ¥*)
type N.

(* Randomness Generated by A *)
free rA: bitstring [private].

(* functions ¥*)

query attacker(a).
query attacker (b).
query attacker (rA).

(*Auxiliary Functions¥*)

fun hash(bitstring) :bitstring.

fun map (bitstring) :bitstring. (*secure function of 2H(x)+1%)
fun append(bitstring,bitstring) :bitstring.

fun mod (bitstring,N) :bitstring.

fun exp mod(bitstring,bitstring,N) :bitstring.

fun inv mod(bitstring,N) :bitstring.

(*fun check (bitstring,bitstring) :bool. *)

(*Events¥*)
event end STATIC B(bitstring).
event end MOBILE A (bitstring).

(* The process for mobile network A¥*)
let mobileA(nB:N) =
(* Preparation ¥*)
(*new rA:bitstring;¥*)
(*let 1A = map(lA) in¥*)
let cA = exp mod(rA, map(a), nB) in
out (c,ch);
in (c, cB:bitstring);
if ¢cB = hash(mod(rA,nB)) then (
let y = hash (mod (append(rA,a),nB)) in
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out(c,y);

event end MOBILE A(cB)).

(* The process for static network B*)
let staticB (nB:N) =
in(c, cA:bitstring);
let eB = inv mod(map(b),nB) in
let x = exp mod(cA,eB,nB) in
let ¢cB = hash(x) in
out (c, cB);
in (c, y:bitstring);
if y = hash(mod (append(x,b),nB)) then (
event end STATIC B(y)) .

process
new nB: N;
((!'mobileA(nB)) | (!staticB(nB)))
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Fig. 3.6 in Sec. 3.4.1 shows the output provided by ProVerif. We include the source code with
documentation in Listing A.2 of the first round of ePPTM. This allows interested readers to
reproduce our results and extend them for customized use cases. Additionally, we released

the code, which is available in [58].

Listing A.2: ePPTM ProVerif code.

(*Dolev-Yao model Open Channel¥)
(*Channel between UAV A and UAV B*)
free c:channel.

(* RSA modulus *)
type N.

(* The attacker should not know the actual identifier of the
capsule mapped from f (secret).

Although we define the secret as "weak” to verify if offline
brute-force or dictionary attacks are feasible. ¥*)

free dA i: bitstring [private].
weaksecret dA i.

free dB i k: bitstring [private].
weaksecret dB i k.
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ypes, Constants and Variables ¥*)
radius.
length.
angle.
origin.
nonce.
vector.
index.

y attacker(daA 1i).
y attacker (dB_ i k).

rify the non-interference property for the capsule identifiers

A and B, which means that

the

different secrets are indistinguishable for the adversary,

strong secrecy.*)

noni
noni

(*Au
fun
fun
fun
fun
fun
fun
fun
fun
fun
(* T
fun
(*Ev
even
even

(* T
let

nterf dB i k.
nterf dA i.

xiliary Functions*)

hash (bitstring) :bitstring.

map (bitstring) :bitstring. (*secure function of 2H (x)+1%*)
append (bitstring,bitstring) :bitstring.

mod (bitstring,N) :bitstring.

exp mod(bitstring,bitstring,N) :bitstring.
inv_mod(bitstring,N) :bitstring.

extract elem(vector,index) :bitstring.

add elem(vector,bitstring, index) :vector.

map trajectory(origin,angle,radius, length) :vector.

ype converter ¥*)

nonce_ to bitstring(nonce): bitstring [data,typeConverter].
ents*)

t end UAV A (vector).

t end UAV B(bitstring).

he process for UAV A%*)
uavA (nB:N) =

new O i:origin;
new T i:angle;
new r i:radius;
new h i:length;
new xi i:nonce;

let cA i = exp mod(nonce to bitstring(xi i), dA i, nB) in
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6 out (c,(cA i,0 i,T i,r i,h 1i));

66 in (c, cB i:vector);

67 new k:index;

68 let cB i k = extract elem(cB i, k) in

69 let wA i k = hash(mod(nonce to bitstring(xi i),nB)) in
70 if wA i k = cB i1 k then (

71 let wA i =

hash (mod (append (nonce to bitstring(xi i),dA i),nB)) in
7 out(c,wA 1i);
73 event end UAV A(cB 1i)).
74
75
76
77
73 (* The process for UAV B¥*)
79 let uavB(nB:N) =

80

81 in(c,
(cA i:bitstring,0 i:origin,T i:angle,r i:radius,h i:length));
82 let GB i = map trajectory(O0 i,T i,r i,h i) in
83 new k:index;
84 let eB i k = inv mod(dB_i k,nB) in
85 let x i k = exp mod(cA i,eB i k,nB) in
86 let cB i k = hash(x i k) in
87 new cB i:vector;
88 let cB i = add elem(cB i,cB i k,k) in
89 out (c, cB 1i);
90 in (c, wA i:bitstring);
91 if wA i = hash(mod(append(x i k,dB i k),nB)) then (
9 event end UAV B(wA 1i)).

93

9 process

95 new nB: N;

9% (('uvavA(nB)) | (!uavB(nB)))

Chapter 4 ProVerif

Lst. 4.1 in Sec. 4.7.1 shows the output provided by ProVerif. We include the source code with
documentation in Listing A.3 of RACD protocol. This allows interested readers to reproduce
our results and extend them for customized use cases. Additionally, we released the source
code on GitHub at https://github.com/DominikRoy/RACD.

Listing A.3: RACD ProVerif code.

1 (*Dolev-Yao model Open Channel¥)
: free c:channel.

3 type list.

1+ type tuple.


https://github.com/DominikRoy/RACD
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type none.

type nonce.

type skey.

type pkey.

type result.

type key.

free x i: bitstring [private].
weaksecret x 1.

(* Randomness generated by Prover ¥*)
free r i: bitstring [private].
free v _i: bitstring [private].

(* Elliptic Curve *)
type G.
type L.

(* Auxiliary Functions *)

fun templatehash (bitstring) :bitstring.
fun mod (bitstring,L) :bitstring.

fun mul (bitstring,bitstring) :bitstring.
fun point mul (G,G) :G.

fun hash(G,G,G) :bitstring.

fun map (bitstring) :bitstring. (*secure function of 2H(x)+1%)
fun append(G,G,G) :bitstring.

fun exp (G,bitstring) :G.

fun sub (bitstring,bitstring) :bitstring.
fun tpm pcr extend(bitstring,G) :none.
fun ima cd(bitstring,G,bitstring,bitstring) :none.
fun ima cd event () :G.

fun ima cd s():bitstring.

fun ima cd c():bitstring.

fun requestTPMQuote () :bitstring.

fun hash chain(G) :bitstring.

fun retrieve all() :bitstring.

fun collect results(G,bool) :1list.

fun retrieve results(list) :bitstring.
fun retrieve event(list) :G.

(* Public key Cryptography *)

fun pk(skey): pkey.

(* Signatures *)
fun ok () : result
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fun sign ( bitstring , skey ) : bitstring

reduc forall m : bitstring, sk : skey ; getmess(sign(m, sk)) = m

reduc forall m : bitstring, sk : skey ; checksign(sign(m, sk),
pk(sk)) = ok()

(*Events*)

event secureboot ().

event requestAttestation (nonce).

event acceptAttestationRequest (nonce). (*attester¥)

event sendAttestationResult (bitstring,list). (*attester*)

event requestpartialVerification (nonce,G,
bitstring,bitstring,bitstring). (*attester¥*)

event verifiedAttestationResult (bitstring, G,bool).
(*partialverifer¥)

(*event failedAttestationResult (pkey, bitstring,bool).*)

event trustable(). (*verifier¥*)

query attacker(x 1i).
query attacker(r 1i).
query attacker(v_1i).

query pk:pkey, n:nonce, event hash:G,
c _i:bitstring,c i’:bitstring, tpmQuote signed:bitstring,
result:bool, partialAttestationresults:list;

event (trustable()) ==> (event (sendAttestationResult (
tpmQuote signed,partialAttestationresults)) ==>
event (verifiedAttestationResult ( tpmQuote signed,
event hash, result))).

noninterf x i among (r i,v i, ima cd c(), ima _cd s()).

let verifier (pk:pkey) =
new n:nonce;
(*event requestAttestation(n) ;¥*)
out (c,n);

in (c, (tpmQuote signed:bitstring,
partialAttestationresults:list));
let result’ = retrieve results(partialAttestationresults) in
let event hash = retrieve event (partialAttestationresults) in
let hash chained = hash chain(event hash) in
new valid:bitstring;
let (hash chained’:bitstring, n’:nonce) =
getmess (tpmQuote signed)in
if checksign (tpmQuote signed,pk) = ok() then
if n’ =n && hash chained’ = hash chained && result’ =
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valid then (
event trustable()).

attester (index:bitstring, pk:pkey, sk:skey, g:G,odr:L) =
let event hash = exp(g,mod(mul(r i,
mod (templatehash(x_1i),odr)),odr)) in
let g i = exp(g, mod(templatehash(x i),odr)) in
let t i = exp(g i,v_1i) in
let ¢ i = hash(g _i,t i,event hash) in
let s i = mod(sub(v_i,mod(mul(r i, mod(c i,odr)),odr)),odr)
(*event secureboot() ;*)
let pcr = tpm pcr extend(index,event hash)in
let ima = ima cd(index,event hash,c i,s i)in

in(c,n:nonce) ;

(*event acceptAttestationRequest(n) ;*)

let tpmQuote = requestTPMQuote () in

let tpmQuote signed = sign(tpmQuote,sk) in

let event hash ima = ima cd event() in
let s i ima = ima cd s() in
let ¢ i ima= ima cd c() in

(*event requestpartialVerification(n,
event_hash_ima,c_i_ima,s_i_ima, tpmQuote_signed);*)
out (c, (event hash ima,c i ima,s i ima,n, tpmQuote signed)) :;

in (c, (tpmQuote signed’ :bitstring,
event hash’:G,attresult:bool));

let partialAttestationresults =
collect results(event hash’,attresult) in

event sendAttestationResult (tpmQuote signed’,
partialAttestationresults);

out (c, (tpmQuote signed’, partialAttestationresults)).

partialVerifier (pk:pkey, g:G, odr:L)=
in(c, (event hash ima:G,c_i ima:bitstring,

s i ima:bitstring,n:nonce, tpmQuote signed:bitstring));
let g i = exp(g, mod(templatehash(x i),odr)) in

let g i s = exp(g i,s i ima) in

let event hash ¢ = exp(event hash ima,mod(c i ima,odr)) in
let t i’ = point mul(g i s,event hash c) in

let ¢ i’ = hash(g i,t i’,event hash ima) in

let hash chained = hash chain(event hash ima) in
let (hash chained’ :bitstring, n’:nonce) =

getmess (tpmQuote signed)in
if checksign (tpmQuote signed,pk) = ok() then

if c i’ = c i ima && n’ = n && hash chained’ =

in



134

135

136

137

138

139

140

141

142

144

145

Appendices

process
new
let
new
new
new

((!'verifier (pkey)) | ('attester (index,pkey,sk,qg,odr))

hash chained then (

event verifiedAttestationResult (
tpmQuote signed,event hash ima,
out (c, (tpmQuote signed, event hash ima, true))).

sk:skey;

pkey = pk(sk) in
index:bitstring;
g: G;

odr:L;

(!'partialVerifier (pkey,qg,odr))

)
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